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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document contains a study of the security aspects of Proximity services and an evaluation of possible technical solutions needed to support such services. The Stage 1 requirements for these services are defined in TS 22.278 [2] and TS 22.115 [3]. Different possible stage 2 solutions for Proximity Services are being studied in TR 23.703 [4].
NOTE: Lawful interception aspects will be covered  under the Lawful Interception Rel-12 work item (UID_570032).

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS) ".

[3]
3GPP TS 22.115: "Charging Requirements".

[4]
3GPP TR 23.703: "Study on architecture enhancements to support Proximity Services (ProSe)".
[5]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)". 

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

ProSe Discovery: a process that identifies that a UE that is ProSe-enabled is in proximity of another, using E-UTRA.

ProSe UE-to-Network Relay: is a form of relay in which a ProSe-enabled Public Safety UE acts as a communication relay between a ProSe-enabled Public Safety UE and the ProSe-enabled network using E-UTRA.

ProSe UE-to-UE Relay: is a form of relay in which a ProSe-enabled Public Safety UE acts as a ProSe Communication relay between two other ProSe-enabled Public Safety UEs.

ProSe-enabled UE: a UE that supports ProSe Discovery, ProSe Communication and/or ProSe-assisted WLAN direct communication.

Proximity: proximity is determined ("a UE is in proximity of another UE") when given proximity criteria are fulfilled. Proximity criteria can be different for discovery and communication

.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Proximity Services

4.1
Overview of Proximity Services
4.1.1
ProSe Discovery

ProSe Discovery is a process which determines that ProSe-enabled UEs are in proximity of each other. Its use must be authorised by the operator, and the authorisation can be on a "per UE" basis, or a "per UE per application" basis. Similarly, the operator may also provide configuration data, e.g. the proximity criteria, for the use of ProSe Discovery, to a ProSe-enabled UE. The network controls the use of E-UTRAN resources used for ProSe Discovery for a ProSe-enabled UE served by E-UTRAN. ProSe Discovery can be used as a standalone process (i.e. it is not necessarily followed by ProSe Communication) or as an enabler for other services.

There are two different types of Prose Discovery, namely open and restricted. In open discovery, a UE may be discovered without explicit permission, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 
4.1.2
ProSe Communication

ProSe Communication enables establishment of new communication paths between two or more ProSe-enabled UEs. The use of ProSe Communication must be authorised by the operator and it may take place over E-UTRA or WLAN. 

The network controls the use of E-UTRAN resources used for ProSe Communication for a ProSe-enabled UE served by E-UTRAN. In particular, according to policy a UE's communication path can be switched between an EPC path and a ProSe Communication path and a UE can also have concurrent EPC and ProSe Communication paths.

In addition there are several scenarios that only apply Public Safety usage:

-
ProSe Communication can start without the use of ProSe Discovery. 

-
Public Safety ProSe-enabled UEs establishing the communication path directly between them, regardless of whether the Public Safety ProSe-enabled UE is served by E-UTRAN, as well as being able to 

-
Public Safety ProSe-enabled UEs may participate in ProSe Group Communication or ProSe Broadcast Communication. ProSe Communication is also facilitated by the use of a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs not served by E-UTRAN. The use of this relay function is controlled by the operator.

-
ProSe Communication can also take place over a either a a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs not served by E-UTRAN, or a ProSe UE-to-UE Relay, a form of relay in which a Public Safety ProSe-enabled UE acts as a ProSe E-UTRA Communication relay between two other Public Safety ProSe-enabled UEs.
4.2
Architecture for Proximity Services 
The high level ProSe architecture is given here for SA3 to study security threats, requirements and solution in this TR. This architecture is based on the Non-Roaming Reference Architecture given in Figure 4.3.1-1 of TR 23.703 [4], as shown below in Figure 1.
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Figure 1.  Non-Roaming Reference Architecture
For Discovery and Direct Communication, SA3 should study the security of reference points given below:

PC1: Between the ProSe Applications in UE and ProSe Application Server. It is used to define application level signalling requirements.
Editor’s Note: It is FFS if this is in scope of 3GPP SA3.  

PC2: Between ProSe Function and ProSe Application Server. It is used to define the interaction between ProSe App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function. One example may be for application data updates for a ProSe database in the ProSe Function. Another example may be data for use by ProSe App Server in interworking between 3GPP functionality and application data, e.g. name translation. The entity of ProSe Funtion and ProSe Server may reside in or out of the EPC. The reference points/interfaces PC2 is out of 3gpp scope if ProSe related funtion is out of EPC.
Editor’s Note: If ProSe related function reside out of EPC, interface PC2 is out of 3gpp scope.
PC3: Communication between UE and ProSe Function. It is used to define the interaction between UE and ProSe Function.  An example may be to use for configuration for ProSe discovery and communication.
PC4: Between EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. Possible use cases may be when setting up a one-to-one communication path between UEs or when validating ProSe services (authorization) for session management or mobility management in real time.
PC5: Between UEs to have Direct Communication. It is used for control and user plane for discovery and communication, for relay and one-to-one communication (between UEs directly and between UEs over LTE-Uu).
PC6:  Between ProSe Functions. It may be used for functions such as ProSe Discovery between users subscribed to different PLMNs.Additional use of this reference point is FFS.
Editor’s Note: It is proposed to reuse the existing security mechanisms as much as possible for above interfaces.
5
Key Issues

Editor’s note: This clause will contain the key issues that need to be addressed by SA3. 
Editor’s note: Some of the below key issues may be combined together by future contibutions. 
Editor’s note: For discovery whether the UE-reporting data  can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is FFS.







5.1
Key Issue #1: Configuration of ProSe-enabled UEs

5.1.1
Key issue details

In order to utilise ProSe features, e.g. ProSe discovery and/or ProSe communication, the operator needs to be able to configure the ProSe enabled UEs. 

NOTE: This key issue makes no assumption about whether the configuration data comes from the same entity or not, as the security threats and requirements are independent of the entity downloading the data to the UE

NOTE: Configuration data from 3rd parties is out of scope
5.1.2
Security threats 

There are several threats to the downloading of configuration data to the UE. 

· Firstly the UE needs to be sure that it is getting its configuration data from an allowed server as otherwise an attacker could provide incorrect information. 

· Similarly the server will want to know the identity of the ProSe-enabled UE that is requesting configuration  information, as otherwise it is not possible to download correct information to the UE. 

· The configuration data needs to be protected against modification during transmission. 

· The data should be protected from eaves-dropping to protect any privacy related information from being read by unauthorised parties. 

5.1.3
Security requirements

The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.

The transmission of configuration data from the network to the ProSe-enabled UE shall be integrity protected. 
It shall be possible to confidentiality protect the configuration data that is transferred to the UE
5.2
Key Issue #2: Security analysis for restricted ProSe discovery

5.2.1
Issue Detail

In TR 22.803 section 5.1.1 restricted ProSe discovery use case, 3 users with proximity-enabled UEs are involved.  Mary has authorized John’s UE to discover her UE and vice versa. At the same time, John has authorized Peter’s UE to discover his UE and vice versa. But Mary’s UE is not able to detect that Peter’s UE is in its proximity. 

In other words, a UE shall be not able to discover other UEs which are  not authorized to be discovered. 

5.2.2
Security Threats

Based on SA1’s description, the discovery could be either using direct radio signals or  EPC based. Mary’s UE does not detect Peter’s UE because there is no authorization given by Peter’s  to Mary’s discovering him. However, if Mary’s UE is compromised, it could try to discover all Proximity-enabled UE near her, including the UEs not authorized to be detected, e.g. Peter’s UE. If there is no mechanism in the ProSe system (either on network side or on UE side) to prevent unauthorized discovery, Mary’s UE may be able to discover Peter’s UE. It will break the principle of restricted discovery.

5.2.3
Security Requirements

The following security requirement fits for non-public safety use cases only:

The network should allow a UE to discover only other proximity-enabled UEs which it is currently authorized to discover in case of detection via the operator’s network.

The ProSe system should allow a UE to discover only other proximity-enabled UEs which it is currently authorized to be discover in case of detection using direct radio signals.

Editor’s note: It is FFS if these apply to public safety UEs
5.3
Key Issue #3: Restricted Direct Discovery

5.3.1
Key issue details

One of the key capabilities of a ProSe-enabled UE is to be able to discover other ProSe-enabled UEs in its vicinity by using direct (UE-to-UE) signalling with E-UTRA technology. As part of the normative requirements in TS 22.278 [3] there are two types of discovery: open and restricted. Open applies where there is no explicit permission that is needed from the UE being discovered, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 

5.3.2
Security threats 

In direct discovery, a ProSe-enabled UE broadcasts an identity that can be received by other Pro-enabled UEs that are in range to hear these broadcast identities. The receiving UE can analyse received identities in order to decide if any UEs it is wanting to discover are in its proximity.

As noted above there are two types of discovery, open and restricted. With open discovery, there is no requirement for the one UE to be authorised to discover the other UE. This means that the identity that is broadcast for this type of discovery is assumed to be knowable to all UEs (this is true whether the actual identity is broadcast or some well known mapping of the identity is broadcast). 

With restricted discovery, a UE needs to be authorised to be able to discover a particular UE. In particular the broadcast identities should prevent the discovery of a UE without their explicit permission. This threat also extends to the ability to track such a broadcasting UE even if it is not known who the UE belongs to by the broadcast identity. Clearly anyone with the permission to discover the UE would be able to track them, as  this is effectively part of the permission to discover in the first place.  

A final security threat is that of unauthorised announcements (e.g., impersonation and replay threats).This may cause a receiver to believe that the other UE is in proximity when it currently isn’t, and hence take whatever action discovering that UE would involve.  For restricted discovery case, only a UE authorised to discover that UE should know the identity that will be broadcast. 

5.3.3
Security requirements

The identities announced on the air interface must be able to be protected from being understood by a currently unauthorized UEs, in order to support restricted discovery. Furthermore, the tracking of UEs based on their announced identities over time should be minimized.

The opportunity for replay attacks on identities announced over the air interface should be minimal.
5.4
Key Issue #4: Security analysis for restricted ProSe communication

5.4.1
Issue Detail

Based on SA1’s requirement, the system shall ensure the confidentiality of user data and network signalling over the direct link to a level comparable with that provided by the existing 3GPP system. Now the security context is separate for different UE in existing 3GPP system. So it requires that the separate security context usage in ProSe system. 

5.4.2
SecurityThreats

When the user plane ciphering is applied, a security issue would be raised that a ProSe-enabled UE can decrypt the communication between two other ProSe-enabled UEs if the same security contexts are used. The attacking details are shown in the following: 
In this scenario, there are three ProSe-enabled UEs, e.g. Mary’s UE, Peter’s UE, John’s UE. 

As a result, when Mary, Peter, and John are communicating through the 3GPP network, there is no common security context between them. Peter’s UE can’t get any plain information between Mary’s UE and John’s UE. If the security context for the communication between Mary’s UE and Peter’s UE was the same as for Mary’s UE and John’s UE, Peter’s UE would be able to decipher the communication between Mary’s UE and John’s UE when the encrypted data is eavesdropped by Peter’s UE. Peter’s UE could get the information between Mary’s and John’s UE.

But in existing 3GPP, Peter’s UE can’t get the information between Mary’s and John’s UE, specifically, when Mary’s UE communicates with Peter’s and John’s UE in LTE network. Based on LTE security architecture, Peter’s UE and John’s UE will use different security context to protect the communication with eNBs, and eNB will forward the decrypted UP data to core network and finally send to Mary’s UE with the protection by using other security context between Mary’s UE and eNB. So in this case, it doesn’t followSA1’s requirement. Therefore, the SA1 requirements can be fulfilled only when Mary’s UE use separate contexts communicating with different UEs.  

5.4.3
Security Requirements

A ProSe-enabled UE should use different security contexts for ProSe one-to-one communication with different ProSe-enabled UEs.
5.5
Key Issue #5: One-to-One Direct Communications using E-UTRA
5.5.1
Key issue details

A key capability of ProSe-enabled UEs is to engage in one-to-one communications with another UE directly over the air interface. 
5.5.2
Security threats 

There are the following threats to the data as it is exchanged between the UEs;

A passive attacker may intercept the data packets exchanged by the two UEs and is able to obtain their true/original content.

An active attacker may modify the data packets exchanged by the two UEs without detection by either UE.

5.5.3
Security requirements

Direct link signalling ciphering may be provided. Direct link signalling ciphering is a configuration option.

Direct link user plane ciphering may be provided.

Direct link signalling integrity protection and replay protection shall be provided.

Direct link user plane packets between UEs shall not be integrity protected.
Establishment of the security between the UEs shall be protected from man-in-the-middle attacks.

Editor’s note: Whether there is a split between user plane and signalling is FFS
5.6
Key Issue #6: Mutual authentication of ProSe enabled devices for public safety in out of coverage scenario

5.6.1
Key issue details

In network coverage scenarios UEs are mutually authenticated to the network. Currently UE to UE authentication is not standardized. Mutual authentication of public safety UEs without network coverage cannot be performed with AKA. Authentication credentials have to be securely stored in the UE in order to be available in the UE even without network coverage. It is beneficial to use an authentication method that is suitable to generate and distribute session keys for a secure direct link in order to provide confidentiality and integrity protection for the communication after the authentication procedure succeeded. Depending on the sensitiveness of the credentials secure storage e.g. in the UICC could be required. Also for maintenance it could be beneficial to store the configuration inclusive credentials on a removable UICC.

5.6.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. Since entrophy from network initiated challenge response procedure is not available sufficient entrophy is needed for session key generation. Session keys can’t be distributed via network. 

5.6.3
Security requirements

The system should support mutual authentication of public safety UEs out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.

It should be possible to establish session keys securely between the UEs.




6
Solutions

6.1
Solution 1: Security for configuration data transfer

6.1.1
General

This solution addresses key issue 1 in the current specification and is the security part of solution D1 in TR 23.703 [4].
6.1.2
Overview of solution
In solution D1 from TR 23.703 [4], the  UE gets the authorisation for direct services from the DPFs of the local PLMNs. The UE and local DPF use TLS to protect the traffic between them. Standard GBA/GAA authentication can be used to for authentication between the UE and local DPF (NAF) with a TLS-PSK ciphersuite to protect the traffic (see TS 33.222 [5]). For Public-safety UEs that support certificates,  mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.
6.2
Solution 2: Security for discovery

6.2.1
General

This solution address key issue 3 in the current document and is the security part of solution D1 in TR23.703 [4].

6.2.2
Tracking of restricted discovery identifiers

The risk of tracking of a UE by passive receivers in proximity exists if the same announced  ProSe identifiers (codes) are sent OTA time and again in periodic announcements. 

A solution to mitigate this tracking risk is to pass the ProSe identifier to a one-way time-varying hash function and only announce the output.  This way, what is broadcast over the air changes with system time. We note that it is assumed that the ProSe identifier  is somehow encrypted and obfuscated according to application needs (out of scope of 3GPP).

[image: image1]


6.2.3
Impersonation of restricted discovery identifiers

To mitigate the impersonation risk, the above tracking mitigation limits the possibility of reply attacks. Furthermore with restricted discovery, the ProSe ID will only be available to a known set of other users and hence could only be transmitted by such users. Hence amongst a set of trusted users, the risk of impersonation attacks is small. In addition, for some actions following discovery, e.g. ProSe communications, there may be some authentication signalling exchanged, whereby impersonation can be detected before any user data is actually exchanged.
6.3
Solution 3: Security for direct one-to-one connections 

6.3.1
General

This solution address key issue 5 in the current document and is the security part of solutions C3 and C4 in TR23.703 [4].

6.3.2
Overview of solution

6.3.2.1
General

One major difference between the security of direct communication between LTE UEs and regular LTE communications between the UE and network is that in the former there is only one endpoint for the signalling, which brings into question the need for replicating the two layers of LTE security for direct communications.

NOTE: The above is not claiming that there will not be in effect two types of signalling between UEs, e.g. a ;’NAS’-like layer that could be considered independent of the radio layer and radio layer that might be dependent on the actual radio being used. It is merely saying that if there is no need for more than one layer of security, as the termination point for possible signalling layers are in the same entity.

For this reason, this solution proposes to have only one layer of security that is identical to or at least very similar to the RAN layer security that is in standard LTE.
Editor’s note: This will need to be reviewed as the RAN groups make more progress on their work  

One consequence of the above decision is that there can be no protection of the initial message (post radio connection establishment). This is not a problem as the proposed context of those messages is only connection identifiers and security establishment parameters.
Another consequence of not having a NAS security in ProSe is the derivation of fresh keys for the RAN security can not use NAS COUNTs. It is proposed to replace these with NONCEs from both sides. 

Another difference is that each side issues a connection identity to the other in order to ensure privacy in the same way that S-TMSI can be used to prevent tracking of UEs.
Like in standard LTE, there is will be a key set identifier, called a DKSI associated with the D2D root key, called KD, of the security context that play the same roles as eKSI and KASME in standard LTE. KD is generated per pair of UEs.
6.3.2.2
Difference between network independent and network authorised cases

As described in solutions C3 and C4 of TR 23.703 [4], there are two possible connection cases, network independent and network authorised. The only difference from a security perspective is in the way that KD is generated. In the network authorised case, the UEs are connected to the network and they rely on assistance from the network to generate the keys. In the network independent case (which applies to public safety only– solution C3 in TS 23.703 [4]), it is assumed that the UEs are pre-provisioned with some private keys and associated certificates and these are used to generate a mutually shared key KD.  
Figure 6.3.2.2-1 gives a high level flow for network independent connection establishment


[image: image4.emf]Direct Connection Request

UE-1 MME-1 UE-2 MME-2

Direct Security-Mode command/complete

Direct Connection Response/Complete

Direct Key Material Generate

Direct Radio Bearer Establishment


Figure 6.3.2.2-1: Network independent connection establishment

In the network independent connection establishment, an initial Direct Connection Request message is sent directly between the UEs. The UEs then (if needed) perform a key generation between them using their private keys and certificates (see clause 6.3.4.3.1) and then run the Direct security mode procedure to start the security (see clause 6.3.4.4). Finally new connection identities are exchanged (if needed) in the Direct Connection Response/Complete (see clause 6.3.4.2) to allow a connection to be re-established without using a permanent identity. 

Figure 6.3.2.2-2 gives a high level flow for network authorised connection establishment.
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Figure 6.3.2.2-2: Network authorised connection establishment

In the network authorised connection establishment, the first stage is for the UEs to generate keying material for their direct connection using their respective MMEs (see clause 6.3.4.3.2.1). Then an initial Direct Connection Request message is sent directly between the UEs. The UEs then run the Direct security mode procedure to start the security (see clause 6.3.4.4). Finally new connection identities are exchanged (if needed) in the Direct Connection Response/Complete (see clause 6.3.4.2) to allow a connection to be re-established without using a permanent identity.

6.3.3
Security parameters

This clause contains a description of the security parameters used and the purpose of that parameter. The list of security parameters is broken down into three sets to reflect the parameters needed for the following states (each state is in respect to a particular other UE):

· D2D-Null: the UE has everything  it needs to start the process of communicating with another UE, but no security parameters or any info about the other UE.

· D2D-Idle: the UE has connected to another UE and retained some security parameters for use with that UE

· D2D-Connected: the UE is actually connected to another UE and transmitting data

Stored parameters while in D2D-Null

· D2D authorisation parameters that give the UE permission to use D2D direct communications

· Expressions it will announce, listen to and/or accept direct communication on

Editor’s note: More details on relationship between expression and security contexts is needed

· Set of security algorithm that it is willing to use for direct connections – this may be reduced from complete set supported by the UE by the authorisation parameters ruling out some algorithms, e.g. Null confidentiality only

· For UEs using autonomous connections, the private key/certificate pairs that relate to the various expression it is using

Stored parameters while in D2D-Idle

· Everything from D2D-Null 

· Connection identities: Uni-directional identities ( that is (local, remote pair)  that play the role of S-TMSI in providing privacy for the UE . The remote connection id is assigned by the  peer UE to ensure that they are unique at that peer UE.

· Key set identifier, DKSI, which plays the role of eKSI in LTE

· D2D Root key, KD, which plays of the role of KASME in LTE
· List of expression used with this security context

Stored parameters while in D2D-Connected

· Everything from D2D-Idle 

· (At least held implicitly), a pair of NONCES (local and remote), one for each UE that are used to calculate KD-sess : 
· KD-SESS, the session key to be used for deriving further keys to protect the traffic between UE – this is the equivalent of KeNB from LTE

· The confidentiality and integrity algorithms that are chosen to protect the traffic between UEs

· The keys that are used in the above algorithms

· The PDCP counts or ProSe equivalent parameters that are used at the RAN layer as inputs to the ciphering and integrity algorithms
6.3.4
Security procedures

6.3.4.1
General

The are four different security procedures required for direct communications;

· Allocating a Connection identity

· Establishing an DKSI, KD pair at each UE

· Direct-security mode procedure 

· Direct re-keying procedure
The procedures are described in the following subclauses. Each procedure contains a description of when it can be run and how it fits with other security. For details of how each procedure fits in overall connection etc, see solutions C3 and C4 in TS 23.703 [4].

6.3.4.2
Allocating a connection identity

When creating a direct communications link between two UEs, the UEs may both pass a connection identity to each other. The connection identity needs to be unique at the UE that created it. At a later re-connection attempt the previously negotiated security can be used if still stored by the initiating UE by sending the other UE the connection identity it has previously sent. Connection identities may be re-allocated during connection set-ups or during network assisted keying. This allows a connection identity to be only used once if so desired by the UEs in order to protect their privacy. 


[image: image6.emf]1b. Signaling via MMEs (New_connection_ID)

UE-1 MME-1 UE-2 MME-2

1a. Direct-Connection-Response/Complete (New_Connection_ID)


Figure 6.3.4.2.1-1: Connection identity allocation

1. UE_1 sends UE_2 a new connection identity that UE_2 should use next time it communicates with UE_1 either 

a Directly in Direct-Connection-Response/Complete messages; or

b Through signalling via their respective MMEs (for more details see the messages flow described in figure 6.3.4.3.2-1).
6.3.4.3
Establishing a shared key

6.3.4.3.1
Network independent case

This procedure may only be run after receiving a Direct Connection Request (see solution C3 in TR 23.703 [4]) or a Direct Rekeying Request message (see subclause 6.3.4.5 of this specification). This case is only for public safety UEs (see solution C3 in TS 23.703 [4]). It results in the UEs sharing a DKSI and KD pair.
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Figure 6.3.4.3.1-1: Network independent key establishment

0. UE_1 sends UE-2 either a Direct-Connection-Request (see SA2 specification) or Direct-Rekeying-Request (see subclause 6.3.4.5). 

Note: Either UE can send a Direct-Rekeying-Request when they are connected to each other

1. – 4. UEs exchange messages to result in a shared DSKI and KD pair

Editor’s note: The details of the key establishment need to be added. How to ensure associated certificates point to the same root certificate? How to ensure validity of the certificate? OCSP needs the involvement of the network. There is the problem of clock synchronisation in UEs. If the clock of one UE isn’t correct, the UE may wrongly treat its peer’s certificated as expired

6.3.4.3.2
Network authorised case

This procedure may only be run prior to sending a Direct Connection Request or after a Direct Rekeying Request when it is desired by one UE to use a fresh KD as opposed to a fresh KD-sess. The Direct-Rekeying-Request can only be sent when the UEs are already directly connected. The following flow shows the security part of the relevant SA2 flow (see TR23.703 [4]).
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Figure 6.3.4.3.2-1: Network authorised key establishment

0. Either

a. a UE_1 has received a Direct-Connection-Request or Direct-Rekeying-Request and want to generate a new KD; or.

b. UE_1 wants to establish a connection with UE_2 using network authorised connection procedure 

1. UE_1 sends an Extended Service Request (ESR) indicating direct connection to MME_1. It contains connection identity given it by UE_2 previously if it has one or the EXP code that is or wants to communicate with. Other parameters are FFS

2. MME_1finds out the address of MME_2 (this is FFS in rekeying case) and sends it a Direct-Keying-Request. It includes the connection identity or EXP code that was received in message 1. It also includes Keying_material_1. Other parameters are FFS.
3. MME_2 sends UE_2 the connection identity or EXP code that was received in message 2. Other parameters are FFS. 

4. UE_2 sends a new connection identity if there was not one in message 3 or it wants to refresh its connection identity. It also selects a DKSI that will be associated with the calculated KD. Other parameters are FFS.
5. MME_2 sends MME_1 the parameters received in message 2 and Keying_material_2. Other parameters are FFS. 

6. MME_1 sends UE_1 the parameters received in message 2. Other parameters are FFS. 

7. Both UEs calculate the final KD from the received keying material parameters and parameters held locally. 

Editor’s note: The details of the key establishment protocol need to be added. What’s the life time of this security context of D2D?

6.3.4.4
Direct security mode procedure

This procedure is run in response to a Direct Connection Request in order to establish a secure connection between the UEs. 

UE_2 may initiate one of the procedures described in 6.3.4.3 to establish a key. These may be run between the UEs before the start of the D2D security mode procedure if a KD is needed or UE_2 wants to establish a new KD
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Figure 6.3.4.4-1: Direct Security mode procedure

0. UE_1 has sent a Direct-Connection-Request to UE_2. This message includes Nonce_1 (for session key generation) , Supported_algs (the list of algorithms that UE_1 is OK to use in this connection) and Key_creation_data (information needed to determine the method of key generation - the details of this are FFS). The UEs have also agreed on a DKSI and KD pair either at step 0a or 0c.

1. UE_2 sends the Direct-Security-Mode-Command to UE_1. It includes the DKSI to indicate which KD to use, Nonce_2 to allow a session key to be calculated and the chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data. UE_2 also returns the Supported_algs parameter and part of the Key_creation_data to protect them from man-in-the-middle attacks. UE_1 will not accept a Direct-Security-Mode-Command if there are different what it sent. UE_2 calculates KD-Sess from KD and Nonce_1 and Nonce_2 and then derives the confidentiality and integrity keys based on the chosen algorithms (see subclause 6.3.6.1). It integrity protect the Direct-Security-Mode-Command before sending it to UE_1. UE_1 performs the same key calculation and checks the integrity of the message before accepting it.

2. UE_1 send an integrity protected Direct-security-mode-complete message to UE-2. After this all messages are integrity and confidentiality protected except possibly rekeying messages (see subclause 6.3.4.5).

6.3.4.5
Direct re-keying procedure

This procedure can be run at any time and initiated be either UE. It results in a new KD-sess being used to protect the traffic between the UEs. The new KD-sess can either be calculated from the current KD or a new KD established during this procedure using the appropriate procedure from 6.3.4.2.
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Figure 6.3.4.5-1: D2D re-keying procedure

1. UE_1 sends UE_2 a Direct-Rekeying-Request message when they are already directly connected and UE_1 wants to refresh the keys. This message includes a parameter (this is FFS) to enable MME_2 to find MME_1 and get signalling to UE_1 via the network, a flag to indicate whether a refresh of KD is requested and Nonce_1.

2. A DKSI and KD pair are generated if request by UE_1 or desired by UE_2 using the procedures in subclause 6. 

3.  UE_2 sends UE_1 a Direct-Rekey-command message. It includes DKSI and Nonce_2. Along with Nonce_1 these allow the calculation of a new KD-sess. The message needs to be at least integrity protected.

UE_2 responds with a Direct-Rekey-complete message that is at least integrity protected
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