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Abstract of the contribution: this document discusses the security operation between UE and network when SGW relocates in fast path solution.
1. Introduction
Fast path solution is a user plane solution without the disproportional amount of signalling caused by idle-connected mode transitions in AS-layer, as the LTE AS security context only exists when the UE is in connected mode, a new security mechanism for SDT has been introduced that security association is established between UE and SGW.
This paper mainly discusses the security context synchronization between UE and network when SGW relocates in fast path solution.

2. Analysis 
As we known, when UE moves around, in case that UE is in idel mode it may perform TAU or periodic TAU, and in case that UE is in connected mode it may perform X2 handover, or S1 handover, or TAU.
These three procedures may result in SGW relocation, if different SGWs use different SDT security contexts, new security context need to be established and synchronizes between UE and the new SGW. As a result, UE and SGW shall exchange security parameters which used to generate new SDT security context during those three procedures.
· For TAU, MME can generate new SDT security context and deliver it to target SGW through message “create session request”, and MME can also send its security parameters to UE through message “TAU accept”. However, UE can not report its security parameters to MME through message “TAU Request”, because the SGW relocation is determined by MME, so UE can not know whether SGW shall relocate before sending “TAU Request”. If the generation of new SDT security context needs parameters from UE, there is the problem that UE can not report its necessary security parameters to MME.And the security parameters like “uplink NAS count” and “downlink NAS count” have been used already, thus they can not be used to generate SDT security context. So SDT security context may not be synchronized in TAU with SGW relocation.
· For S1 handover, because S1 handover is independent from TAU, TAU may not be performed during S1 handover. Thus, the negotiation of new SDT security context can not rely on TAU even if SDT security context may be synchronized in TAU. Referring S1 handover procedure, the MME can send its security parameters to UE through source MME and sourece eNB by the message “Handover command”, and vice versa UE can send its security parameters to target eNB through message “handover confirm”, then target eNB deliver them to target MME. MME generates new SDT security context and deliver it to target SGW through message “create bearer request”. In this case, an indication may need to be sent to UE to identify that the SGW relocates. So SDT security context may be synchronized in S1 handover with SGW relocation, but some information elements need to be added into current signallings which will introduce complexity.
· For X2 handover, the negotiation of new SDT security context also can not rely on TAU. Referring X2 handover procedure, UE and MME do not need to exchange any information and there are no direct or indirect signalling paths between them, so neither the MME can send its security parameters to UE nor the UE can send its security parameters to MME. In this case, the negotiation of new SDT security context seems impossible.
From above analysis, we can see that there are some problems on security context synchronization when SGW relocates for fast path solution. It is proposed to make further study and detail the security context synchronization when SGW relocates.
3. Proposal

It is kindly proposed SA3 to agree the following PCR into TR33.868.
PCR
***************************************Begin of Change*******************************************

5.7.4.2.7
S-GW relocation

It may be possible that more than one small data transfer security context is derived from the same base key i.e. the KASME, and these small data transfer security contexts are sent to different S-GW’s. An example where this can occur is if the UE is first sharing a small data transfer security context with one S-GW and then later there is a change of S-GW. To ensure that the first S-GW cannot deduce any information about the small data transfer security context used in the second S-GW and vice versa, the key derivation function calculating the small data transfer security context should use some unique input that is unique for each S-GW. Another option is that the same small data transfer security context is used with all S-GWs.
X2 handover, S1 handover, and TAU may result in SGW relocation, if different SGWs use different SDT security contexts, new security context need to be established and synchronizes between UE and the new SGW. Thus UE and SGW  need to exchange security parameters which used to generate new SDT security context during these three procedures.
· For TAU, MME can generate new SDT security context and deliver it to target SGW through message “create session request”, and MME can also send its security parameters to UE through message “TAU accept”. However, UE can not report its security parameters to MME through message “TAU Request”, because the SGW relocation is determined by MME, so UE can not know whether SGW shall relocate before sending “TAU Request”. If the generation of new SDT security context needs parameters from UE, there is the problem that UE can not report its necessary security parameters to MME.And the security parameters like “uplink NAS count” and “downlink NAS count” have been used already, thus they can not be used to generate SDT security context. So SDT security context may not be synchronized in TAU with SGW relocation.
· For S1/X2 handover, the UE and the network is not expected to maintain the radio bearer during the handover.  UE will release the radio bearer and reconnect once the S1/X2 handover is completed at which time a new SDT security context will be established.  
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