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Abstract of the contribution: This contribution proposes the Conclusion on Solution choice for USIM restriction to specific MTC Devices
1. Proposal
Following the decision of SA3#71, this contribution aims to conclude the selection of a solution for UICC pairing with specific MTC Devices. 

2. Pseudo-CR
START of CHANGE #1

[bookmark: _Toc291766327][bookmark: _Toc353537066]7	Conclusions
Editor's Note:	This section is intended to list conclusions that have been agreed during the course of the work item activities.
[China Mobile comments]:
1) The criteria in the following is incomplete;
2） It is confusing on how to conclude that “Considering the summary provided in the Figure X, the optional use of the following solution shall be standardized: User Equipment-based pairings with USAT application pairing option”

The detailed comments are shown as below.
7.x	Conclusion on Restricting the USIM to specific MEs/MTC Devices 
The current TR includes several UE-based and network-based mechanisms to restrict the use of USIM to certain MEs /MTC devices. 
Analysis commenced in this TR has demonstrated that the proposed solutions do not offer same security level and some mechanisms require more normative work than another. The potential result of the required normative work has also different level of impact on the existing network infrastructure and/or the MTC devices. 
Evalation of the proposed solution in Chapter 5.4.5 has identified the following common characteristics of each considered solution: 
· Compliancy with SA1 requirement 
· Capacity to limit the use of mechanism to the selected devices only
[bookmark: _GoBack] [CMCC] We don’t understand what is the meaning of this criterion. 
· Generation of network traffic
· [CMCC: suggested to add ] Flexibility to change the pairing relation between Card and ME devices
· [CMCC: suggested to add] Remediation for credentials are disclosed
· [CMCC: suggested to add] Cost for  operator deployment(price,maintaince, operation and management etc)

· Reuse of exisiting 3GPP and ETSI standards
· Level of security 
· Level of implemtation complexity

The following table provides comparison of the studied solutions based on the identified common characteristics: 

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	Solution / Criteria
	Secure Channel
	USAT application
	PIN verification
	IMEI binding in HSS
	Enhanced AKA
	Symmetric shared secret

	Compliancy with SA1 requirement
	Yes
	yes
	yes
	yes
	yes
	yes

	Network impacts
	no
	no
	no
	yes
	yes
	yes

	Flexibility to change the pairing relation between Card and ME devices
	difficult
	easy
	easy
	easy
	easy
	easy

	Remediation for credentials are disclosed
	easy
	Defficult
	easy
	easy
	easy
	easy

	Cost for  operator deployment(price,maintaince, operation and management etc)
	high
	medium
	low
	low
	high
	high

	Reuse of standards
	high
	high
	medium
	high
	low
	low

	Level of security
	high
	medium 
	low
	medium
	high
	high

	Complexity 
	high
	low
	low
	low
	high
	high



Figure X
[CMCC] From the above figure X, we think the  Flexibility to change the pairing relation between Card and ME devices and Cost for  operator deployment(price,maintaince, operation and management etc) are very important in the weight. 
However, different operator may think differently since there were many MTC applications and these applications had different security requirements. So it is difficult to come out conclusion which criteria are important in the weight. So we don’t think we can come out the selection based on this comparison table.

Considering the summary provided in the Figure X, t the optional use of the following solution shall be standardized: 
· User Equipment-based pairings with USAT application pairing option 
Support of USAT by MTC Devices shall be mandated to enable possibility to use the optional pairing mechanism based on USAT application.  

END of CHANGE #1

START of CHANGE #2

[bookmark: _Toc291766328][bookmark: _Toc353537067]8	Impacts to normative specifications
Editor's Note:	This section is intended to capture the impacts to normative specifications within the responsibility of SA3. It can be used as a placeholder to document agreements until a set of normative CRs can be generated for the selected solutions(s).
[bookmark: _Toc291766329][bookmark: _Toc353537068]8.1	General 
8.x 	Solution 5 – Restricting the USIM to specific MEs/MTC Devices
The following normative work is impacted by the solution choice: 
· Stage 3 work of CT1 and CT6 to specify UE based pairing mechanisms

END of CHANGE #2
