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Abstract of the contribution: Evaluates the operator control of ProSe discovery IDs.
1. Introduction
Proximity Services (ProSe) include open and restricted discovery. 

In the clause 6.1.1.2.3.2of the ProSe SA2 TR [1], the following Editor’s Note calls for a study of  control and risk relating to semantics of discovery identifiers (also referred to as expression codes) shared between UEs : 

Editor’s note: Risks to an operator arising from the possibility of liability for improper use of ProSe service due to the lack of control on the semantic of the expression codes shared with the interested parties by the application layer need to be studied by SA3.
We must clarify first of all that the “liability” of any 3GPP party, along with other legal issues, are not in SA3’s remit to study and comment on.  Therefore, we focus on the risks to the operator that may result from unauthorized use of ProSe, as might occur if the operator doe not control the IDs that are shared at the application layer in order to support restricted discovery use cases.
2. ProSe expression code sharing for restricted discovery
The use of restricted discovery codes in ProSe is a subset of the privileges that come with ProSe authorization. The operator authorizes each UE for a certain set of permissions: use of expression codes for restricted discovery is just one of them. Therefore, we claim that the risk of unauthorized (“improper”) use of these codes is contained within the greater risk of unauthorized use of ProSe.
In particular, knowledge of the semantics or structure of the expression codes—if any such structure is present—does not affect the level of control of the operator has over ProSe discovery. We note that, conceivably,  expression codes may be  

· a device (UE) identifier—in which case the operator has full knowledge of it and its association with a permanent subscriber ID, since the operator assigns these anyway, or

· an application-layer identifier- in which case any semantics or meaning are application-specific (e.g. user’s nickname in this app, plus her mood) and thus not useful to the operator who is interested in protecting spectrum resources, and  who would have to keep track of many such instantiations.

It becomes then apparent that the types of information that is sufficient for the operator to have the control necessary to enforce prescribed use of its spectrum and network resources are:
· for each authorized UE, the extent of the use of spectrum resources for announcing discovery-e.g., how many codes are announced and in what period of time, possibly by application. 

· (optional) for each authorized UE, the extent of usefulness of monitoring discovery—e.g., how many discovery events occurred, possibly by application.

Furthermore for the purpose of replay or unauthorised transmission of expression codes or tracking a user based on expression codes, it does not matter what structure there is in the expression code. 

In conclusion, we observe that

Observation: the operator incurs no additional risk to spectrum and network resources stemming from the structure or non-structure of expression codes exchanged at the application layer or via the operator function. 

3. Proposal

It is proposed that SA3 agree with the above observation and note in the minutes that they have studied the above editor’s note as requested by SA2 and believe that it can be removed from the SA2 TR.
 References
[1] TR 23.703 v0.4.1 

3GPP

SA WG3 TD


