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1. Introduction
Proximity Services (ProSe) include open and restricted discovery. ProSe discovery makes use of ProSe discovery IDs (a.k.a. expressions). Herein we treat only restricted discovery IDs and leave open discovery IDs FFS.
2. ProSe expression codes handling
2.1 Restricted discovery codes
Restricted discovery assumes that the announcer only wishes to be discovered by a certain pre-determined set of receivers, when they are nearby. To enable this it assumed that a Prose App identity is known to all these users. This model is suitable, for example, for social networking or gaming applications. Restricted discovery has the following associated risks:

A. Tracking of a UE by a passive UE in proximity, with or without knowing the actual identity behind the announced discovery ID.
B. Impersonation of a UE application presence by another UE; for example, an attacker UE announces a discovery ID that does not belong to that UE.

We treat these in turn.

To mitigate the tracking risk in periodic announcements of discovery IDs, each discovery ID of a UE as announced OTA should appear uncorrelated from one announcement to the next, or at least be kept the same only for a short time interval (or small number of announcements). This interval can be chosen so as not to pose a risk of a passive UE or set of UEs tracking the location of that UE as it moves around.  This type of approach can be enacted by the lower-layers, e.g., by employing a one-way system-time-dependent hash function, and only announcing the derived output. This ensures that the authorized UEs who know a UE’s application code can still do this same derivation locally and try to match the output to any heard codes OTA, while the unauthorized UEs are not able to do so since they don’t know the code.
To mitigate the impersonation risk, the above tracking mitigation limits the possibility of reply attacks. Furthermore with restricted discovery, the expression code will only be available to a known set of other users and hence could only be transmitted by such users. Hence amongst a set of trusted users, the risk of impersonation attacks is small. In addition, for some actions following discovery, e.g. ProSe communications, there may be some authentication signalling exchanged, whereby impersonation can be detected before any user data is actually exchanged.
3. Proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR. 
.
 References
[1] TR 23.703 v0.4.1 

Proposed pCR

6.X
Solution 2: Security for discovery

6.X.1
General

This solution address key issue # in the current document and is the security part of solution D1 in TR23.703 [4].
6.X.2
Tracking of restricted discovery identifiers

The risk of tracking of a UE by passive receivers in proximity exists if the same announced  ProSe identifiers (codes) are sent OTA time and again in periodic announcements. 

A solution to mitigate this tracking risk is to pass the ProSe identifier to a one-way time-varying hash function and only announce the output.  This way, what is broadcast over the air changes with system time. We note that it is assumed that the ProSe identifier  is somehow encrypted and obfuscated according to application needs (out of scope of 3GPP).




6.X.3
Impersonation of restricted discovery identifiers

To mitigate the impersonation risk, the above tracking mitigation limits the possibility of reply attacks. Furthermore with restricted discovery, the ProSe ID will only be available to a known set of other users and hence could only be transmitted by such users. Hence amongst a set of trusted users, the risk of impersonation attacks is small. In addition, for some actions following discovery, e.g. ProSe communications, there may be some authentication signalling exchanged, whereby impersonation can be detected before any user data is actually exchanged.
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