3GPP TSG SA WG3 (Security) Meeting #72
S3-130787
8-12 July 2013; Qingdao (China)

revision of S3-13abcd
Source:
Qualcomm Incorporated
Title:
Proposed solution for configuration data delivery in ProSe
Document for:
Approval
Agenda Item:
7.13
Work Item / Release:


Abstract of the contribution: This contribution proposes a solution for sending configuration and authorisation information to a ProSe-enabled UE.
Discussion
This paper proposes a solution for sending configuration and authorisation to the UE in ProSe.
It is proposed that SA3 accept the pCR for inclusion in the Prose SecurityTR.
Proposed pCR
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6.X
Solution 1: Security for configuration data transfer

6.X.1
General

This solution addresses key issue # in the current speciifcation and is the security part of solution D1 in TR 23.703 [4].
6.X.2
Overview of solution
In solution D1 from TR 23.703 [4], the  UE gets the authorisation for direct services from the DPFs of the local PLMNs. The UE and local DPF use TLS to protect the traffic between them. Standard GBA/GAA authentication can be used to for authentication between the UE and local DPF (NAF) with a TLS-PSK ciphersuite to protect the traffic (see TS 33.222 [xx]). For Public-safety UEs that support certificates,  mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.
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