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1 Introduction 
Solution 1 does not really describe a solution, but rather some support mechanisms that can be used in addition to other technical solutions.
This pCR proposes to add some analysis of one of the proposed non-technical counter measures mentioned in Solution 1 and argues that Solution 1 

 It is proposed that SA3 agrees the follwoing pCR for inclusion in TR 33.865.
2 pCR

*** BEGIN CHANGES ***
5
Solutions of key issues

5.1
Solution 1: Authenticity of WLAN information via non technical means
5.1.1
Description 
This partial solution can help provide additional support to deal with  key issue “Use WLAN Access Network Type and Venue Information for network selection” and Key Issue  “Support WLAN access through roaming agreements”.

According to Hotspot 2.0 specification [3], UE with (U)SIM card shall support EAP-SIM/EAP-AKA protocol for authentication .

In addition to technical solutions desribed in other clauses of this technical report, some non-technical methods (e.g. operator management, customer report, etc.) can be adopted by 3GPP operator to supervise the behaviour of WLAN operator, to prevent malicious but legal WLAN AP from sending fake WLAN information to UE. The details of non-technical method are out of 3GPP scope.

Relying on costumer reports of misbehaving WLAN networks is not reliable. Assume two legitimate WLAN access provides A and B provide access service for an operator. WLAN A has Venue Information X and WLAN B also has Venue Information X. Further assume that the operator prefers that the subscribers connect to WLANs with Venue Information Y, and if that does not exist they should select Venue Information X. From a user experience point of view, there may be no difference between X and Y. Now, WLAN A can fool the subscriber into believening that WLAN A has Venue Information Y. The subscriber connects to WLAN A, gets the service as expected and will therefore likely not report anything wrong to the operator.

Editor's note: To be able to analyze whether any non-technical means can be used to counter threats, these non-technical means must be explicitly mentioned and analyzed. If no useful non-technical means can be identified, SA3 should consider moving this clause to a different place in the TR, since it does not constitute a solution (in particular, it is already nonted in this clause that non-tehcnical means are out of 3GPP scope).
*** END OF CHANGES ***

