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1.

Introduction

The implicit certificate approach is currently being considered as a means to providing security for PWS. As with any PKI approach trust is derived from CAs and passed down to the message signer, in this case the CBE.
In SA3#71 clarification was sought related to several aspects of the Implicit Certificate approach including updating of CAs, change in a UEs home network, use of timestamps and fields covered by the PWS signature. This contribution seeks to provide further details on these topics.
2.
Updating CAs
In the implicit certificate approach, trust is derived from CAs a UE is provisioned with. Although CAs are assumed to be long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. UE firmware is provisioned with public keys of all CAs globally at manufacturing. On insertion of a USIM the regional CAs associated with the UEs home country are identified based on the UEs home network. 
In the Implicit Certificate approach, the current list of CAs and their public keys stored by a UE can be updated through a new type of PWS message. This message can be signalled as a PWS CA update message by using the existing Message Identifier parameter [1] but could otherwise be transmitted to UEs in the same manner as warning related PWS messages. 
As shown in Figure 1 the contents of the PWS CA update message message could contain the identifier of the CA (CA-ID) and its new public key.
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Figure 1 - Certificate Authority update message format

Since the contents of the PWS CA update message are critical to the functioning of the system, to ensure the UE can trust the message contents UEs should be required to receive at least two update messages containing where the implicit certificate used in each message is from a different existing CA.

In the case more than one PWS message signer is supported in a region each message should also be from a different existing PWS message signer. 

The case of only one PWS message signer could also be accomidated for example by requiring Implicit Certificates to be obtained from a CA who issues short-lived implicit certificates for the purpose of PWS CA update messages. Procedural steps following this example could be:
Step1: Receive and validate PWS CA update message
Step2: Check previously validated PWS CA update messages

Step3: If a PWS CA update message is stored in the ME and has been validated using a different existing CA and either the current or existing different CA is used for the purpose of PWS CA update messages then update the current CA list in the ME with the PWS CA update message contents

Step4: If a CA update message stored in the ME according to Step 3 is not found then stor the current CA update message in the ME with its validating CA but without updating the contents of the CA list
3.
Timestamp

Details of the contents for the PWS security field are described in section 7.6.3.3 of [2] and shown below for convenience. 
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Figure 2 – Implicit certificate security contents

The final two bytes of the security contents consist of a timestamp provided by the message signer and indicating the validity period for the PWS warning message for the purposes of replay protection. 
This can take the form of a traditional timestamp or as a message counter.

Timestamp

For the timestamp to function correctly, some degree of synchronisation is necessary between the UE and the PWS message signer. 

In the case a secure automatic synchronisation method is available between the UE and network, then advantage of it could be taken by the UE in validating PWS messages.

In the case where automatic timing is not available between the UE and network, the UE could instead indicate the receipt of a PWS message with an expired certificate if one is received and present the user with the current time understood by the UE and the option of proceeding or discarding the message. 

Alternatively a PWS timer could be provisioned in UEs at manufacture with a conservative time. This time could then be adjusted in the normal course of operations either by a PWS timestamp update message similar in concept to the PWS CA update message, or by an additional timestamp field in the PWS CA update message itself. Such an update timestamp would detail the current time of the PWS message signer to all receiving UEs.
Message counter

In the case a message counter is used in order to avoid the need for co-ordination between message signers, a message signer identifier should be included as part of the implicit certificate. As shown in Figure 3 this can be accomidated by reducing the implicit certificate timestamp from 15 bits to 7 bits allowing a 1 byte field for a message signer identifier (PKID).
In order to protect out of date UEs (eg: those who miss PWS warning messages and the resulting increments to a message signer’s counter) from replay attack, a PWS counter update message similar in concept to the PWS CA update message could be used or alternatively if there are only a few PWS message signers, an extra field could be included in the PWS CA update message itself. Such a field could contain 3 bytes, the message signer’s identity (PKID) of 1 byte and current counter value (NSUC) of 2 bytes, for each message signer signalled.
Whether the PWS message timestamp takes the form of an actual timestamp or a message signer counter, the 2 bytes in the PWS security content should be included in the computation of the keyed MAC signature.
4.
Roaming

With recent agreements in SA1 [3] [4], issues concerning roaming internationally have become less of a concern. Neverthless, it is worth mentioning some aspects on roaming for full consideration of the topic.
In the case of the implicit certificate and UICC OTA approaches, if a UE roams into a country with PWS security but using CAs not supported by the home country, currently the UE would not verify warning messages in that country. While not currently proposed in the implicit certificate approach it is possible in principle for the CAs a UE uses for verification to be dependent on the network it is authentically attached to while roaming. However this places additional responsibility and invariably cost on any PWS security solution.
5.
Additional Considerations
Implicit certificates have been studied for well over a decade with postal applications specified in [5] being the earliest international standards approving their use.
Since then they have gained ground very quickly in constrained networks and have found application in areas as diverse as NFC to Intelligent Transport Systems and in millions of products covering Asia, Australia, North America and Europe [6] [7].
8.
Conclusion
This contribution provides additional on several aspect of the implicit certificate approach.
It is kindly proposed the associated pseudo CRs contained in S3-130759, S3-130760 and S3-130761 be included in the PWS study contained in TR 33.869.
9.
References
[1] 

TS 23.041, “Technical realization of Cell Broadcast Service (CBS)”
[2] 

TR 33.869, “Security aspects of Public Warning System”
[3] 

SA1-133290, “CR on Rel-11 alignment regarding disabline and enabling of PWS notifications”, Ericsson

[4] 

SA1-133292, “CR regarding PWS integrity protection when roaming internationally”, Eircsson

[5] 

Technical Specification CEN TC331 WG3, “Addresses and Automatic Identification of Items”
[6] 

IEEE 1609.2 – IEEE Standard for Wireless Access in Vehicular Environments
[7] 

ISA SP100.11a, “Wireless Systems for Industrial Automation: Process Control and Related Applications”
[image: image1.png][ New CA-ID New CA Public Key PWS Security

f s I\ )

byte 33bytes ) 75 bytes

T .
PWS CAUpdate Message 34 butes Signature & Implicit Cert. from existing CA




