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1 Introduction and proposal
This contribution hopes to enhance the key issue- use WLAN load information for network selection, and analyzes its threats. We kindly propose SA3 to agree it.
***
START OF THE FIRST CHANGES
***
4.3   Key issue- Interaction between WLAN network selection and network-provided policies for WLAN selection

4.3.1 Issue Details

As TR 23.865[2] described, an operator may provide ANDSF policies to the UE in order to allow the UE to route traffic to specific WLAN access network (e.g. a specific SSID) based on the policy rules. Current policy rules could be enhanced by adopting parts of the WFA Hotspot 2.0 specifications[3] that allow for developing policies for WLAN network selection by making use of IEEE 802.11u[6] ANQP query response mechanisms, use of realms information, venues information, network load, etc. 

For example, a 3GPP operator wants to have policies whereby traffic can be offloaded to its roaming partners but only in a certain time window and at a particular geographic location, e.g. during rush hours and a specific date (such as New Year’s Eve.)in a busy downtown area. Assume operator A has relationship with operator #1 with SSID1 and operator #2 with SSID2. The ANDSF rules specify that if you are in location x and between time y and z then prefer SSID1 but for other location or times prefer SSID2. The PLMN priority list in the UE has SSID2 higher in preference than SSID1. Now if the user is at location x between time y and z, the conflict resolution between ANDSF rules and PLMN priority list is needed.
4.3.2 Threats

In this scenario, policy rules could be enhanced by adopting parts of the WFA Hotspot 2.0 specifications that allow developing policies for WLAN network selection by making use of IEEE 802.11u ANQP query response mechanisms (e.g. use of realms information, venues information, network load, etc.) .The time and date of UE may be tampered by a malicious application or man-in-the-middle (MitM) attack on radio interface which may lead to useless of the policies based on the information.  

Editor’s note: the threat in conflict resolution between ANDSF rules and PLMN priority list is FFS.
***
END OF CHANGES
***
