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1 Introduction
In current TR 33.865, key issue 2 “support WLAN access through roaming agreements” has been analyzed. In this scenario, 3GPP operators rely on roaming agreements for supporting WLAN access, an example deployment is shown in the Figure below, where the 3GPP operator has roaming agreements with Partner X and Partner Y. Each of these partners acts as a “roaming consortium” and maintains its own roaming agreements with individual hotspot providers (shown as WLAN A, B and C).
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Figure Supporting WLAN access through roaming agreements
The ANDSF may send policies to UE based on Realms and/or OUIs to indicate for example that “WLANs that interwork with Realm=PartnerX.com have the highest access priority”. The UE uses the Realms and/or OUIs as an alternative way (instead of using SSID) to identify and prioritize the discovered WLAN access networks.
According to the analysis in TR33.865, this key issue may create several threats since Realms and/or OUIs is transmitted to UE without security protection. 
This contribution gives a probable solution of key issue “support WLAN access through roaming agreements”.
2 Analysis
According to the analysis in TR33.865, this key issue may create several threats since Realms and/or OUIs is transmitted to UE without security protection. 
In this scenario, in order to prevent useless of the policies based on the information of Realms and/or OUIs and fake priority subscription claiming, the authenticity of “roaming consortium” and roaming agreements with individual hotspot providers to a certain partner need to be verified.

We propose reserved information to verify the authenticity of “roaming consortium” and roaming agreements with individual hotspot providers. During the 3GPP operator achieve the roaming agreements with Partner X, reserved information for Partner X is assigned. This reserved information is shared between Partner X and the 3GPP operator. Then the partner share this reserved information with its subscribed individual hotspot providers.

For the received Realms and/or OUIs information, UE can check the authenticity of access priority from the operator according to reserved information if willing.

2 Proposal
This contribution gives a probable solution of key issue “support WLAN access through roaming agreements”. We kindly propose SA3 to agree this contribution.
***
START OF CHANGES
***

5     Solutions of Key Issues
5.x   Solution 1: Reserved information for roaming agreement verification
5.x.1 Description 
This solution addresses the key issue “support WLAN access through roaming agreements”.
This solution aims to prevent the Realms and/or OUIs tampered by a man-in-the-middle (MitM) attack on radio interface which lead to useless of the policies based on these information and also the fake priority subscription claiming.
During the 3GPP operator achieve the roaming agreements with Partner X, reserved information for Partner X is assigned. This reserved information is shared between Partner X and the 3GPP operator. Then the partner share this reserved information with its subscribed individual hotspot providers.
When ANDSF send policies to UE based on Realms and/or OUIs to indicate for example that “WLANs that interwork with Realm=PartnerX.com have the highest access priority”, the UE can use the Realms and/or OUIs as an alternative way (instead of using SSID) to identify and prioritize the discovered WLAN access networks. 
For the received Realms and/or OUIs information, UE can check the authenticity of access priority from the operator according to reserved information if willing. UE can require the reserved information from the certain WLAN network according to received Realms and/or OUIs information, and then send this reserved information and Realms and/or OUIs information to 3GPP operator. The 3GPP operator can verify and notify whether this reserved information is consistent with original reserved information in roaming agreement assigned.
Editor’s note: It is FFS how to check and update the reserved information secure.
5.x.2 Impacts on existing nodes or functionality

The roaming agreements need to be extended in order to assign reserved information.

***
END OF CHANGES
***
