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Abstract of the contribution: this document discusses some security problems on small data connectionless solution.
1. Analysis 
This document discusses two security problems on small data connectionless solution.

· It is stated in clause 5.7.4.3.3 that “If new AKA authentication is ecuted, and new Kasme (or CK/IK) is derived, all existing cached Tokens and contexts in the UE are deleted. The new Token is assigned for the current new context.” 
UE is aware of the new AKA, so it can delete all the cashed AS security contexts and Tokens once a new AKA is peformed. However, the eNBs can not know when a new AKA occurs, which results in many eNBs keeping AS security contexts and tokens until token life is expired. As the MTC device is very large, if the token life is long, this problem would lead to more eNBs’ resource consumption and increased eNBs’ load.

· It is also stated in clause 5.7.4.3.3 that “If UE returns to the eNB/RNC with no Token indication, even if eNB/RNC has the valid cached context and valid Token with this UE, the eNB/RNC will delete existing Token for this UE, treat the access as an initial entry, and assign the new Token.”
Obviously, if UE does not report a token to eNB, eNB would conclude it is not a small data service or this UE does not have a valid token, so a normal service request procedure will be perform. 
But it is also stated in clause 5.7.4.3.2 that “An UE that wants to exchange NAS signalling (e.g. to activate a PDN connection) needs to issue a RRC Connection Request without a Token.” 
If UE just wants to exchange NAS signalling with the core core network other than initiate a service, it shall not report the token to eNB.
As a result, there are some conflicts between theses two statements. Such as in a TAU procedure, UE exchanges NAS signallings with MME, thus the RRC Connection Request would not contain a token according to the statement in clause 5.7.4.3.2. However, according to the statement in clause 5.7.4.3.3, the AS security context and token shall be deleted if token is not present in RRC Connection Request, consequently the AS security context and token would be deleted in TAU procedure. However, the UE and eNBs absolutely do not want to delete UE’s AS security context and token in a TAU procedure (e.g. periodic TAU). So this conflict may need to be studied and solved.
2. Proposal

It is kindly proposed SA3 to agree the following PCR into TR33.868.
P
*************************************Begin of  first Change****************************************

5.7.4.3.3
Token Invalidation and Deletion

The contexts and the Tokens in the UE get deleted in the UE when it detaches from the network. 

The contexts and the Tokens are also deleted due to aging, when associated lifetime expires.

The context and the Token are deleted in the UE when the value of PDCP Counter approaches locally preset maximum limit, to avoid roll over. Subsequent access to the same eNB/RNC will proceed without Token, and new context will be derived.

If new AKA authentication is executed, and new KASME (or CK/IK) is derived, all existing cached Tokens and contexts in the UE are deleted. The new Token is assigned for the current new context.

If UE returns to the eNB/RNC with no Token indication, even if eNB/RNC has the valid cached context and valid Token with this UE, the eNB/RNC will delete existing Token for this UE, treat the access as an initial entry, and assign the new Token.

Editor’s Note: It is ffs how, in the absence of Token, the eNB identifies which context for which UE is to be deleted.
Editor’s Note: There are some conflicts between theses two statements in clause 5.7.4.3.2 and 5.7.4.3.2. Such as in a TAU procedure, UE exchanges NAS signallings with MME, thus the RRC Connection Request would not contain a token according to the statement in clause 5.7.4.3.2. However, according to the statement in clause 5.7.4.3.3, the AS security context and token shall be deleted if token is not present in RRC Connection Request, consequently the AS security context and token would be deleted in TAU procedure. However, the UE and eNBs absolutely do not want to delete UE’s AS security context and token in a TAU procedure (e.g. periodic TAU). So this conflict may need to be studied and solved.
If UE returns to the eNB/RNC with a Token but the eNB/RNC has no valid cached context and valid Token with this UE, the eNB/RNC will reject the access attempt and require the UE to execute a full service request procedure as if this was a new eNB/RNC for the UE. 

When the UE moves to another eNB/RNC while a connectionless activity timer is still running in the UE, if the UE has a valid Token for the new eNB/RNC, it will execute an RRC connection request with a valid Token for this eNB/RNC. Otherwise the UE will execute a service request procedure in the new eNB/RNC using current key derivation procedures, and a new Token will be assigned to the new context by the new eNB.
**************************************End of first Change*****************************************
************************************Begin of second Change****************************************
5.7.4.3.3
Token Invalidation and Deletion

The contexts and the Tokens in the UE get deleted in the UE when it detaches from the network. 

The contexts and the Tokens are also deleted due to aging, when associated lifetime expires.

The context and the Token are deleted in the UE when the value of PDCP Counter approaches locally preset maximum limit, to avoid roll over. Subsequent access to the same eNB/RNC will proceed without Token, and new context will be derived.

If new AKA authentication is executed, and new KASME (or CK/IK) is derived, all existing cached Tokens and contexts in the UE are deleted. The new Token is assigned for the current new context.
Editor’s Note: The eNBs can not know when a new AKA occurs, which results in many eNBs keeping AS security contexts and tokens until token life is expired. As the MTC device is very large, if the token life is long, this problem would lead to more eNBs’ resource consumption and increased eNBs’ load.
If UE returns to the eNB/RNC with no Token indication, even if eNB/RNC has the valid cached context and valid Token with this UE, the eNB/RNC will delete existing Token for this UE, treat the access as an initial entry, and assign the new Token.

Editor’s Note: It is ffs how, in the absence of Token, the eNB identifies which context for which UE is to be deleted.

If UE returns to the eNB/RNC with a Token but the eNB/RNC has no valid cached context and valid Token with this UE, the eNB/RNC will reject the access attempt and require the UE to execute a full service request procedure as if this was a new eNB/RNC for the UE. 

When the UE moves to another eNB/RNC while a connectionless activity timer is still running in the UE, if the UE has a valid Token for the new eNB/RNC, it will execute an RRC connection request with a valid Token for this eNB/RNC. Otherwise the UE will execute a service request procedure in the new eNB/RNC using current key derivation procedures, and a new Token will be assigned to the new context by the new eNB.
*************************************End of second Change*****************************************
