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1 Introduction
There is an editor’s note in section 7.3.4.1 which says that:
“Editor's Note: The threat for 2G subscribers over UTRAN described above needs to be assessed and corresponding solutions need to be considered.”
In section 7.3.4 and 6, there are 6 methods for 2G subscribers over UTRAN. These methods all assess the threats for 2G subscribers over UTRAN and give corresponding solutions. So this editor’s note can be deleted. 
**************************************************Begin of First Change*************************************************
7.3.4.1
General

Unlike LTE and UMTS, GSM/GPRS security mechanism does not provide integrity protection on the radio interface. So the proposed PWS public key distribution solution based on integrity protection in AS and NAS messages in UMTS and LTE is infeasible.

The case of 2G subscribers with UTRAN access also needs consideration: Integrity in UMTS and LTE protects AS and NAS messages in transfer, but it also implies message origin authentication. The latter is essential in PWS public key distribution as it guarantees the authenticity of the public key to the UE (assuming a genuine network entity only distributes authentic public keys). However, for 2G subscribers with UTRAN access, UMTS integrity cannot guarantee that the UE is connected to a genuine network entity. This is so because it is possible for an attacker to obtain a valid GSM triplet (RAND, Kc, RES), while the 2G subscriber is connected over GERAN, through breaking one of the still widely used weak GSM or GPRS encryption algorithms. Note that there is no strong time constraint on the attacker as such triplets are valid for the lifetime of the SIM, due to the lack of replay protection for RAND. Once the attacker has obtained such a triplet he can feed RAND to the UE in an Authentication Request through a device that emulates a UTRAN base station system combined with an SGSN or VLR and compute the keys CK, IK converted from Kc according to TS 33.102 [8]. The attacker can then set up integrity-protected communication with the UE and send false public keys to the UE.

This section describes solutions on how to distribute the public key and other security information to the UE in GSM/GPRS and to 2G subscribers over UTRAN. 

There are 6 methods listed for GSM/GPRS solutions and with 2G subscribers in UMTS solutions.

· Re-use current GSM/GPRS security mechanism with initiating ciphering with using a UE-controlled timer(section 7.3.4.2 and section 7.3.4.6 )

· Only cipher LAU/ RAU ACCEPT with UP still remaining unencrypted with using a UE-controlled timer(section 7.3.4.2 and section 7.3.4.6 )

· Not initiating ciphering in the whole GSM/GPRS system with using a UE-controlled timer(section 7.3.4.2 and section 7.3.4.6 )

· Enhanced integrity protection mechanism for GSM /GPRS(section 7.3.4.3)
· Limiting key updates in GSM/GPRS and use periodic PWS warning test message(section 7.3.4.4 and section 7.3.4.5)
· Using NAS layer security(section 7.6)
**************************************************End of First Change***************************************************
