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This contribution proposes a security requirement.
1 Introduction
As described in latest version3.03 of Hotspot 2.0 technical specification, when an AP indicates it’s a Hotspot2.0 compliant AP, it shall support EAP-SIM, EAP-AKA and EAP-AKA’.
2 Analysis 

Accoding to TS33.402, when a non-3GPP access network is treated as trusted non-3GPP access by home operaters, the EAP-AKA’ procedure shall be implemented. 
EAP-AKA’ is a revision of the EAP-AKA method. It defines a new key derivation function that binds the keys derived with the access network identity. The keys used in the EAP-AKA’ are specific to a particular access network. It provides protection against key leakage to inappropriate parties. Moreover, an important enhancement is that EAP-AKA’ employs a stronger hash algorithm SHA-256 instead of SHA-1.
In TR23.865, Many 3GPP operators rely on roaming agreements for supporting WLAN access. The roaming agreement may be changed and the hotspot providers may modify or extend their SSIDs. Whether a WLAN access is treated as trusted or un-trusted is decided by 3GPP operator’s policy. When a UE wants to access EPC by using WLAN network and there are many available WLAN network in the vicinity of the UE, it is necessary for 3GPP operators to let the UE choose an access network that they are trusted as much as possible for the security purpose. 
In summary, EAP-AKA’ is always stronger than EAP-AKA and the use of the EAP-AKA’ limits the effects of compromised access network nodes and keys. Therefore, from the security point of view, the UE should choose a trusted WLAN network to implement EAP-AKA’for a higher level of security when there are many available WLAN networks. 
3 Proposal

It is kindly proposed to include the following PCR in TR33.865.

***************************** Start of changes ******************************
X Security requirement 
EAP-AKA’ should be implemented as much as possible in WLAN network selection for a higher level of security when there are many available WLAN networks.
***************************** End of changes ******************************
