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Abstract of the contribution:
There is some terminological lack of clarity in the TR in general regarding Security Requirements and their relation to SASs. Furthermore, the relation between the term ‘Security Requirement’ used in methodology 2 and the terms ‘Security Assurance Requirement’ and ‘Security Functional Requirement’ in Common Criteria is clarified in a NOTE in clause 5.2.2.1. 
The Word comments are meant to motivate the changes and are to be removed by the editor of the TR when implementing the pCR. This contribution was known as contribution 14b in offline email discussion. 
BEGIN OF CHANGES

**********************************************************************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Security Assurance Specification: The Security Assurance Specification for a given network product class provides a description of the security requirements pertaining to that network product class
.



3GPP Security Assurance Methodology: Security assurance methodology is a process used to measure the security features of 3GPP network products studied and described in this document.

Accreditation: Formal recognition by an accreditation body that a testing laboratory is impartial and competent to carry out specific tests or types of assessments. In the context of SECAM, it would be recognition that a testing laboratory is competent to assess the 3GPP network product against the requirements from the 3GPP SAS and to produce an evaluation report.

NOTE:
If an accreditation body is not chosen for SECAM by 3GPP or GSMA (TBD), it will not be possible to know how widely the evaluation results will be recognized. For example, if the accreditation lab chosen by a vendor for evaluation (self-evaluation or third-party evaluation) is not recognized by a country where the products are to be sold, then the evaluation results would become equivalent to self-evaluation without accreditation in this country.

Self-declaration: Self-declaration is a declaration of the claims made on the network product by the vendor. It means that a vendor provides the evaluation report required by SECAM directly to the operator without any review of a certification authority of this report before.

Evaluation without accreditation: Evaluation as defined below in self-evaluation or third-party evaluation but without accreditation of the labs in the country where the Security Assurance process is required.

Self-evaluation: Self-evaluation is an assessment of the network product by the vendor. It means that the vendor has an accredited evaluation lab in its organization that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure.

Third-party evaluation: Third-party-evaluation is an assessment of the network product by an independent third-party. It means that a third-party has an accredited evaluation lab that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Third-party evaluation is similar to self-evaluation. The only difference is that the party performing the evaluation is different from the vendor.

Certification: Certification is the confirmation by an independent Certification Authority that the evaluation has been properly carried out. That is, a confirmation that the evaluation criteria, evaluation methods and other procedures have been correctly applied and that the conclusions of the evaluation report are consistent with the evidence adduced. The Certification Authority does not test the network product or verify the security functionality of the network product. The Certification Authority examines the evaluation report. If the Certification Authority finds the evaluation report satisfactory, it issues a certificate stating this fact.

Certificate: The certificate is the official document attesting that the evaluation of the 3GPP network product against the 3GPP security assurance specifications was conducted correctly and was successful. This document is provided by the third-party certification authority. The certificate provides the value that an operator that trusts the Certification Authority can feel more assured about that the network product fulfils the claimed security level.

Evaluator: evaluates the network product and produces an evaluation report. The vendor, the operator, GSMA, NVIOT, 3GPP, GCF or some other party, could take the evaluator role. 

Auditee: The Auditee is the 3GPP network product vendor who is to be evaluated. The Auditee is responsible for supplying all necessary information to the evaluators at the beginning of the evaluation.

Certification Authority: the entity responsible for the certification process.

Accreditation Authority: the entity responsible for the accreditation process.

Assurance:  is the confidence that a network product meets its specific security objectives.  Assurance is usually verified by performing an evaluation. 

Assurance level: is related to evaluation effort in terms of scope, depth and rigor.  For higher assurance level, more information with more details is typically required, and this information will be analysed more rigorously.

NOTE: 
At this point the “3GPP Assurance Levels” have nothing to do with “Evaluated Assurance Levels” used in Common Criteria.  It is for further study how and even if the two map.

Hardening: contributes to the security baseline of a network product, achieved for example by configurations, settings, and protocol restrictions, to decrease the attack surface for a network product. The differences in hardening is one aspect that influences the security baseline of a network product.
Security baseline: The security baseline of an evaluated network product is a set of security requirements and environmental assumptions defining its capacity to resist a given attack potential. 

NOTE: 
It is for further study if and how  “3GPP Security baselines” take account of and map to those used in other schemes for example the Basic, Medium, and High  “Robustness Levels” in NSA NIST.

Network product class: A network product class, in the context of SECAM, is the class of products that all implements a common set of 3GPP defined functionalities.

Network product: A network product is the instantiation of one or more network product class(es).
**********************************************************************

NEXT CHANGES

**********************************************************************
4.1.1
3GPP function specific requirements vs platform/node requirements

A SAS will be produced with some specific target in mind, this target being related to the realization of some 3GPP defined functionality. For example, if the 3GPP function SGSN is implemented on a server platform, a SAS may have a security 
requirement that the software updates to the server platform where the SGSN function is running shall be integrity protected. However, the SGSN function as defined in 3GPP does not have a defined capability for updates to the server platform. Therefore such a requirement cannot be put on the SGSN seen as a function. The server platform here includes the hardware components, the operating system, etc.

However, in the end, 3GPP functions are implemented in one platform or another and this must be taken into account in this study. 

There is hence a need to distinguish between at least two types of requirements for the purpose of the discussion in this clause. These two types are platform requirements that relate to the hardware and operating system, and 3GPP function requirements that relate to protocol behaviour defined in 3GPP technical specifications. There may be further subdivision of these requirements, e.g., the platform requirements may be subdivided into hardware related requirements and requirements related to secure boot etc. However that is not necessary for the discussion in this clause.

**********************************************************************

NEXT CHANGES

**********************************************************************
4.5.4.1
Security Assurance Specification (SAS)

The Security Assurance Specification for a given network product class 
provides a description of the security 
requirements pertaining to that network product class.

It is assumed that the latest version of the 3GPP Security Assurance documents available at the beginning of a particular instance of an evaluation will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is. Evaluations performed in the past remain valid, however, even when a new version of the 3GPP Security Assurance documents is published.

NOTE:
Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product class. The 3GPP SAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in 5.2.2.1) is outside of the scope of this study.

NOTE: 
For features that are standardised in 3GPP specifications, maximum advantage should be taken of existing threat analyses that are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS) or other publications.

Editor’s note: Further clarification on the definition of compliance testing and vulnerability testing is FFS.

NOTE:
This clause needs to be further elaborated in the candidate methodologies.

**********************************************************************

NEXT CHANGES

**********************************************************************
5.2.2.1
Overview

SECAM methodology building is described in figure 3 hereafter. First, 3GPP will undertake a threat analysis and then will derive the SAS for each identified network product class as well as one security assurance process document. The security assurance process document will describe the whole security assurance process (evaluation, relation to accreditation body, general description of desired assurance level …). 

Editor’s note: Clarification of the content of these security assurance process documents and how they will be mapped to 3gpp documents (TS, TR 33.9XX) is FFS.

The SAS will contain the detailed security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results.

NOTE:
The security requirements contained in an SAS are security functional requirements in the sense of Common Criteria [CC]. Security assurance requirements in the sense of Common Criteria [CC] are embodied in the test cases and test results of an SAS. There are no other security assurance requirements in an SAS, apart from the test cases and test results, and, hence, there is no separate testing against any security assurance requirements when testing for compliance with an SAS. There are, however, tests against Vendor Development process assurance requirements, cf. clause 5.2.2.2.
NOTE:
The number of documents to be delivered by SA3 will depend on the grouping chosen for the SAS.

At the same time, the Certification Body will define the administrative rules guiding the future evaluations (accreditation scheme for evaluators, dispute process). 

Once the SAS are ready, they will be used to define, when necessary, the expected test methodology for each security requirement (both for security compliance and vulnerability testing tasks). This test methodology is complementary to the expected output of the test cases defined in the SAS and should help the evaluators providing guidance on how to conduct these tests where necessary. This test methodology document will also define the expected skills and tools for testing laboratories (especially for vulnerability testing). Having an evaluation guidance document will help to ensure that the SECAM evaluations s can be compared to each other in the sense that a similar set of tools and techniques will be applied to produce the test outputs.

NOTE:
Some information related to vulnerability testing methodology (detailed attack “how-to” for specific points) is expected to stay confidential, and will be managed by Certification Body or the operators and vendors, as applicable.

NOTE:
The detailed results of the testing from a network product are not expected to be public. These results will be given to the operators upon request to the vendors and might also be requested by the Certification Body for resolution of dispute cases.
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Figure 3: Successive activities for “Methodology 2” building

The writing of the security assurance process related document which will include Vendor Development Process Assurance requirements is detailed in sub-clause 5.2.2.2. Sub-section 5.2.2.3 details the writing of the Security Assurance Specification documents which are used as input in the evaluation tasks.

The output of the security compliance task is detailed in sub-clause 5.2.4.2. The output of the vulnerability testing task is detailed in sub-clause 5.2.4.3.

**********************************************************************

END OF CHANGES

















































�identical to the new definition at the start of 4.5.4.1.


�this definition is in conflict with the existing definition at the start of 4.5.4.1, cf. changes and comments below. In particular, an SAS is not (only) about assurance requirements in the usual meaning of the term, but also about functional requirements.


�this is rather a functional requirement in CC terms. But we do not need the distinction for SECAM, cf. comments in clause 4.5.4.1.


�it is important to note that the SAS is for a network product class and does not contain all security requirements defined by SECAM. Other requirements, e.g. process assurance requirements as in 5.2.2.2, may be contained in a different type of document. 


�definitions for SFRs and SARs are missing from section 3.1. Rather than introducing them there, we propose to just mention security requirements as the distinction is not strictly needed for the already selected methodology 2. We propose to clarify the relation to SFRs and SARs, as used in CC, in a NOTE added to clause 5.2.2.1. 
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