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1. Introduction
In curerent TR, it shows test methodology and skills requiment should be completed by Certification body, e.g. GSMA. However, we understand this document is used to describe what tools should be used to do a test, and how to perform the tests by the tester. All of these contents are technology related. It is technical skills focus and also very related to the 3GPP technology.
Thus, Certification Body, the administration party of SECAM, is obvious unsuitable to lead such a document. It should be lead by 3GPP and can be used by Certification body to accrediate the testers by checking whether necessary test skills required by 3GPP tests are supported by them. 
2. Proposal
It is proposed that SA3 shall take the responsibility to write test methodology and skills requirement document and make following changes in current TR. 
**********************START OF 1st CHANGE***************************
5.2.2
Methodology building

5.2.2.1
Overview

SECAM methodology building is described in figure 3 hereafter. First, 3GPP will undertake a threat analysis and then will derive the SAS for each identified network product class as well as one security assurance process document. The security assurance process document will describe the whole security assurance process (evaluation, relation to accreditation body, general description of desired assurance level …). 

Editor’s note: Clarification of the content of these security assurance process documents and how they will be mapped to 3gpp documents (TS, TR 33.9XX) is FFS.

The SAS will contain the detailed security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results.

NOTE:
The number of documents to be delivered by SA3 will depend on the grouping chosen for the SAS.

At the same time, the Certification Body will define the administrative rules guiding the future evaluations (accreditation scheme for evaluators, dispute process). 

Once the SAS are ready, they will be used to define, when necessary, the expected test methodology for each security requirement (both for security compliance and vulnerability testing tasks). This test methodology is complementary to the expected output of the test cases defined in the SAS and should help the evaluators providing guidance on how to conduct these tests where necessary. This test methodology document will also define the expected skills and tools for testing laboratories (especially for vulnerability testing). Having an evaluation guidance document will help to ensure that the SECAM evaluations s can be compared to each other in the sense that a similar set of tools and techniques will be applied to produce the test outputs.Besides, test methodology and skills requirement document can be used by Certificatoin Body as a criteria to judge whether a tester has the necessary test skills required by the tests and then used to accrediate the testers.
NOTE:
Some information related to vulnerability testing methodology (detailed attack “how-to” for specific points) is expected to stay confidential, and will be managed by Certification Body or the operators and vendors, as applicable.

NOTE:
The detailed results of the testing from a network product are not expected to be public. These results will be given to the operators upon request to the vendors and might also be requested by the Certification Body for resolution of dispute cases.
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Figure 3: Successive activities for “Methodology 2” building

The writing of the security assurance process related document which will include Vendor Development Process Assurance requirements is detailed in sub-clause 5.2.2.2. Sub-section 5.2.2.3 details the writing of the Security Assurance Specification documents which are used as input in the evaluation tasks.

The output of the security compliance task is detailed in sub-clause 5.2.4.2. The output of the vulnerability testing task is detailed in sub-clause 5.2.4.3.
**********************START OF 2nd CHANGE***************************
5.2.3
Vendors and third-party laboratories accreditation

NOTE: The final choices and rules for the accreditation and monitoring rules are under the responsibility of the Certification Body This section still describes this process for the sake of completeness by giving examples of possible rules.

In order to be allowed to conduct the evaluation, the vendors or third-party laboratories must demonstrate they have the skills, working practices and resources to participate in the process.

This can be achieved e.g. by a combination:

-
 an evaluation of general methodology skills (through an ISO 17025 accreditation – applicable to vendors test laboratories or third-party test laboratories only)

-
a quality qualification of the vendors

-
an “audit and accreditation” by the Certification Body to demonstrate that the Evaluators have the necessary skills. It would be up to the Certification Body to indicate how the evaluator can demonstrate their competency in conducting an evaluation for conformance to 3GPP SAS requirements.

The quality and reliability of this demonstration is of paramount importance to the integrity of the scheme.

Figure 4 hereafter shows the main phases of an accreditation processes.
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Figure 4: Accreditation of vendors or third-party laboratories by Certification Body

**********************START OF 3rd CHANGE***************************
5.2.7
Summary of SECAM deliverables

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	Security Assurance Specifications for the network product class listed in section 4.4


	

	
	
	Test methodology and skills requirements
	

	
	
	Testing laboratories accreditation and monitoring rules


	Certification Body / GSMA

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Evaluator audit and accreditation
	Compliance testing laboratories certificate

Vulnerability testing laboratories certificate
	Certification Body / GSMA

	Evaluation
	SAS instantiation
	Instantiation of SAS
	Vendor

	
	Vendors Development process compliance
	Design documentation [free-form]

Operational guidance [free-form]

Version management plan [free-form]

Flaw remediation documentation [free-form]


	

	
	
	
	

	
	Security compliance testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	Vendor or third-party



	
	
	
	

	
	Security vulnerability  testing
	Test procedures  [following Test methodology]

Test results [following SAS output format indications]
	

	
	
	
	

	Certification
	Operator security acceptance decision
	Operator security acceptance decision
	Operator

	Dispute resolution
	 -
	Operator claims


	


**********************END OF CHANGE***************************
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