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1.
Introduction

The first task defined in methodology 2 consists in assessing the vendor development process assurance compliance which aims to assess if the method used to develop the products is compliant with the Security Assurance Process. This is a common task in any security assurance process (Common Criteria evaluation – ALC_CMC, ALC_FLR, ALC_DVS; SP 800-53r4 guidelines implementation – configuration management, incident response).
So far the TR does not clearly explain what this evaluation would mean in practice and gives no details on what the requirement for “Network product development documentation and processes (flaw remediation, version management)” are. The discussion section hereafter presents example requirements based on the CC derived, CPA build standard, as well as the actors involved in their evaluation.

2.
Discussion

2.1
Goals

The heart of SECAM is to provide for each network product class a reasonable number of key security requirements that will be validated through clear assurance activities (vendor development process, compliance and vulnerability testing).
The SECAM requirements for the vendor development process task will describe the engineering principles and practices that are expected from a Vendor creating a good quality, secure product. These requirements will describe how to build and maintain (flaw remediation) the network products with quality. Alone, the application of these development process requirements will not automatically result in a secure product for which security requirements (validated by compliance and vulnerability testing in SECAM) are also needed.

Following the general spirit of SECAM which also apply to compliance and vulnerability testing, for this task the goals are to:

-
Produce a reasonable number of assurance requirements on the development process to ensure that evaluation and accreditation can be accomplished in reasonable time and at limited costs

-
Provide assurance activities for each requirement (“test case”) that leave room to the vendor to provide evidences in different form to the accreditor (internal training documents, previous evaluation under another assurance scheme dealing with the same aspects …)
-
Rely on the competency of the accreditor to deal with this variety of different document provided by vendors to prove its compliance to one given requirement.

-
Allow these accreditors to request more/different documentation/proofs from the vendors to prove compliance for a given requirement if felt necessary as long as it is in line with the average SECAM evaluation. For evaluation to be comparable, the assurance activity for each requirement must be unambiguous. It is under the responsibility of the certification body to maintain a common understanding of the level of depth of the proof for a given development process requirement under the different accreditor and to deal with disputes to on this aspect as the certification body is responsible for accreditation of the vendors.
-
Reuse as much as possible from existing methodologies where practical and efficient

2.2
Assurance requirements for development process and flaw remediation in SECAM and current text
2.2.1 on current text content and organisation

So far the current TR does not clearly explain what this evaluation of the development process would mean in practice and no details on what the requirement for “Network product development documentation and processes (flaw remediation, version management)”. Moreover the development process assurance does not have a dedicated subsection but is mixed with generic SECAM scheme description document and SAS instantiation.
Generally speaking section 5.2.4.1 is difficult to read and repeat some requirements on “assurance documentation” without being clear on what this documentation really is. We believe that all these aspects (generic SECAM scheme description, Vendor development process requirements and evaluation of these requirements, SAS instantiation) should be split and put in dedicated section for clarity.

2.2.2 on clarification by concrete requirements

So far the current text asks for “Version Management” and “Flaw remediation”. A bit more details is given in 5.2.4.1 as follows:

-
Description of the management of 3rd party vulnerabilities, vulnerabilities discovered within the vendors’ development cycle and vulnerabilities discovered in customer networks
-
Description of the secure software assurance lifecycle in place to maintain and product evidence of the quality of the code. It encompasses software code that has been developed by a vendor, delivered by a 3rd party contractor and 3rd party applications or products including open source software

This type of requirement and documentation already exist in many assurance scheme and we believe that reusing a proven lightweight scheme derived from CC for this aspects can save SA3 time and provide consistent and easy to evaluate requirements.

This lightweight scheme is the CPA build standard (CC lightweight UK evaluation scheme). CPA covers the development process, version management and flaw remediation process aspects with 13 requirements [1]. 

For each requirement, there is a proposed assurance activity (“test cases”). Relations to equivalent CC components are given for information.

We propose to clarify the current TR text and to propose some of the 13 requirements of the CPA build standard for the “Vendor Build process assurance” of SECAM as examples. This should cover all the SECAM needs, inherit from the most efficient components of CC in the matter while providing clear assurance activity for them. The assurance activities in CPA also leave room for different development processes for vendors and allow them to reuse documents from other evaluation they might have on the same aspects, this aspect should be kept for SECAM normative work.
3.
Conclusion and proposal
We propose that SA3 reviews and discusses this contribution and approves the companion pCR to TR 33.805 v0.4.1 which:
-
reorganize section 5.2.4.1 and provide clear delimitation between activities and documents

-
provides concrete example of the activities by taking CPA as an example scheme
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