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1 Introduction and proposal
Based on the fact that LTE signalling traffic growth significantly outpaces (more than three times) mobile data traffic growth, and the fact that Diameter Routing Agent (DRA) is playing a more and more important role in currently deployed LTE networks, China Unicom believes that DRA will be the core node of next generation signalling network. It’s importance on network topology simplification, scalability, reliability, traffic management, load balancing, interworking, flexibility and robustness of the mobile network are acknowledged by more and more operators. It’s security as well as safety issues directly determines the proper functioning of the entire core network, and it's proper functioning directly determines the proper functioning of upper layer services and applications. Because of its special position in the signalling network, much attention must be paid to its security as well as safety issues. For this reason, we propose that SA3 includes the study of Security Assurance Specification of this product in the Study Item on Security Assurance Methodology for 3GPP Network products.
This proposal of inclusion of DRA in the scope of SECAM is already made in S3-130351.
Under the precondition that SAS of DRA is included in the Study Item, we propose that a new section be added in Annex A for specifying interworking requirements between DRA and 3GPP network products using Diameter protocol for communication. The interworking requirement should be included in the scope of this study item because it undoubtedly contributes to security assurance and hardening.
DRA are not part of the 3GPP security architecture for now. This issue was already raised in previous discussion on S6a security and we received a reply LS from SA2 on the matter (see S3-121022/S2-124144). The scope of SECAM does not include adding new mandatory interworking or interfaces for existing network product classes like MME/S/P-GW. Even if having a security assurance specification for DRA, provided that some description of DRA will have to be made in 3GPP security documents, could be envisioned, mandatory interworking is outside of the scope of SECAM. New element in the LTE security architecture might probably be better proposed as an update of TS 33.401 and not of SECAM.
We propose to approve S3-130351 as DRA are indeed key elements of the LTE security architecture but to note this contribution which is more of an architectural nature.
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