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1 Introduction and proposal
This contribution analyze the threat potential and classify them as two types. We kindly propose SA3 to agree the potential threat.
The notion of “threat potential” is not clear to me and I couldn’t find a definition in the rest of the security assurance world. Your proposal seems just reword the scope of SECAM and to point that SECAM will address threats related to 3GPP specific functions but also to non 3GPP functions. This is already clearly stated in other parts of the document, for example:

TR 33.805 v0.3.0:
“1
Scope

The present document studies methodologies for specifying network product security assurance and hardening requirements, with associated test cases when feasible, of 3GPP network products. Network product security assurance and hardening refers to protection against unwanted access to a 3GPP network product, its Operating System, and main running Application(s).”
The operating system and main running application are already non 3GPP functions. Threats on these assets are considered in the scope of SECAM and will thus be considered in the threat analysis.
“4.1.1
3GPP function specific requirements vs platform/node requirements

A SAS will be produced with some specific target in mind, this target being related to the realization of some 3GPP defined functionality. For example, if the 3GPP function SGSN is implemented on a server platform, a SAS may have a security assurance requirement that the software updates to the server platform where the SGSN function is running shall be integrity protected. However, the SGSN function as defined in 3GPP does not have a defined capability for updates to the server platform. Therefore such a requirement cannot be put on the SGSN seen as a function. The server platform here includes the hardware components, the operating system, etc.”
“4.4.2
Core Network

For this study the following core network products are in the scope:

1.
Mobility Management Entity (MME)

2.
Serving GPRS Support Node (SGSN)

3.
Serving Gateway (S-GW)

4.
PDN Gateway (PDN GW)

5.
Security Gateway

6.
Home Subscriber Server (HSS)

7.
PCRF

8.
AAA server

NOTE : AAA Server should be in the scope of this study because they can be reachable from equipments not belonging to the internal Mobile Network.

9.
Operation and Maintenance Servers/Applications (OAM Servers/Applications)”

The OAM servers are generally not considered to be part of 3GPP architecture and are still in the scope of SECAM.
We don’t think that this new text brings further clarification here. Consequently, we propose to note this contribution.
***
START OF CHANGES
***
4.3 Threat and attacker model for the Security Assurance Study

Editor’s Note: This subsection will give an overview of the attacker model to be addressed by this study.  It will also describe threat analysis frameworks available, if needed for this phase of the study, or classify threats to help SA3 in identifying which SAS modules should be specified by SA3.
4.3.1 Attacker potential

The security functions needed to reach a needed level of resistance is dependent on the abilities of presumed attackers. The more powerful and knowledgeable potential attackers are, the more and stronger security measures are needed to counter the types of attacks they might launch.
One aspect to consider is the location/environment of the 3GPP-defined functionality.  In an exposed location/environment it becomes difficult to rule out any specific form of attacker. In a highly protected location on the other hand, the only potential attackers with physical access are insiders. Insiders are often more knowledgeable than outsiders about technical properties (e.g. implementation details) of the 3GPP-defined functionalities. It is common to mitigate the risk of insider attacks by organizational policies, wetting of employees, etc - in which case no additional technical means of defence are usually needed. However, in some situations (e.g. access through 3rd party maintenance personnel), it may be necessary to consider additional security measures mitigating the risk of insider attacks.
In order to be able to assure that a sufficient security level is met, it is necessary to state in a well-defined way in which environment the 3GPP-defined functionality is assumed to be operating and what types of attackers (if any) may be able to launch attacks from the outside as well as from the inside of this environment.




***
END OF CHANGES
***
