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Abstract of the contribution: This document presents overview of a security solution for small data and device trigger communication using MTC-IWF. Detailed solution is given in S3-130459 and pCR in S3-130460.
1 Introduction
In this document we present a security solution for in-frequent small data (SD) and device trigger (DT) communication over Tsp/T5. A pCR at the end of this document is proposed as input to the TR 33.868. Further details and pCR are given in separate document.
2 Background and requirements
In SA3, we are studying small data transmission (SDT) security where the issue of concern is in-frequent transmission of SD while UE is in RRC-IDLE state because that is when AS security context does not exist. This is also visible in SA2 solutions [23.887 sections 5.1.1.3.1 and 5.1.1.3.2]. As many such UEs can exist, establishment of AS and/or NAS security will increase signalling and have negative impact on network as well as UE resources. Therefore it is required to minimize signalling traffic [22.368 section 7.2.5 and 23.887 section 5.1.1.2]. 
3 Potential solutions
As AS security is out of question to secure SDT the security in core network can end at (i) MME with NAS security, (ii) MTC-IWF or (iii) some other network element like SGW. Any solution should provide adequate security while having minimal impact on the current system architecture; this valid for both SDT and DT.
So as to minimize impact on network, reduce resource usage and minimize system architecture impact we propose a solution with MTC-IWF as the end-point for security in the network. With MTC-IWF as security end-point in the network, security of SD and DT communication can be provided even when AS and/or NAS security context are not available.
4 Solution overview
The solution consists of 1) Authentication and Key Agreement (AKA). During this procedure, HSS derives a master key K_iwf and sends it to MTC-IWF. 2) keys negotiation and establishment using a new Security Mode Commond (SMC) procedure carried between UE and MTC-IWF – this new procedure can ride on NAS SMC. As a result of this procedure, UE and MTC-IWF share the same K_iwf and subkeys for confidentiality and integrity protection. 3) SD (both mobile originated, MO, and mobile terminated, MT) and trigger transmission: the  transmission can ride on NAS messages that do not need NAS security as per current specification, with recognition of such data is being carried, NAS security can be omitted.
