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Introduction
In this contribution, it is proposed to capture the MTC security requirement specified in the SA1 TS 22.368 and security requirements agreed for Rel-11 and specified in TS 23.682 in the new SA3 TS 33.abc. . As it was decided during Rel-11 discussions that the security details in the SA2 TS 23.682 will be moved to SA3 Rel-12 MTC TS.
-------------------------------pCR to TS 33.abc-----------------------------------

* * * Start of Change * * * *
4
Security Requirements 
4.X
Requirements on MTC

The security requirements for MTC include the following:

-
MTC optimizations shall not degrade security compared to non-MTC communications [2]
4.Y
Requirements on Tsp Reference Point
The Tsp reference point shall fulfil the following requirements:

-
integrity protection, replay protection, confidentiality protection and privacy protection for communication between the MTC-IWF and SCS shall be supported:

-
mutual authentication between two directly communicating entities in the security domains, in which MTC-IWF and SCS respectively reside, shall be supported;

-
the use of mutual authentication shall follow the provisions in TS 29.368 [3];

-
integrity protection and replay protection shall be used;

-
confidentiality protection should be used;

-
privacy shall be provided (e.g. IMSI shall not be sent outside the 3GPP operator domain).
4.Z
Requirements on MTC-IWF
The functionality of the MTC-IWF includes the following:

-
support ability to satisfy security requirements on Tsp reference point in clause 4.Y of the present specification.
* * * End of Change * * * *
