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This paper intends to further discuss the threat analysis and security solution of the small data fast path procedure documented in TR33.868.
1. Discussion

Up to date, several proposals for small data transmission were discussed in SA2 and adopted as solutions for key issues of “Efficient Small Data Transmission” in TR23.887, one of which is the ‘Small Data Fast Path’ solution (cf. TR23.887, 5.1.1.3.6.2). It proposes to transmit small data in user plane without performing Service Request procedure for idle-connected mode transition, i.e. AS security context will be absent for idle UEs.

For protecting small data transmitted in user plane by idle UEs, it’s proposed in TR23.887 that a new layer of security context between the UE and the SGW is required for small data fast path solution, for which the threat analysis and security solution are further detailed in TR33.868. Based on the existing threat analysis (cf. TR33.868, 5.7.2.2) and the general description of proposed solution (cf. TR33.868, 5.7.4.2.2), this paper intends to provide more analysis for some remaining issues.
For these remaining issues, we suggest including a number of Editor’s notes. But we would also like to state that the main question, besides the resolution of open technical issues, is whether this major addition to the current EPS security architecture is warranted for the purpose of small data transfer. The current EPS security architecture is already quite complex, and adding more complexity makes it even harder to analyse. 

MitM attack of unprotected information on Uu interface
In TR33.868 v.0c0, clause 5.7.2.2, it analyzes that, in order to hide network topology, operational details of the core network entities like ‘SGW S1-U F-TEID’ should not be provided to the UE for transmitting small data as the small data fast path solution proposed.  Even though the “SGW S1-U F-TEID” has been replaced by “SGW Bearer Resource ID” (its format is still for further study though) in the latest version of TR23.887 v.080 for hiding core network details, there’s still the risk of the SGW Bearer Resource ID being compromised. Due to the lack of AS layer protection, the SGW Bearer Resource ID cannot be protected over the Uu interface during fast path procedure. This unprotected information is in danger of tampering by an impersonating UE for MitM attack before reaching the eNB .
So, an attacker playing mitm on the Uu interface could modify the UE identity in a message from the UE so that a subsequent downlink messages would be directed towards the wrong UE. This UE would not be able to decrypt the DL messages, but there would be a Denial of Service lasting until the S-GW decided to page the UE via the MME instead of using the established path directly via the eNB. The impact of such an attack is the more limited the shorter the timeout of an active fast path is. TR 23.887 speaks of ‘e.g. 5 sec’, which seems reasonably short. Note, however, that the paging procedure is more resource-consuming, hence an operator may be tempted to increase this timeout. It should therefore be considered to explicitly address this risk in a potential specification, cf. also proposed Editor’s Note to clause 5.7.2.2.

Algorithm negotiation

In current LTE system, algorithms to be used for encryption and integrity protection need to negotiated between the UE and the eNB (for AS security) and between the UE and the MME (for NAS security). The solution in TR33.868 clause 5.7.4.2.2 proposes that the MME creates the small data transfer security context from the KASME during initial Attach procedure and sends to the selected SGW in Create Session Request. Then the UE derives the same small data transfer security context from the KASME based on an indication in the Attach Accept sent by the MME. There is no algorithm negotiation between the UE and the SGW via a security mode procedure. Therefore, it appears that the MME needs to know the algorithms supported by all SGW and select them on behalf of the SGWs. Furthermore, the lack of a security mode procedure between the UE and the SGW raises the question how the UE and the SGW know when to activate encryption and integrity, cf. proposed Editor’s Note to clause 5.7.4.2.4.
Security context lifetime, key derivation and key refreshing

According to TR23.887 v.080, after the small data transfer security context is created at initial attach procedure, it is kept regardless if the fast path is active or not, i.e. the security information is not removed when the fast path is deactivated after time out or at transition from ECM-idle to ECM-connected. However, when the small data transfer security context should be removed from the UE and the SGW is not clear. 
It is proposed in TR33.868 clause 5.7.4.2.2 that the key derivation function calculating the small data transfer security context should use some input that is unique for each SGW. However, how to define this input and how the UE gets it is FFS.
It is also proposed in TR33.868 clause 5.7.4.2.2 that the small data transfer security context can be changed as often as KASME is changed (e.g. MME change due to mobility). It needs to be studied how a change of security contexts can be synchronised between UE and S-GW when triggered by a KASME change, in particular when small data are being transferred while a new KASME is established via AKA and NAS SMC. 

Cf. also proposed Editor’s Notes to clause 5.7.4.2.3 
Compatibility with other architecture/solutions
The changed security architecture proposed in the fast path solution also impacts existing solutions like LIPA. The Local IP Access is achieved by using a Local GW (L-GW) colocated with the HeNB without the user plane traversing SGW in mobile operator's core network. Similar approaches are being pursued in Rel-12 for SIPTO under the LIMONET Work Item documented in TR 23.859. SA2 placed the following Editor’s note in TR 23.887: “Any issues related to LIPA and SIPTO@LN is for further study.” Once SA2 has resolved this Editor’s note SA3 needs to have another look at the security implications. Cf. also proposed Editor’s Notes to clause 5.7.4.2.1.

Dummy IP packets used in paging

We propose an Editor’s note to clause 5.7.4.2.6, which should be self-explanatory. 

Proposal : Based on the analysis above, the following changes are proposed.
2. Proposal
* * * Begin of the 1st Change * * * 

5.7.2.2. 
Small data fast path in the user plane

SA2 solution currently considered in SA2 TR 23.887 v0.6.0 (small data fast path) is based on the principle of providing information to the UE about the end-point of the PDN Connection or its bearer(s) in the SGW (SGW S1-U F-TEID). From security perspective, information like SGW S1-U F-TEID reveals the network topology (like number of S-GWs) and also revealing network privacy information (core network internals like S-GW IP addresses) lead to attacks (like flooding) on the core network. The operational details of a core network are sensitive information that operators are reluctant to expose it to the rest of the world. In order to hide network topology, it is required that the information provided to the UE for small data transmission (small data fast path) should not provide the operational details of the core network entities like SGW IP address to the UE. 

The intention with the Small data fast path solution (‘Alternative A: Small Data Fast Path’ in SA2 TR 23.887) is that small data can be sent in user plane when the UE is in idle mode without requiring the normal transition to connected mode in AS-layer in LTE systems. Therefore in this small data fast path setting, the UE would send user plane traffic without setting up the regular Access Stratum (AS) security and because of this, it is not possible to encrypt or integrity protect the user plane traffic  between the UE and the eNB. As a result of this, an attacker can inject traffic and eavesdrop on subscribers’ traffic. Protection of the small data transfer traffic is hence needed to protect the robustness of the charging and the integrity and confidentiality of the small data traffic on user plane.

Editor’s note: Even if the small data traffic on user plane is protected, ‘Alternative A: Small Data Fast Path’ must leave part of the uplink small data message from the UE to the eNB unprotected (e.g. SGW S1-U F-TEID) as, otherwise, the eNB would not know how to route this data on the backhaul link. 

Editor’s note: An attacker playing mitm on the Uu interface could modify the UE identity in a message from the UE so that the following downlink messages would be directed towards the wrong UE. This UE would not be able to decrypt the DL messages, but there would be a Denial of Service lasting until the S-GW decided to page the UE via the MME instead of using the established path directly via the eNB. It therefore needs to be ensured that the timeout of an active fast path is reasonably short.
Editor’s note: The eNB has no secure knowledge about which UE sent the small data as there is no security association between UE and eNB. Threats resulting from these facts are ffs.
Editor’s note: The details of the optimized Uu signalling are for further study by RAN and consequently the impact on RAN security architecture, e.g. how and whether to protect Uu signalling needs further study. 
* * * End of the 1st Change * * * 

* * * Begin of the 2nd Change * * * 

5.7.4.2.1
Termination point of security for small data in the network 
The basic principle of the Small data fast path solution is that small data can be sent when the UE is in idle mode without requiring the normal transition to connected mode in AS-layer in LTE systems. It describes how small data can be passed in a fast path of the user plane without the disproportional amount of signalling caused by idle-connected mode transitions in AS-layer

The LTE AS security context only exists when the UE is in connected mode. Therefore when the UE is in idle mode, the small data transferred in user plane traffic cannot be protected between the UE and the eNB with the regular LTE AS level security. Therefore a new security protection for the small data would be required for this feature. 

The security protection of small data could be terminated either in the eNB or in the S-GW. In this solution security is terminated in the S-GW for the following reasons:

Terminating the security for small data in the S-GW is clearly more secure than terminating the security in the eNB. Even though the eNB has the secure environment there is always the risk that an attacker breaks in (otherwise K_eNB would not be changed at every handover, for example). Therefore it is less risky if the security is terminated in the core NW. 
Editor’s note: The evaluation should take into account that termination of traffic protection in the eNB was considered secure enough in pre-Rel-12 solutions.
If the security for the small data would be terminated in the eNB, the MME would need to push down a new additional security context for small data to the eNB for each UE used for small data.  The eNB would then need to keep a state and store a small data transfer security context for each UE used for small data even when the UE is in idle mode. The current concept in LTE is that the eNB does not keep a state for UEs in idle mode. 
Editor’s note: The evaluation should take into account that Rel-8 does not require the S-GW to maintain any security context per user, neither in idle nor in active mode. So, a trade-off needs to be made.
Also, if the security for the small data would be terminated in the eNB these security contexts would need to be transferred to the new eNB whenever an idle mode UE moves into a new cell served by a different eNB similarly as is done today for connected mode UEs. 
Editor’s note: A similar issue needs to be considered also for solution A wrt mobility as the S-GW needs to be updated with the address of the eNB on which the UE currently camps when the UE moves. Otherwise, the S-GW could not deliver downlink small data to the idle UE in an efficient way. The issue of small data transfer at inter-eNB change needs further study in SA2.
Editor’s note: Terminating the security for small data in the S-GW may impact existing solutions like LIPA and SIPTO. Security issues related to LIPA and SIPTO@LN are ffs, cf. also Editor’s note relating to LIPA and SIPTO in TR 23.887.
* * * End of the 2nd Change * * * 

* * * Begin of the 3rd Change * * * 

5.7.4.2.3
Basis for small data transfer security context
When the UE attaches to LTE systems or is handed over from another radio access technology to LTE, the KASME is established between the UE and the MME. A new small data transfer security context can be derived from the KASME at attach and IRAT handover, and this security context can be used as basis for the protection of the small data transfer traffic. 
The small data transfer security context is useful whenever the S-GW needs to protect (or unprotect) small data sent to/received from the UE. 

The small data transfer security context can be stored in the S-GW and it could be changed as often as the KASME is changed (for example, the MME could send a new small data transfer security context to the S-GW whenever the KASME is changed). In this way, there would be a small data transfer security context corresponding to a KASME. A good thing with changing the small data transfer security context as often as the KASME, is that the UE and the MME are synchronized on the KASME and hence there would be an implicit synchronization of the small data transfer security context. 
Editor’s note: It is proposed in TR23.887 v.080 that the small data transfer security context is kept after creation in the UE and the S-GW regardless if the fast path is active or not. The security information is not removed when the fast path is deactivated after timeout or at transition from ECM-idle to ECM-connected. It needs to be studied when is the proper time to remove the small data transfer security context from the UE and the S-GW(s), with which the UE shares a context, and how.
Editor’s note: How to define the input for key derivation and how the UE gets it is ffs.
Editor’s note: It needs to be studied how a change of security contexts can be synchronised between UE and S-GW when triggered by a KASME change, in particular when small data are being transferred while a new KASME is established via AKA and NAS SMC.
* * * End of the 3rd Change * * * 

* * * Begin of the 4th Change * * * 

5.7.4.2.4
Small data transfer security context establishment at Attach procedure
According to ‘Alternative A: Small Data Fast Path’ in TR 23.887 EPS bearers are enabled for small data fast path during MM and SM procedures. The figure below shows how an existing signalling message sequence for Attach Procedure is updated for small data fast path. 

[image: image1]
Figure 5.7.4.2.4-1: Key establishment at Initial Attach procedure
The following steps are performed as described in the signalling flow above:

1. The UE initiates an attach procedure with an MME and provides its security capability for small data fast path in the attach procedure to the MME (indicating the support of the feature ‘small data fast path’).

2. The MME optionally authenticates the UE and a KASME is established.

3. The MME creates the small data transfer security context from the KASME.
4. The MME initiates Security Mode Command procedure with UE in order to establish NAS security.

5. The UE responds with a Security Mode Response to the MME.

6. The MME sends a Create Session Request to the selected SGW together with the small data transfer security context. When received by the S-GW, the S-GW enables the bearer for fast path and creates a small data transfer security context for the session.

7. The new session is established towards the PGW.

8. The S-GW sends a Create Session Response and acknowledges that it supports small data fast path and will use it for the established bearer.

9. The MME sends an Attach Accept together with an indication which requests the UE to derive a new small data transfer security context.
Editor’s note: As no security mode procedure is used it needs to be shown that the proposed use of the Attach procedure and the Create Session procedure fulfils the same purpose as a Security Mode procedure with respect to algorithm negotiation and activation of integrity protection and encryption.
* * * End of the 4th Change * * * 

* * * Begin of the 5th Change * * * 

5.7.4.2.6
Network initiated downlink (DL) small data

Small data initiated DL, that is, DL data received in the S-GW on an EPS bearer where fast path is enabled but not active, is handled as described in the figure below. It should be noted that compared to when small data is initiated UL, an additional paging of the UE is required. 


[image: image2]
Figure 5.7.4.2.6-1: UE initiated uplink data
The following steps describe the signalling flow above:

1. The S-GW receives a GTP-U PDU from the P-GW. 

2. If the EPS bearer is idle and fast path enabled but not active, then the S-GW indicates to the MME to start paging the UE.

3. The MME pages the UE indicating ‘DL fast path small data’ as paging cause.

4. The UE responds to the paging by sending a dummy IP packet. First the UE performs integrity protection and optional encryption of the dummy IP packet with the small data transfer security context. 
Editor’s note: according to an Editor’s note in TR 23.887, whether the dummy IP packet is generated in the UE or the eNB is for further study by RAN. Therefore, whether the dummy IP packet can be integrity protected and optionally encrypted by the small data transfer security context depends on the study outcome of RAN WGs.

5. The UE sends the dummy IP packet for an idle mode bearer enabled for small data fast path.

6. The eNB assembles a GTP-U PDU using the information received with the dummy IP packet and forwards the GTP-U PDU to the S-GW.

7. The S-GW receives the GTP-U PDU including the dummy IP packet.

8. The S-GW requests the MME to stop further paging attempts.

9. The S-GW performs integrity protection and optional encryption of the small data in the GTP-U PDU (received from the P-GW in step 1) with the small data transfer security context.

10. The S-GW forwards the GTP-U PDU with the protected small data to the eNB.

11. The eNB forwards the protected small data to the UE.

12. The UE performs integrity check and optional decryption of the small data using the small data transfer security context.
* * * End of Changes * * * 
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