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1
Introduction
This pCR provides text for how to identify requirements for methodology 1. It is proposed that SA3 agrees its inclusion in the SECAM TR.
2
pCR
*** BEGIN CHANGES ***

5.1.3   Methodology for development of a SAS 

5.1.3.1 How to identify suitable SFRs and SARs for the PP

There are several good documents describing how to write Protection Profiles (and also Security Targets). First of all there is the ISO Technical Report ISO/IEC TR 15446:2009, but there are also different national documents describing this.

Although the methodology usually is presented as a top-down method, writing a PP is always an iterative process. It is useful to start with a general problem description, written in natural language. This is usually more helpful than any formalism since it will establish a general understanding of the security problem and its solution before starting the more formal work. 

The steps are following the structure of the chapters in the PP, but with iterations and repeated refinements. The formal parts can be summarised in the following steps:

· the security problem is first defined;

· the security objectives are then identified to address the security problem;

· security requirements are then defined to satisfy the security objectives for the TOE;

· actual security functions are then selected to satisfy the security requirements.

Usually, an iterative process will be required. For example, definition of security requirements may highlight clarifications needed to the definition of the security objectives or even the security problem. In general, a number of iterations may be required in which the relationships between threats, organisational security policies, security objectives and security requirements and functions are examined closely, particularly when rationales are being constructed. Only when all identified gaps in the rationales are filled may it be assumed that the PP is complete.

During an iterative process of PP development new information might surface, within the scope of the current security problem, that may lead changes to the document that reflect changes in external circumstances, for example new threats are identified.

5.1.4   Evaluation of a network product against a SAS
Using the methodology provided with Common Criteria there are be security assurance requirements, provided by CC Part 3 and packaged in evaluation assurance levels or explicitly stated requirements described by the PP (or even ST).

The security concept is the confidence in countermeasures, and that this confidence is achieved by evaluation (picture taken from CC Part 1)
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217 Two important elements in defending this decision are being able to 
demonstrate that:  



� the countermeasures are sufficient: if the countermeasures do what 
they claim to do, the threats to the assets are countered;  



� the countermeasures are correct: the countermeasures do what they 
claim to do.  



218 Many owners of assets lack the knowledge, expertise or resources necessary 
to judge sufficiency and correctness of the countermeasures, and they may 
not wish to rely solely on the assertions of the developers of the 
countermeasures. These consumers may therefore choose to increase their 
confidence in the sufficiency and correctness of some or all of their 
countermeasures by ordering an evaluation of these countermeasures. 



 



Figure 3 - Evaluation concepts and relationships 



7.1.1 Sufficiency of the countermeasures 



219 In an evaluation, sufficiency of the countermeasures is analysed through a 
construct called the Security Target. In this Section a simplified view on this 
construct is provided: a more detailed and complete description may be 
found in Annex A. 



220 The Security Target begins with describing the assets and the threats to those 
assets. The Security Target then describes the countermeasures (in the form 
of Security Objectives) and demonstrates that these countermeasures are 
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In an evaluation, sufficiency of the countermeasures is analysed through a 

construct called the Security Target. In this Section a simplified view on this 

construct is provided: a more detailed and complete description may be 

found in Annex A. 
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The Security Target begins with describing the assets and the threats to those 

assets. The Security Target then describes the countermeasures (in the form 

of Security Objectives) and demonstrates that these countermeasures are 


This assurance can be derived in many different ways. However, the CC provides assurance through active investigation of an evaluator. Active investigation is an evaluation of the IT product in order to verify that the countermeasures are correct and effective (sufficient). One of the main purposes of the evaluation is therefore to active search for potential vulnerabilities.
The evaluation techniques described by the CC include, but are not limited to:

a) analysis and checking of process(es) and procedure(s);
b) checking that process(es) and procedure(s) are being applied;
c) analysis of the correspondence between TOE design representations;
d) analysis of the TOE design representation against the requirements;
e) verification of proofs;
f) analysis of guidance documents;

g) analysis of functional tests developed and the results provided;

h) independent functional testing;

i) analysis for vulnerabilities (including flaw hypothesis);

j) penetration testing.

Which of these evaluation techniques that should be applied when is determined by the assurance requirements. These assurance requirements specifies what the developer shall provide or do (D), the content and presentation of any provided documentation (C) and what the evaluator shall do to verify this (E). E.g., development security (ALC_DVS) is concerned with the developer's physical, procedural, personnel, and other security measures. There are no ALC_DVS requirements for EAL1 and EAL2, ALC_DVS.1 (identification of security measures) is part of EAL3 to EAL5, while ALC_DVS.2 is for EAL6 and EAL7. Using at ALC_DVS.1 as an example:

· ALC_DVS.1.1D – The developer shall produce and provide development security documentation.
· ALC_DVS.1.1C – The development security documentation shall describe all the physical, procedural, personnel, and other security measures that are necessary to protect the confidentiality and integrity of the TOE design and implementation in its development environment.
· ALC_DVS.1.1E – The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

· ALC_DVS.1.2E – The evaluator shall confirm that the security measures are being applied.

This means that security assurance measures specifies what the developer has to provide and what evaluator shall do. The details how the evaluator shall do this and how to document this is documented in the CEM (the CC Evaluation Methodology). CEM identifies work units for the evaluator. This means that for ALC_DVS.1 there are the following work units described in CEM:

· ALC_DVS.1-1 The evaluator shall examine the development security documentation to determine that it details all security measures used in the development environment that are necessary to protect the confidentiality and integrity of the TOE design and implementation. (Related to ALC_DVS.1.1E)

· ALC_DVS.1-2 The evaluator shall examine the development confidentiality and integrity policies in order to determine the sufficiency of the security measures employed. (Related to ALC_DVS.1.1E)

· ALC_DVS.1-3 The evaluator shall examine the development security documentation and associated evidence to determine that the security measures are being applied. (Related to ALC_DVS.1.2E)

These assurance requirements may be extended or refined as is happening in the NIAP PPs by providing more details in the assurance measures. E.g., it is possible to change ALC_DVS.1.1C to require specific information to be covered by the security documentation, such as requirement on having an alarm system, doing background check of developers, etc. If there are completely new assurance requirements developed, there is also a need for providing the equivalent CEM information for how these requirements shall be verified.

*** END OF CHANGES ***

