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Justification
The intention of this contribution is to insert the contents of contribution S3-130166 ‘Spoofed Call prevention - Present only trusted CLIs’, as presented and discussed at the 3GPP TSG-SA3 meeting #70 in Sophia Antipolis, into the TR ‘Security study on spoofed call detection and prevention’.
*** BEGIN CHANGES ***
2
 References

Editor’s notes: This section lists the documents which are referenced in this TR.

[x1] 
IETF RFC 5039 "The Session Initiation Protocol (SIP) and Spam”
[x2]
3GPP TS 33.210 ‘Network Domain Security (NDS); IP network layer security’

*** NEXT CHANGE ***
6.x Present only trusted Calling Line Identifiers
This solution proposes to present Calling Line Identifiers (CLIs) to the terminating user only if they can be regarded as ‘trusted’. A CLI is regarded as trusted if all networks (originating, transit and terminating network(s)) that the call passes are members of a federation of trust. A federation of trust is formed by bilateral or multilateral agreements that oblige its members to apply to the agreed policies which are:
· Any originating network inside the federation of trust has to handle the CLI according to standards (e.g. TS 23.081 in 3GPP for CS networks; refer also to section 4.1.2 ‘Standardization Background’ in this TR) and has to set the values of the parameters in the information elements ‘Calling Party Number’/’Generic Number’ ({additional} Line Identity, {additional} Screening Indicator or {additional} Presentation Indicator) accordingly.

· Any network inside the federation of trust that receives calls from untrusted networks is advised to set the Presentation Indicator (PI) of the ‘Calling Party Number’ information element to the value ‘Number not available’ and to delete all other relevant presentation parameters inside the information elements ‘Calling Party Number’ and ‘Generic Number’ which are ‘line identity’, ‘additional presentation indicator’, ‘additional line identity’ and ‘cause of no CLI’.
· Transit networks inside a federation of trust shall not change any parameters in the information elements ‘Calling Party Number’ and ‘Generic Number’.

Federations of trust form disjoint sets, i.e. a network can be a member of only one federation of trust, otherwise problems with transitive trust arise. 
Receiving CLIs from an untrusted network does not necessarily mean that the CLIs are spoofed but the integrity of the CLIs cannot be guaranteed and therefore they may be potentially spoofed. By not presenting the CLIs in these cases, the trust into presented CLIs in terminating CS networks can be guaranteed if all members of the federation of trust abide by the agreed policies.

The ‘federation of trust’ is somehow related to the ‘circles of trust’ as discussed in RFC 5039 [X1] by Rosenberg and Jennings.  RFC 5039 [X1] states that this structure is close to that in place for legacy networks today and that only little impairment (in case of RFC 5039 [X1]  voice SPAM) is known by these kinds of structures. But although this TR deals with CLI spoofing, the statement is in line with the risk analysis in this TR (refer to chapter 4 ‘Spoofed call scenarios’) where VoIP networks and PRI/PBX networks are regarded as the main sources of danger concerning CLI spoofing.
The federation of trust relies on a hop-by-hop trust. Every operator network inside the federation of trust should be able to reliably authenticate those peer networks in the federation of trust to which it is directly connected (e.g. by means of the Za-interface as specified in TS 33.210 [X2]). From these networks all CLIs are accepted even if these networks are not the originating but a transit network. 
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Figure 6.x-1 Federation of Trust
It is described next by way of example how the following three types of calls with network ‘B’ as the terminating network are handled, cf. also Figure 6.x-1:

1. a call from network ‘A’ to network ‘B’, directly routed from network ‘A’ to network ‘B’

2. a call from network ‘A’ to network ‘B’ routed via the transit network ‘C’

3. a call from network ‘X’ to network ‘B’ routed via the transit network ‘A’

In all three cases network ‘B’ as the terminating network accepts the CLI-related information in the call because the calls are received either from the trusted network ‘B’ or from the trusted network ‘C’. Network ‘B’ doesn’t even care whether the call originates in a trusted or in an untrusted network or whether it passes one or more transit networks. Instead it completely relies on the belief that its neighbour networks in the federation of trust (that is network ‘A’ and network ‘C’) act according to the principles and the policies of the federation of trust which are

· in case 1. that the originating trusted network ‘A’ evaluates and sets the CLI parameters thoroughly and standard-conforming

· in case 2. that the originating trusted network ‘A’ acts as described before and that the trusted transit network ‘C’ additionally leaves the CLI parameters unchanged during transit

· in case 3. that the trusted transit network ‘A’ detects that the call is received from an untrusted network with the consequence that the Presentation Indicator is set to ‘Number not available’ and that all other relevant parameters are deleted

A special case inside the federation of trust is the Screening Indicator ‘User provided, not screened’. This setting allows a ‘user’ to insert an ‘additional Calling Number’ that is provided by the ‘user’ itself if he has subscribed for this service. A typical example for such a ‘user’ is a call center intending to present the number of its customers instead of its own number. As ‘User provided, not screened’ already implies, this additional number is not verified by the originating network. Although the ‘user’ is obliged (via legislation, at least in some countries) to use only numbers from a pool of permitted numbers, it would in principle be possible to use this feature for CLI spoofing.

Despite of this potential danger it is proposed to accept this special Screening Indicator in all other networks inside the federation of trust. The reason is that the service subscription is usually restricted to trusted users and thus such a user is at least known to the network operator. If however such a user used this feature for CLI spoofing, complaints of spoofed victims would allow for a detection of the spoofing source by analyzing the Call Data Records of the terminating and the originating network. These contain besides the additional number also the original user number. And it is assumed that members of the federation of trust will cooperate to solve the problem.

The ‘User provided, not screened’ problem exists only inside the federation of trust. If this Screening indicator is received from an untrusted network, it is irrelevant because the edge network of the federation of trust would already set the Presentation Indicator to ‘Number not available’ as described above.

A federation of trust is not restricted to fixed, CS and IMS networks but also open to all kinds of VoIP networks if they apply the principles and the policies of the federation of trust. VoIP networks can either be directly connected to a CS network or via an IMS network of the same operator. How a federation of trust could look like from a CS-network point of view is in principle shown in figure 6.x-.2.
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Figure 6.x-2 Federation of Trust from a CS-network point of view
The advantage of this solution is that it can maintain the trust in presented CLIs while being fully compatible with existing standards of 3GPP and ITU. Required is only a corresponding setting of CLI-related parameters (setting PI to ‘Number not available’ and deleting all other CLI parameters) by the edge node of a federation of trust that receives a call from an untrusted network.

*** END OF CHANGES ***
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