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1
Introduction
This pCR describes hardening in the context of methodology 2. It is proposed that SA3 agrees the pCR below.
2
pCR
*** BEGIN CHANGES ***
5.1.x
Hardening
5.1.x.1
Introduction
The purpose of hardening is to reduce the attack surface of the network product. This can be achieved by both software and hardware methods. Examples of software methods are to remove unnecessary services and unused user accounts. An example of a hardware method is to physically remove unused USB ports.
Hardening is very platform specific. For example hardening actions differ widely between different types of operating systems. Further, hardware, operating systems and applications may be proprietary. Therefore, a SAS cannot contain a complete list of concrete actions that shall be performed during hardening. 
Typically, hardening is performed by following current best practices for how to lock down equipment. It is up to the vendor to decide how these hardening activities are collected.
5.1.x.2
Time of performing hardening
Hardening can be performed in several phases. During the development phase, parts of the hardening that is independent of the environment can be performed. For example, removing unused user accounts. However, some hardening tasks can only be performed when the deployment environment is known. This could be during the deployment phase. An example of this is configuration of filtering rules in a packet filter where the rules need to take into account which addresses should be reachable from the network product and which should not be.
5.1.x.3
Hardening information provided by the vendor
Hardening guideline
The vendor shall provide a hardening guideline for the network product.  The hardening guideline shall contain hardening activities are performed before installation of the network product. The hardening guideline shall further contain activities performed during installation. 
If hardening of third party components in the network product is necessary, e.g., for third party closed operating systems, the hardening guidelines may be obtained from the third party.
The hardening guideline may be provided to the evaluator and operator.
Hardening checklist
The hardening checklist consists of a list of hardening activities from the hardening guideline. Each item shall be ticked off when the activity has been performed. The hardening checklist may be provided to the evaluator and operator.
*** END OF CHANGES ***


