3GPP TSG SA WG3 (Security) Meeting #71                         S3-130428
8-12 April 2013; Valencia,Spain

Source:
China Unicom, ZTE Corporation, CATT 
Title:
Study on privacy assurance methodology for 3GPP networks
Document for:
Approval 
Agenda Item:
     8.4 Other Study Areas 
Work Item / Release:
Release 12
3GPP™ Study Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.

Title *
 : Study on privacy assurance methodology for 3GPP networks
Acronym *
 : FS_SPAN
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1
3GPP Work Area *

	×
	Radio Access

	×
	Core Network

	×
	Services


2
Classification of WI and linked work items

2.0
Primary classification *

This work item is a … *

	×
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	31030
	Study on a generalized privacy capability (PrivCap)
	PrivCap has studied generalized privacy capability in which protection of personal data and non-disclosure of identity considered as its scope. According to evolution of 3GPP networks, new privacy issues appear which are out of scope of PrivCap, e.g. protection against tracking in MTC, user consent and identity anonymity in MDT. This item will study the methodology and hardening requirements for 3GPP networks. This work focus on methodology and solutions of privacy assurance for 3GPP networks, different from PrivCap focus on generalized privacy capability due to different propose. PrivCap can provide part information for this new item.


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) *


	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *


	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: *
 

Go to §3.

2.3.3

Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: *
 

Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *

Privacy in 3GPP is about the appropriate handling of privacy related information between the user and service provider and between users in accordance with the preferences of the user and regulatory policies. Privacy assurance in 3GPP network safeguard confidential information about the user, therefore, it seems not only as a value added service but also as a risk-reduction mechanism in terms of service deployment. In TR 22.949, generalized privacy capability in which a generic privacy model and specific requirements for existing services have been studied. According to evolved 3GPP network, new privacy requirements are appeared which out of scope of previous 3GPP work in TR 22.949. For example, in MTC, privacy assurance that protection against tracking is needed, while in minimal drive test (MDT), the user’s consent to collect location information and identity anonymity are necessary. Although some specific studies contain privacy related discussion (e.g. security aspects of machine-type and other mobile data applications communications enhancements in TR 33.868), privacy involved process in 3GPP networks (e.g. privacy transfer, store) and their impact on 3GPP network element have not been systematic studied and discussed at the feature level. From a 3GPP perspective, mechanisms which may impact network elements and process need to clarify. Part of the scope of this work is to conclude on which 3GPP network element, if not all, would be privacy assurance. 
According to evolution of 3GPP networks, privacy issues appear in lots of processes which cover whole lifetime of privacy (e.g. transfer, store), especially in emerging services. The processes that involved privacy need to be clarified, and hardening requirements with technologic discussion and solutions to them are necessary for 3GPP network privacy assurance. What’s more, due to evolved 3GPP network, new privacy requirements are appeared which out of scope of previous 3GPP work. 3GPP network has its own features that the privacy issue which involved scenarios, requirements and guiding principles/technology solutions are different from other networks and their applications. Therefore, specific study for privacy assurance in 3GPP networks is needed. Since privacy is a complex concept which in accordance with the preferences of the user and regulatory policies etc., how to assurance privacy in communication network is an advanced research domain.  Consequently, these require creating a methodology research on privacy assurance study in 3GPP network. The methodology research related to high level approach that can be used to guide the study of privacy assurance in 3GPP. 
4
Objective *

The objective is to study methodology for privacy assurance and hardening requirements for 3GPP networks.  Privacy assurance refers to protection of personal data, non-disclosure of identity, and other specific demands for evolved 3GPP networks (e.g. protection against tracking in MTC, user anonymity in MDT). The suitability of standardization bodies’ methodology/ reference architecture etc. and the potential need for collaboration with bodies such as GSMA, OMA, ISO/IEC and W3C will be assessed. The study will also consider regulatory aspects and the potential need for privacy assurance. The suitability of the methodology will be assessed with reference to3GPP network emerging services.
It includes the followings:  
· To identify privacy involved process in 3GPP networks, e.g. privacy transfer, store. Discuss and conclude on which 3GPP network element, if not all, would be privacy assurance.

· To identify/extract the common features of privacy assurance, and to identify privacy requirements for privacy involved processes. The scenarios that privacy requirement without impact service specific functions (e.g. UE un-tracking in MTC except trace a child to prevent him/her from being lost or kidnapped ) will clarified. Also, the impact of privacy requirements for UE and 3GPP network is included.

· To identify guiding principles of privacy assurance. In order to guide new services design, example of technologic solution/privacy enhancing technology (e.g. anonymity) for privacy process in 3GPP networks will offer.

Through this privacy assurance methodology study, examples of specified and solutions on privacy (e.g. harmonized guidance or finding best practices for privacy) to resolve the service and functional requirements on privacy will offered. Also, this work requires communication and coordination between the standardization bodies so that double work and potentially conflicting specifications can be avoided.
5
Service Aspects

N/A

6
MMI-Aspects

N/A

7
Charging Aspects

N/A

8
Security Aspects

This is a security work item.
9
Impacts *

	Affects:
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	ME
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	CN
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	X
	X
	X
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	Don't know
	X
	
	
	
	X
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Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR.33.xxx
	Study on privacy assurance methodology for 3GPP network
	SA3
	
	SA#61 
Sep 2013
	SA#62

Dec 2013
	

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteur(s) *

China Unicom, Gao Feng(gaofeng149@chinaunicom.cn) 
12

Work item leadership *

SA3
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Supporting Individual Members *

	Supporting IM name

	China Unicom

	ZTE Corporation

	CATT
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