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1
Introduction
This contribution is the pCR to S3-130419. It proposes a limited solution for PWS Security based on SIM OTA.
2
Proposal
It is proposed to include the below pCR in TR 33.869.
3
PCR
***
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7.X
Solution 8: National PWS solution based on SIM OTA

7.X.1
Introduction

The solution presented here makes PWS security optional for operators to deploy (based on local regulatory requirements) and has minimal impact on existing network nodes and protocols.

In this solution, the public key and all associated parameters (PKID, SAI, NSUC, etc) needed to verify PWS signatures are stored on the UICC. The terminal verifies the authenticity of a PWS warning message by extracting the PKID from the security part of the message and retrieving the corresponding public key and parameters from the UICC. If the signature verification is successful and if the message is not replayed (determined from the counter value NSUC) the message is displayed to the user. Otherwise the message is discarded.

The local network operators will have the responsibility of distributing the required public keys and parameters in countries where PWS security is mandated. The distribution itself will be done using SIM Over-The-Air (OTA] management [X], which is a well-established technique for updating data on UICCs. Another option would be to pre-configure the public key(s) and associated parameters when the UICC is manufactured.

Since the public key and the associated parameters are stored on the UICC instead of the terminal, the network operator can keep track of distributed keys and decide when an update is required without requiring any additional signalling. This is not possible when data is stored on the terminal since the information is lost whenever the UICC is moved to another terminal. Storing the files on the UICC also prevents the user from accidentally deleting or modifying the information.

A limitation of the solution is that subscribers with PWS security enabled will not receive PWS notifications when they are abroad. The reason is that PWS notifications in other countries will either be unsigned or signed with a key unknown to the subscriber. Allowing these notifications to be displayed is not an option since that would render the solution insecure in the home country (the attacker sets up a fake base station which announces a foreign PLMN identity). 

One way to cope with the above limitation would be for PWS enabled countries to exchange keys and distribute these to their respective citizens. This would allow subscribers to receive PWS notifications in foreign countries as well. However, any such solution is considered out of scope at the moment. 

Operators in countries where PWS is not mandated will de-activate signature verification for their subscribers by setting the PWS security disable field to true. This has the consequence that all PWS warning messages will be displayed and any signature included in a message will be ignored. The PWS security disable field is also stored as a parameter on the UICC.
7.X.2
Distribution of PWS public keys and parameters

This solution uses SIM Over-The-Air (OTA) management [X] to deliver the public key and associated parameters to the subscriber. SIM OTA is a 3GPP standard in which the network can manipulate data on the UICC by sending a series of APDU commands to the terminal.  The commands are bundled together and protected using a special SIM OTA key before they are sent to the terminal for execution. The example in Figure XXX uses SMS for transport but other types of transport are also possible, such as USSD or HTTP. Note that SMS is assumed to be available in LTE using SMS over SGs.
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Figure 7.X.2 SIM OTA delivery of PWS key using SMS as transport bearer

3GPP needs to decide on the type of data items that should be present on the UICC and their organization. However, the SIM OTA Gateway and the contents of the SIM OTA message can be left unstandardized.  It is up to the regulators and operators in each country to decide on the implementation details and the interface towards the CBE(s). It is also possible to select a different distribution method, such as configuring the UICC at the time of manufacturing. 
NOTE: TS 31.102 [Y] defines the elementary file EFPWS which contains configuration parameters for PWS. This file is present when Service n°97 (PWS configuration by USIM) is available on the USIM, A similar service and EF could be defined for PWS security.
7.X.3
Format and handling of PWS notification

The distribution of PWS warning messages for GSM, UMTS and LTE is described in TS 23.041 [3]. In order to enable PWS security, the following changes are introduced:
-
There already exists a parameter called Warning Security Information that the CBC can use to pass security information to the BSC/RNC and eNodeB and which contains a signature field. The format of this parameter is updated to also include fields for PKID, NSUC, and, potentially, identifiers for the hash and signature algorithm. To avoid having to split the security information over several broadcasts when it is sent to the MS in GSM (see next bullet), the length of the Warning Security Information parameter should not exceed 82 bytes (i.e. the same length as one page of a PWS message).
-
Although security information can be passed along from the CBC to the BSC/RNC and eNodeB, the current specification does not define any way of forwarding this information to the MS/UE. In UMTS and LTE this can be accomplished by adding a new field to the broadcasted message with a copy of the Warning Security Information parameter. However, in GSM it is more difficult since the broadcasted message has a fixed size of only 88 bytes. To solve this problem the BSC would have to send the security information as a separate broadcast after (or before) the PWS message is sent out.
-
The signature calculation needs to be defined. At a minimum the signature should cover the PWS message (the whole message, not the individual pages) and NSUC value but other information might need to be covered as well. Below is a proposal for the values that should be included in the signature calculation.
MESSAGE | NSUC |  PSKID | HASH ALG ID | SIGN ALG ID

where MESSAGE is defined as 
Msg ID | Ser No | Data Coding Scheme | CBS msg page 1| … | CBS msg page n
The MESSAGE parameters are as defined in TS 23.041 [3].
The inclusion of the  PKID in the broadcasted message allows the MS/UE to retrieve the correct public key from the UICC. If the signature is correct and the message is not replayed (as determined from the NSUC) the message is accepted and displayed to the user.

Note that no special requirements is put on the signature scheme except that the signature should fit into the Warning Security Information parameter. As mentioned above, this parameter also includes PKID, NSUC and, potentially, identifiers for the hash and signature algorithm, and its length should not exceed 82 bytes.
***
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