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Abstract of the contribution:
Networks deployed in disaster areas, e.g. so-called ‘networks in a box’ that contain all network functions in one box, have been mentioned in SA3 discussions, but there is no corresponding text in the current TR. The present pCR proposes such text.  
1. Pseudo Change Request

*************************START OF CHANGES*********************************
6.2.X
Considerations on networks in disaster areas
In disaster areas, sometimes ‘networks in a box’ are deployed to enable local or regional communication when the regular infrastructure does not function any more after serious damage through the disaster. It needs further study in how far such networks can support PWS and PWS security at all. Here some considerations: 

Case 1): The network in a disaster area has connection to a regular CBE.

· Then the normal PWS and PWS security procedures could apply. 

Case 2): The network in a disaster area has no connection to a regular CBE.

· In case 2), some of the typical warning messages like earthquake or tsunami warning would unlikely to be possible as these types of warnings have to rely on an extensive sensor and processing network for recognising imminent  earthquake or tsunami threats. So, some of the warning messages most suitable for creating panic would not be sent in case 2). 

· In order to further reduce the potential for creating panic by unprotected false warning message, the UEs could be configured to selectively display warning messages when it could not verify the PWS security status of the network. 
This selective display is supported already today by the requirements in clause 4.6.4 of TS 22.268: “It shall be possible for users to disable (e.g., opt-out) presentation of some or all of the Warning Notifications, subject to regulatory requirements and/or operator policy. The user shall be able to select PWS-UE enabling/disabling options via the User Interface to disable, or later enable, the PWS-UE behavior in response to some or all Warning Notifications.”

· Case 2a): PWS security can still be applied; and unprotected warning messages could be discarded by the UE, if the network in the disaster area contains a CBE function (‘local CBE’) able to sign warning messages that can be verified with a public key available to the UE. 

Editor’s Note: For the certificate-based approach, when the public key is sent implicitly together with the warning message, the availability of the corresponding public key root CA that signed the certificate on the public key of the local CBE would suffice. In general, it is ffs how the distribution of the public key of the local CBE would work. 

· Case 2b): PWS security cannot be applied if the network does not contain a ‘local CBE’ with a public key, or if that public key cannot be distributed. Then there is only the alternative to either discard all warning messages or accept the risk of an attack creating panic through false warning messages (defeating the purpose of PWS security). 

Editor’s Note: It needs further study how networks deployed in disaster areas can support PWS and PWS security.

Editor’s Note: Requirements are ffs as it may be difficult to provide a perfect security solution in such cases. 
*************************END OF CHANGES*********************************

















































