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Abstract of the contribution:
Further considerations on the section on PWS threats and analysis are added.

1. Introduction
In SA3#70 pCR S3-130163 was presented. The discussion showed common interest on a more detailed analysis of threat scenarios in PWS. According to this discussion, pCR S3-130163 was adapted as follows.

We suggest accepting this pCR for inclusion in the TR.

2. Pseudo Change Request

*************************START OF CHANGES*********************************
6.1
PWS threats and analysis

6.1.1
General

It needs to protect against attacks that are in the interface between PLMN and the Warning Notification provider. However, it is outside scope of 3GPP. The attacks which are within the wired network can effectively be dealt with NDS methods. So the most crucial threat is the one over air interface.

6.1.X
Security threats

For PWS Warning Notification messages, the security threats are similar with ETWS. There may be spoofing attacks, e.g. an attacker may forge and issue PWS Warning Notifications maliciously. The messages sent over the air may introduce spoofing attacks. Another threat may be tamper attacks, e.g. an attacker may record and tamper a PWS Warning Notification message over the air interface.

RAN2 has decided to broadcast PWS Warning Notifications to user via SYSTEM INFORMATION over air interface. However, broadcasts of SYSTEM INFORMATION are not protected. If an attacker can imitate the base station behaviour maliciously and broadcast false PWS Warning Notifications or tamper PWS Warning Notifications coming from CBE, it will cause serious panic among the population.
Suppressing the display of a genuine warning message is another possible attack. It should be noted that jamming the radio interface could help in suppressing warning messages, but not in forging them.
Furthermore, the operating conditions that PWS security can handle must be clarified. One aspect to consider in particular is the size of the group that must be protected (individual user, small group of users, large crowd). Other aspects to consider are: the time frame needed by an attacker to prepare and execute an attack, the complexity of the attack (manpower and means), and the size of the geographical area the attacker is able to target.

Finally, assessing the type and amount of damage that can be done by an attack is useful when weighing the potential damage against the cost of additional features introduced for PWS security. 

Editor’s Note: It needs to be further clarified what are the relevant threats to PWS.

In order to guarantee the authenticity and integrity of the Warning Notifications, the security requirements which specified in 3GPP TS 22.268 [2] are introduced. In order to meet these security requirements, it has been decided that PWS Warning Notifications shall be protected with signature that are included in the Warning-Security-Information IE in the WRITE-REPLACE Request message. 
Moreover, some PWS security features should be considered and defined in details as to solve the remained security issues listed.

 *************************END OF CHANGES*********************************

