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1. Introduction
This document analyses the identity privacy issues based on SA1’s requirements of ProSe, and give a security requirement to address this issue. 
2. Analysis
In 22.803, the general use cases contain 13 different detail use cases. They can be divided into 3 parts based on proximity discovery authority: in the first part of use cases, like restricted ProSe discovery use case, one ProSe-enabled UE can be found by other ProSe-enabled UE only after it authorize that UE as a friend. In the second part of uses cases, e.g. open ProSe discover use case, a ProSe-enable UE can be found by ProSe-enabled server without strict authorization. The third part of uses cases do not have clear statement about discovery authority.
In the first kind of use cases, ProSe-enabled UE’s identity can be recognized by its friends only. Attacker cannot get any identity information through ProSe functions. So under these use cases, there is no identity privacy issue.

However, in the second kind of use cases, ProSe-enabled UE’s identity will be exposed to anyone nearby who have the right to use ProSe-enabled application. If an attacker wants to collect users’ identities, he can try to get an ProSe-enabled application and setup that application on specific location.  After that, he can get all ProSe-enabled UE’s identity. If the identity is permanent, he can use that identity to collect the user’s habit. In conclusion, there will be identity privacy issue under theses use cases. What is more, it may be worse than in other identity privacy leakage scenario; because the attacker knows that the exposed identity is owned by someone nearby. So it is easier to find out the relation between the identity and user. So, for these use cases, a security requirement should be applied: The UE’s permanent identity should be protect and not leaked under ProSe scenario which do not need restrict discovery authority.
In the third kind of use cases, it has no clear view on identity privacy issue. To keep user’s identity privacy, it is better to treat this kind of use cases as the second kind of use cases, unless use cases can be clarified as the first kind.

3. Proposal
In summary, we think a security requirement should be made for ProSe:


The UE’s permanent identity should be protect and not leaked under ProSe scenario which do not need restrict discovery authority.
4. pCR

===========================Begin of Change============================

X Security analysis for open Prose discovery
X.1 Issue Detail
In TR 22.803 section 5.1.2 open ProSe discovery use case, a ProSe-enable UE can be found by ProSe-enabled server without strict authorization.

So in this use cases, ProSe-enabled UE’s identity will be exposed to anyone nearby who have the right to use ProSe-enabled application. If an attacker wants to collect users’ identities, he can try to get an ProSe-enabled application and setup that application on specific location.  After that, he can get all ProSe-enabled UE’s identity. If the identity is permanent, he can use that identity to collect the user’s habit. In conclusion, there will be identity privacy issue under theses use cases. What is more, it may be worse than in other identity privacy leakage scenario; because the attacker knows that the exposed identity is owned by someone nearby. So it is easier to find out the relation between the identity and user.

X.3 Security Requirements

The UE’s permanent identity should be protected and not leaked under the ProSe scenario which does not need restrict discovery authority.
============================End of Change============================
