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1. Introduction
In last meeting, it was suggested to make evaluation about all small data transmission security solutions. This document makes such evaluation and proposes to add an evaluation section in TR33.868 5.7 small data transmission. 
2. Proposal

1. It is proposed to add the following text into the TR.

2. It is suggested to send an LS to SA2 about the evaluation result.
=======================Start of Change==========================

5.7.x Evaluation
5.7.x.1 Evaluation on security solutions of small data transfer in NAS PDU
· The security solution 1 & 2 provide necessary integrity and confidentiality protection for small data transfer in NAS PDU, and make optimization on signalling simultaneously.
· DOS attack: Solution 1 & 2 does not address this issue. If the contents are generated by potentially hundreds of millions devices, creating an environment for a DOS attack on MME is possible.
· Lack of security context: Solution 1 can address this issue, while solution 2 doesn’t mention this issue still.

· SCS security issue when SCS is outside the operator’s network: Solution 1 & 2 don’t cover this issue.
· Solutions will bring more refresh procedure. When the solutions are applied, NAS COUNT will be consumed rapidly, and it will lead to NAS security counter wraparound in short time and cause NAS security context refresh frequently.
5.7.x.2 Evaluation on security solution of small data fast path in user plane
· Topology & privacy issue: Solution in 5.7.4.2 does not address topology and privacy exposure issue which are mentioned in first paragraph of section 5.7.2.2. 
Furthermore, this will bring potential security attacks on operator network. For example, an attacker can use compromised UE to construct a fake packet contains small data, in which the destination of this packet is filled as a specific address instead of S-GW. The attacker can use this packet to detect other network entities if there are no strict destination restriction rules. Attacker can detect more topology information of core network under this ways.
· Encryption and Integrity protection issue: It can be addressed by the solution in 5.7.4.2. However, an additional security context generation procedure should be involved. It will influence the signalling between MME and S-GW, MME and UE, and it also will influence the LTE key hierarchy.

· Security termination point issue (eNB vs S-GW):  Although there is secure environment on eNB which is required in TS 33.401, it is not clear either only security context or all information related to UE should be protected by secure environment. So it is possible that UE’s content can’t be protected in eNB. But S-GW can provide security protection for all information related to UE for S-GW is in core network. As a result, terminating security connection on S-GW instead of eNB may increase security level in some extent.
5.7.x.3 Security evaluation on different solutions of small data optimization
Now both types of security solutions can provide the integrity and confidentiality protection small data transmission. 
However, the protection through fast path in user plane will have more influence on network architecture and key hierarchy. In the other hand, NAS security can be used with little modification for core network. Furthermore, NAS security solution could be re-used with small modification to fit for 2/3G transferring if someone wants to extend this solution into 2/3G network. One example is to send SMS over 2/3G network instead of send SMS over LTE network solution in the section of TR23.887 5.1.1.3.2.
The small data transfer in NAS PDU solution can have less influence on system architecture and key hierarchy than small data fast path solution from security view.
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