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1. Introduction

This contribution clarifies that the new security requirements for detection is proposed to be included in TR “Security study on spoofed call detection and prevention”.

2. PCR
----------------------------------------------------------------Begin of Change--------------------------------------------------------

5 Security Requirements for detection
Editor’s notes: This section is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above section.
1) The network should be able to verify that the caller ID received is from the originating party or from a party that is authorized to use the caller ID.
2) The network should be able to alert a called party if the caller ID information being sent to the called party is not authorized. The alert may be in the form of alerting tones, flashing/blinking lights, etc.

Editors Note: If yes, how the above requirement can be fulfilled is FFS. 
3) The network should be able to log the information if the caller ID sent to the called party is not authenticated. The log information should include caller ID, called ID, call time and any parameters useful for the purpose of audit.

4)  The edge nodes of the network (IBCF) are recommended to be able to identify whether the caller ID of the incoming session is authorized to be used. This is valid for deployments where CS domain of a network is connected with IMS and the call to CS is received via IMS. Checking at the edge/IBCF will only work for cases where the call is originated from an untrusted network while the caller ID of the incoming session belongs to a trusted IP network.
5)  The network should  be able to terminate the call and/or save the call unique information in the database such as blacklists, when the detected call is using the spoofed ID.
----------------------------------------------------------------End of Change-----------------------------------------------------------

