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Abstract of the contribution: this paper clarifies why it is needed to distinguish small data and how that can be achieved. Besides, it also proposes to correct the title of solution 2. 
1. Introduction

Solution 2 of small data transmission in current TR33.868 analys and evaluates the NAS solution from a security point of view, however, it is not an independent solution on how to protect small data in initial NAS message. So the title of “Solution 2: NAS signalling security” should be corrected.

The basic technical principles of solutions are almost clear and SA2 has started to evaluate all the solutions already. But the editor’s note “It is ffs whether 3GPP networks need to distinguish the small data and how that can be achieved” is still appear in security requirement of current TR33.868. So solving this question is necessary and can obviously help us to understand the small data transmission solutions. 

In order to improve efficient use of resources for small data transmission, the network optimizes control singalling procedures or user data transmission methods which are different from that of legacy normal service. Of course, the 3GPP network needs to distinguish the small data so that it can select the optimized data transmission mechanism to deliver small data packets. In current SA2’s solutions, two methods are proposed to distinguish small data service. For uplink small data from UE, “small data indicator” or “small data flag” can be included in RRC connection request message. And for downlink small data from SCS/AS, SGW is configured with a threshold value according operator's policy or subscription, then it can determine whether it is a small data service by monitoring that the received packets is smaller than threshold value.
2. Proposals 

It is proposed to add the following pCR for small data transmission into TR33.868.
PCR
*************************************Begin of first Change*****************************************
5.7.4.1.3
Analysis of NAS signalling key management in LTE

For the small data transmission in LTE, according to definition in TR 23.887 clause 5.1.1.3.1, KeNB will not be used because of the RRC security context shall be not established in the optimised LTE message sequence for the transfer of one IP packet pair. In this case, the procedures which pointed out in clause 7.2.6 of TS33.401 can be omitted, i.e. MME remove the derivation of the KeNB and not initiate NCC, not derive NH etc. when the MME knows the UE is subscribed on the small data and transmitted one IP packet pair, and also eNB does not need to compute any AS keys; The UE skips the derivation of KeNB and keys of RRC and UP when the UE is subscribed on the small data service.
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Figure 5.7.4.1.3-1: LTE message sequence for the transfer of one IP packet pair
5.7.4.1.3.1
Optimised LTE key hierarchy for small data
For optimised LTE message sequence for the transfer of one IP packet pair, LTE key hierarchy can be optimised as follows by aligning with SA2. 
Note: This optimization only means that the AS security contexts will not be used in this solution but the UE still have to support the AS security usage capability.
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Figure 5.7.4.1.3.1-1: Optimised LTE key hierarchy

5.7.4.1.3.2
Evaluation of the optimised LTE key hierarchy
The optimised LTE key hierarchy does not impact the small data transmission. It has the following benefits:
· It is aligned with SA2 solution for Optimised LTE message sequence for the transfer of one IP packet pair;
It can optimise the computing and storage resources of the UE, eNB and MME when the AS security contexts are not used
*************************************End of first Change*******************************************
***********************************Begin of second Change*****************************************
5.7.3 
Security requirements 
The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s note: How to provide NAS DOS protection for small data transfer is FFS. Dedicated MME can be considered as one option.

The small data should be integrity protected (for 3G/LTE system). 
Editor’s note: The above requirement is ffs, i.e. whether to integrity protect either the payload of the small data message or the whole small data message for the benefit of protecting the network and/or the data itself.

The small data may be confidentiality protected. 

Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.
The 3GPP network should be able to determine that the SCS is authorized for small data transmission over Tsp interface.
 
The 3GPP network needs to distinguish the small data so that it can select the optimized data transmission mechanism to deliver small data packets. Two methods are proposed to distinguish small data service. For uplink small data from UE, “small data indicator” or “small data flag” can be included in RRC connection request message. And for downlink small data from SCS/AS, SGW is configured with a threshold value according operator's policy or subscription, then it can determine whether it is a small data service by monitoring that the received packets is smaller than threshold value.
The 3GPP network should be able to determine that the UE is authorized for MO uplink small data transmission.
The network information provided to the UE for small data transmission should not expose the network topology and network sensitive information (e.g, network nodes IP addresses).
***********************************End of second Change*******************************************
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