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Abstract of the contribution: this paper analys the UE Power Consumption Optimizations solutions in a security point of view and then get a security conclusion for this key issue.
1. Introduction

UE Power Consumption Optimizations is one main key issue in Rel-12 SIMTC and many solutions have been proposed and discussed in SA2’s TR23.887. However, there is no discussion of this key issue in SA3’s TR 33.868. It is necessary to analyze these solutions from a security point of view and then draw a security conclusion.
2. Analysis 

Seven solutions have been proposed in SA2’s TR23.868 and the main ideas for these solutions are extending Paging cycle/DRX cycle and initiating UE periodic registrations (Attach/Detach). The user data and control signalling transmission protection is using the legacy LTE security mechanism, and the analysis here focus on whether the transfer of parameters between UE and network is protected:
· Solution1 of “Paging cycles”: The characteristic of this solution is that the Maximum paging/DRX cycles are extended with longer values which can be negotiated between UE and network using attach procedure or TAU procedure. The paging/DRX parameters can be protected by NAS security context in UE and MME.
· Solution 2 of “Extending DRX using UE Assistance Information”: UE Assistance Information message is sent to eNB after RRC Connection Reconfiguration procedure, and UE extended DRX is delivered to UE through RRC Connection Reconfiguration setup message or RRC connection release message. The UE Assistance Information message and paging/DRX parameters can be protected by RRC security context between UE and eNB.
· Solution 3 of “Power Saving State for Devices”: The basic idea is that a UE can be configured so that the UE is reachable for downlink data only during the time that the UE is in connected state plus an active time period reachable for paging after the UE changed to idle state, and UE will continue to perform periodic registrations procedures with the timer value given by the network. The periodic timer value is protected by NAS security.
· Solution 4 of “Attach/detach”: Three methods: 1. UE periodically attaches to the network and waits to see if there is an MT SMS for the UE; 2. Based on the communication frequency, the network determines the periodic timer value and provides it to UE through Attach/Detach message; 3. UEs and the network are configured to enter detached state when the communication is over. Periodic timer value is protectd by NAS security context and configuration data can be protected by OMA DM security.
· Solution 5 of “Transmission delay until better coverage conditions”: When coverage conditions are not good in idle mode, delay data transmission until better coverage conditions. No security is related.

· Solution 6 of “Long DRX cycles in connected mode”: Network provides extended DRX cycle for connected mode in RRC/MAC message. Extended DRX cycle can be protected by RRC security context.
· Solution 7 of “Factors for determining extended DRX”: This solution gives the factors which may influence the decision of extended long DRX for both idle mode and connected mode. No security is related.
From above analysis, we can see that the optimizations are mainly extending current messages with new parameters (paging/DRX cycle/Timer values/indicators), or configuring UE and network with parameters. Current EPS security mechanism can ensure the security of all these UE Power Consumption Optimizations.
3. Proposals 

It is proposed to add the following pCR for small data transmission into TR33.868.
PCR
***************************************Begin of Change*******************************************
5.6.x
Solutions
5.6.x.1
General description
Seven solutions have been proposed in SA2’s TR23.868 and the main ideas for these solutions are extending Paging cycle/DRX cycle and initiating UE periodic registrations (Attach/Detach). The user data and control signalling transmission protection is using the legacy LTE security mechanism, and the analysis here focus on whether the transfer of parameters between UE and network is protected:

· Solution1 of “Paging cycles”: The characteristic of this solution is that the Maximum paging/DRX cycles are extended with longer values which can be negotiated between UE and network using attach procedure or TAU procedure. The paging/DRX parameters can be protected by NAS security context in UE and MME.

· Solution 2 of “Extending DRX using UE Assistance Information”: UE Assistance Information message is sent to eNB after RRC Connection Reconfiguration procedure, and UE extended DRX is delivered to UE through RRC Connection Reconfiguration setup message or RRC connection release message. The UE Assistance Information message and paging/DRX parameters can be protected by RRC security context between UE and eNB.

· Solution 3 of “Power Saving State for Devices”: The basic idea is that a UE can be configured so that the UE is reachable for downlink data only during the time that the UE is in connected state plus an active time period reachable for paging after the UE changed to idle state, and UE will continue to perform periodic registrations procedures with the timer value given by the network. The periodic timer value is protected by NAS security.

· Solution 4 of “Attach/detach”: Three methods: 1. UE periodically attaches to the network and waits to see if there is an MT SMS for the UE; 2. Based on the communication frequency, the network determines the periodic timer value and provides it to UE through Attach/Detach message; 3. UEs and the network are configured to enter detached state when the communication is over. Periodic timer value is protectd by NAS security context and configuration data can be protected by OMA DM security.

· Solution 5 of “Transmission delay until better coverage conditions”: When coverage conditions are not good in idle mode, delay data transmission until better coverage conditions. No security is related.

· Solution 6 of “Long DRX cycles in connected mode”: Network provides extended DRX cycle for connected mode in RRC/MAC message. Extended DRX cycle can be protected by RRC security context.

· Solution 7 of “Factors for determining extended DRX”: This solution gives the factors which may influence the decision of extended long DRX for both idle mode and connected mode. No security is related.
The UE Power Consumption Optimizations are mainly extending current messages with new parameters (paging/DRX cycle/Timer values/indicators) or configuring UE and network with new parameters, and the user data and control signallings transmission protection are using the legacy LTE security mechanism. From security point of view, the current EPS security mechanism can ensure the security of all these solutions.
***************************************End of Change*********************************************
