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Abstract of the contribution:

This contribution gives an analysis of MDT anonymization. 
1 Introduction
In LS S3-130192(S5-130356) from SA5, they said that “…… SA5 considers using a mapping from MDT trace identities to IMSI/IMEI or to some pseudonym or temporal identity (e.g., T-IMSI) to correlate different immediate MDT measurements for SON use cases. In many of the SON use cases (e.g., Coverage and Capacity Optimization), the SON function needs to associate measurements that belong to the same UE (but the knowledge about the UE Id is uninteresting) in order to be able to analyze the incident correctly.
This requires that different measurements taken by the same UE e.g., in different cells or after an active-idle-active transition (e.g., before and after a radio link loss) should be possible to correlate. If no anonymisation is required, the correlation could be solved by providing IMEI(SV) or a pseudonym to IMSI/IMEI. If anonymisation is required, the correlation may be solved by replacing the actual identity (IMSI/IMEI) by either a pseudonym or a temporal identity. ” 
In summary, SA5 requires to make UE’s real identity anonymization to TCE and meanwhile correlates different measurements to the same UE. 
This contribution analyzes how to solve this issue.
2 Analysis
2.1 Current MDT anonymization and user consent analysis
2.1.1 Current MDT anonymization
SA5 (TS32.422v11.7.0) defines MDT data anonymization is only for area based MDT.
In case of UTRAN/E-UTRAN the anonymization of MDT data depends on the configuration parameter received at the MDT configuration. There are two levels of anonymization:

-
Using IMEI-TAC.

-
Not sending any identity to the TCE.
TAC is used to identify the type of the terminal. It cannot identify the real UE one by one. So according to the above current MDT anonymization for both E-UTRAN and UTRAN, it cannot make UE’s real identity anonymization to TCE and meanwhile associate different measurements that belong to the same UE in order to be able to analyze the incident correctly. 
To solve the issue SA5 mentioned, it needs to find a new MDT data anonymization method/level for area based MDT. 
2.1.2 User consent
Privacy is one of the reasons that people need user consent for MDT measurements. For example, people do not want the network to trigger their own terminals and get their data e.g. their location without people’s permit. Another important reason is power consumption. People may not be willing to waste their terminal power in order to do some measurements which may not be directly for themselves’ benefits. MDT includes MDT measurements, UE handling MDT data and UE reporting data. Every part of it will consume terminal’s power, not only measurements. Moreover, it will ocuppy terminals’ CPU capacity for UE handling MDT data and UE reporting data. This is what users do not want to see it happenning without their permission. In future, operators may give some pay discount for MDT when subscribers agree to give their user consent.  So no matter a so-called “sufficiently strong anonymization method” can be found or not, user consent is essential for MDT, not only for privacy reason.  
2.1.3 Conclusion: 
To solve the issue SA5 mentioned, it needs to find a new MDT data anonymization method/level for area based MDT.  And the user consent is essential for MDT.  It cannot be replaced by anonymization method.
2.2 Proposed MDT anonymization 
In case of UTRAN/E-UTRAN, it needs three levels of anonymization:

-
Using IMEI-TAC.

-
Not sending any identity to the TCE.
-    Using pseudonym
The first two are the same as the current TS32.422. If using pseudonym is required, 
For UTRAN: 
The EM sends a Trace Session activation request to the RNC. When RNC does UE selection, RNC checks whether there is user consent and which MDT anonymization level is. If there is user consent and MDT anonymization level is using pseudonym, RNC indicates this to SGSN/MSC together with TR, TRSR, IMSI, Cell ID, TCE ID in UPLINK INFORMATION EXCHANGE REQUEST message. SGSN/MSC shall find the corresponding pseudonym which mapps IMSI and send the pseudonym, TR, TRSR to the TCE. TCE combines the MDT records which RNC sends with pseudonym based on TR and TRSR.
For E-UTRAN: 

The EM sends a Trace Session activation request to the eNB. When eNB does UE selection, eNB checks whether there is user consent and which MDT anonymization level is. If there is user consent and MDT anonymization level requires pseudonym, eNB indicates this to MME together with TR, TRSR, Cell ID, TCE ID in CELL TRAFFIC TRACE. MME sends a pseudonym, TR, TRSR to TCE. TCE combines the MDT records which eNB sends with pseudonym based on TR and TRSR. 
Pseudonym:

Pseudonym has many formats. Temporal identity can be one of the formats. For UTRAN, current TMSI and its LA/RA can be easily used for pseudonym to uniquely identify a UE. For E-UTRAN, current GUTI can be used for pseudonym to uniquely identify a UE.
3 Proposal
It is kindly propsed to reply SA5’s LS S3-130192(S5-130356) including section 2.1.3 and 2.2 of this contribution. 
