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1.
Abstract
This version does not contain any revision mark and present methodology 2 as if all S3-130333 was approved. This is for readability only. The pCR against the previous version of the TR is available in the other word document.
This contribution proposes to clarify the process of building the necessary documents for the next phase of SECAM. To this extend it tries to clarify and instantiate a lot of concept in section 4.5 in the candidate methodology 2. The last subsection gives a complete list of the expected SECAM deliverables for the scheme building phase as well as for the evaluation and accreditation process.

Summary of main changes:

Old text:

· Wording correction to replace product(s) and node(s) by “network product” and “network product class” where necessary

· “second phase” => “normative phase” everywhere in the old text
· The old text had four phases: accreditation, evaluation, certification and dispute. All these phase are expanded and now moved into dedicated subsection. The intention of the methodology remains the same.
New text:

· New text in 5.2.1 (Overview of Methodology 2) describing the overall process, instantiating the actors in a table, describing the advantages of a Certification Body, giving a short overview of the dispute process and providing two examples of complete self-evaluation and evaluation via a third party with figures describing the inputs and outputs of all sub-processes.
· New subsection 5.2.2 (Methodology building) describing how concrete normative work will go with methodology 2 for the security assurance process document writing (5.2.2.2), the Security Assurance Specifications writing (5.2.2.3) and the accreditation and monitoring rules writing (5.2.2.4). This new text leverages many part of the existing TR text from methodology 2 which is re-ordered to fit into the new sub-sections

· New subsection 5.2.3 (Vendors and third-party laboratories accreditation) describing the accreditation process for methodology 2. The final choices and rules for the accreditation and monitoring rules are under the responsibility of the Certification Body This section still describes this process for the sake of completeness by giving examples of possible rules
· New subsection 5.2.4 (Evaluation and evaluation report) giving details on the three evaluation tasks of methodology 2 (Vendor development process assurance compliance, security compliance testing, vulnerability testing)
· New subsection 5.2.5 and 5.2.6 on security acceptance of the operator and dispute process
· New subsection 5.2.7 giving details on all outputs documents for the different phases of methodology 2
2.
Clean version for information and readability
5.2.1
Overview

Each 3GPP network product class listed in section 4.4 can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. This methodology assumes the 3GPP network product classes listed in section 4.4 as the targets. 

Each 3GPP network product, within a network product class, is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP network product can be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the node is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.

Some examples of the features/capabilities relevant for the scope of this study are listed hereafter: 

-
Remote Node Management

-
Local Node Management

-
Password Management

-
Software 

-
System Secure Execution Environment

-
Network Services 

-
3GPP Capability Configuration 

-
Node Access Control

-
User audit of network products 

NOTE: Remote Node Management consists of functions, methods and protocols enabling the node management from an external device without the need for physical access. Local Node Management in contrast requires physical access. Node Access Control consists of a set of rules restricting the access to the node (i.e. user authentication and authorization) and these rules apply both to Remote and Local Node Management.

NOTE: A pre-requisite for the SAS writing part of methodology 2 is to have a complete list of features/capabilities considered relevant by SA3 for evaluation. The final list of features/capabilities and consequently the list of security requirements in each category will depend on the results of a threat analysis done in the normative phase of this study.

SECAM evaluation will cover the following three tasks:

· Vendor development process assurance compliance (assessing if the method used to develop the products is compliant with the Security Assurance Process)

· Security compliance testing (assessing if requested security requirements are correctly implemented in a network product)

· Vulnerability testing (assessing the robustness of the implementation of said security requirements against a range of known vulnerabilities and attack methods) 

The actor performing a task shall be accredited by the Certification Body for this specific task.

	SECAM TASKS
	ACCREDITATED ACTOR

	Vendor development process assurance compliance
	Accredited vendor

	Security compliance testing
	Accredited vendor or accredited third-party evaluator

	Vulnerability testing
	Accredited vendor or accredited third-party Evaluator


Table 1 Mapping between SECAM phases and involved party.

Consequently, according to Table 1, SECAM can take many forms, depending on who performs compliance testing and who performs vulnerability testing. SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. Methodology 2 provides all provisions for this need.

In Methodology 2 the responsibility for writing and managing the accreditation and monitoring rules is taken by a Certification Body. Certification Body’s role also includes the handling of the dispute process. Methodology 2 will propose GSMA for taking this role and will provide a clear delineation between SECAM work in 3GPP and SECAM-related work in GSMA.

Even if it describes the complete process, including evaluation by accredited actors under Certification Body control and Security Assurance Specifications writing, Methodology 2 does not prevent that 3GPP SAS security requirements and tests cases are used directly by mutual consent between vendors and operators without the accreditation/certification process in place if wished so. This ensures that the 3GPP SECAM work is not held up by delays in deliverables under the responsibility of external bodies, or by conflicting requirements in different countries (e.g. relating to accreditation, certification). 

The presence of a Certification body as defined above is highly desirable in order to ensure a wide recognition of evaluation results and to have a working conflict resolution process available. Having a Certification Body also avoid the need for each operator to set up a one to one trust relationship with every vendor regarding their testing methods and skills. 

Accreditation is intended to be valid for a limited time period and repeated at a frequency defined by the Certification Body (see section 5.2.3 for details).

The ultimate output of the SECAM process is:

· an evaluation report proving compliance of a 3GPP network product with the 3GPP security assurance specifications

· optionally a certificate proving the accreditation of actors performing the evaluation tasks

An evaluation report will be issued for each 3GPP network product evaluated, and an optional certificate will be maintained for each actor. 

The operator examines the network product, the compliance reports and the testing laboratories certificate published by the Certification Body and decides if the results are sufficient according to its internal policies (see 5.2.5 for details).

Below are several examples of instantiation of roles for SECAM:

Example 1: Combination of self-evaluation (for security compliance) and third-party evaluation (for vulnerability testing) for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

In the example below:

· Vendor development process assurance compliance is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;

· Security compliance testing is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;

· Vulnerability testing is assessed by an accredited third-party laboratory which has previously been accredited by the Certification Body for this task.

· The operators, and the vendors as far as third parties are concerned, receive the report from all three tasks of the evaluation for a given network product and are able to check that all involved parties were allowed to undertake the tests by checking their accreditation by the Certification Body.
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Figure 1: Combination of self-evaluation for security compliance and third-party evaluation for vulnerability testing for the evaluation of a 3GPP network product (e.g. MME A of vendor X)
Example 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

This second example below is similar to the first one except that the vendor is also accredited to undertake vulnerability testing and thus conduct all the three phases of evaluation.
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Figure 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)
Evaluation results check by the operators and dispute

The operator does not need to be accredited to perform again the tests made by the evaluators in order to gain a higher level of assurance that the SECAM evaluation provided trustable results. Definition of the tools and methods for these supplementary evaluations is outside of the scope of SECAM and left as operators’ proprietary procedures.

However, in case of disagreement on the test results and if the operator wants to enter a conflict resolution process with the Certification Body and the vendor, some forms of recognition of the validity of the operators complaint might be useful. This description will be part of the description of the complete dispute resolution process is likely to be left to the Certification Body and will be outside of the scope of 3GPP. For more details see 5.2.6.2.
5.2.2
Methodology building

5.2.2.1
Overview

SECAM methodology building is described in figure 3 hereafter. First, 3GPP will undertake a threat analysis and then will derive the SAS for each identified network product class as well as one security assurance process document. The security assurance process document will describe the whole security assurance process (evaluation, relation to accreditation body, general description of desired assurance level …). The SAS will contain the detailed security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results.

NOTE: The number of documents to be delivered by SA3 will depend on the grouping chosen for the SAS.

At the same time, the Certification Body will define the administrative rules guiding the future evaluations (accreditation scheme for evaluators, dispute process). 

Once the SAS are ready, they will be used to define, when necessary, the expected test methodology for each security requirement (both for security compliance and vulnerability testing tasks). This test methodology is complementary to the expected output of the test cases defined in the SAS and should help the evaluators providing guidance on how to conduct these tests where necessary. This test methodology document will also define the expected skills and tools for testing laboratories (especially for vulnerability testing). Having an evaluation guidance document will help to ensure that the SECAM evaluation are comparable in the sense that a similar set of tools and techniques will be applied to produce the test outputs.

NOTE: Some information related to vulnerability testing methodology (detailed attack “how-to” for specific points) is expected to stay confidential, and will be managed by Certification Body or the operators and vendors, as applicable.

NOTE: The detailed results of the testing from a network product are not expected to be public. These results will be given to the operators upon request to the vendors and might also be requested by the Certification Body for resolution of dispute cases.
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Figure 3: Successive activities for “Methodology 2” building
The writing of the security assurance process related document which will include Vendor Development Process Assurance requirements is detailed in sub-clause 5.2.2.2. Sub-section 5.2.2.3 details the writing of the Security Assurance Specification documents which are used as input in the evaluation tasks.

The output of the security compliance task is detailed in sub-clause 5.2.4.2. The output of the vulnerability testing task is detailed in sub-clause 5.2.4.3.
5.2.2.2
Security assurance process document writing

Overview
The security assurance process document will define the complete SECAM evaluation process (evaluation, relation to accreditation body …) as well as the components of SECAM that are intended to provide the expected security assurance gain. The content necessary for security compliance testing and vulnerability testing will be part of the SAS. Vendor development process assurance requirements which are generic to all network product classes will also be developed in this security assurance process document.

Vendor Development process assurance

The following sub-items will be part of the Vendor Development process assurance block:

· Network Product design documentation

· The network product has to be accompanied by documentation regarding its development to facilitate proper evaluation. 

NOTE: Specified documentation requirements need to ensure reproducibility of evaluation results while leaving room for different development processes.

· Operational Guidance

· The network product has to be accompanied by Operational guidance. Operational guidance shall explain clearly to purchasers the security implications of security assumptions for the environment.

· Version Management

· The vendor shall provide version management documentation and evidence that such documentation is followed in practice.

NOTE: Required and acceptable evidence needs to be defined by the assurance process description to ensure comparability.

· Flaw remediation

· The vendor shall provide documentation of the flaw remediation process and evidence that such documentation is followed in practice.
NOTE: Required and acceptable evidence needs to be defined by the assurance process description to ensure comparability.

5.2.2.3
Security Assurance Specification writing
It is assumed that the latest version of the 3GPP Security Assurance documents available at the beginning of a particular instance of an evaluation will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is. Evaluations performed in the past remain valid, however, even when a new version of the 3GPP Security Assurance documents is published.
NOTE: Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product class. The 3GPP SAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in 5.2.2.1) is outside of the scope of this study.

Threat analysis

For the threat analysis part of the SAS writing phase, the steps to be accomplished by 3GPP SA3 for a given network product class (or for whatever the final grouping chosen in SECAM is) will be to: 

· List the critical assets of this class (key material, user data in transit, configuration data, …)

· Identify the external interfaces of this class

· Identify threats, i.e. adverse actions than can be performed on assets 
· Identify the level of risk associated with the threats
For features that are standardised in 3GPP specifications, maximum advantage should be taken of existing threat analyses that are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS) or other publications.

Editor’s note: For features that are (to some degree) proprietary and, hence, not (fully) standardised, a way of describing them in a general way needs to be found as, by their nature, no common understanding is generally available to the public. Without a general description of a feature, it may be difficult to perform a threat and risk analysis on it. 
There are many threat and risks analysis or modelling frameworks available for IT equipments and computers networks.  None of them is likely to perfectly fit the needs of SECAM which ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipments. 

Having a look at these threat modelling/analysis frameworks to identify the main threats categories/attack paths could help 3GPP SA3 to move faster for this step of writing the threat and risk analysis in the normative phase of SECAM. It is however not a pre-requisite for deciding on the SECAM methodology in phase 1 and for moving in the second normative phase.

This process is likely to be iterative and there will be some trade-off in terms of time. It is not a goal to be absolutely complete in the threats assessment. What ultimately matters in the threat analysis phase is that the SA3 group gets the feeling that the achieved level of details is good enough to be able to easily derive testable security requirements to cover the risks in a reasonable amount of time.
Security requirements and operational environment assumptions

3GPP SA3 will have to list the countermeasures deemed relevant to mitigate the risks identified in the threat assessment. These countermeasures will take the form of either:

· security requirements with associated test cases (as defined by the chosen methodology for SECAM) 

· or operational environment assumptions that could also be documented in SAS for a given product class 

The same question of time trade-off will apply in the security requirements and test case derivation and writing phase. 

Security requirements are expected to follow a template similar to the one described hereafter:

Template for a security requirement:

Reference: Short identifier based on this format: <feature/capability abbreviation>-<requirement abbreviation>

Description: Short description of the requirement which can include the list of the threats covered by this requirement, and associated rationale.
Test case: List of the tests required to verify whether the requirement is fulfilled.
Target node(s): 3GPP network productclass(es) for which the requirement is relevant. “All” means that the requirement is relevant both for all network product classes listed in clauses 4.4.1 and 4.4.2. “Exposed” means that the requirement is relevant for all network product classes potentially installed in an exposed location (i.e. the network product classes listed in clause 4.4.1). 

5.2.2.4
Accreditation and monitoring rules writing
Certification Body shall describe the rules for accreditation and monitoring of development and test laboratories, whether they are vendors or third-party laboratories. A formalised dispute resolution process for accreditation and monitoring is likely to be required as the denial or delay of accreditation may have far-reaching consequences.

5.2.3
Vendors and third-party laboratories accreditation

NOTE: The final choices and rules for the accreditation and monitoring rules are under the responsibility of the Certification Body This section still describes this process for the sake of completeness by giving examples of possible rules.

In order to be allowed to conduct the evaluation, the vendors or third-party laboratories must demonstrate they have the skills, working practices and resources to participate in the process.

This can be achieved e.g. by a combination:

-
an evaluation of general methodology skills (through an ISO 17025 accreditation – applicable to vendors test laboratories or third-party test laboratories only)

· a quality qualification of the vendors 
· an “audit and accreditation” by the Certification Body to demonstrate that the Evaluators have the necessary skills. It would be up to the Certification Body to indicate how the evaluator can demonstrate their competency in conducting an evaluation for conformance to 3GPP SAS requirements.

The quality and reliability of this demonstration is of paramount importance to the integrity of the scheme.

Figure 4 hereafter shows the main phases of an accreditation processes.
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Figure 4: Accreditation of vendors or third-party laboratories by Certification Body
5.2.3.1
Methodology and quality Accreditation

SECAM resorts to recognized national accreditation bodies to assess the methodological practice of testing laboratories, whether they assess compliance or vulnerability. It also relies on these bodies for the Quality Qualification for Vendors

Example of national accreditation bodies are:

· ANSI, ANAB, or A2LA in USA;

· ACCREDIA in Italy;

· COFRAC in France;

· DAkkS in Germany;

· UKAS in United Kingdom;

· JAB in Japan;

· KAB in Republic of Korea;

· etc.

Quality qualification for Vendors
To ensure that the manufacturer's design, development and manufacturing processes are, and remain, compliant with a recognised quality assurance standard, the manufacturer's quality system must be under regular review as part of an accredited activity via for example an ISO 9000 or an appropriate regional equivalent accreditation. 

Methodology Accreditation for vendors or third-party testing laboratories

To ensure that the methodological practice of vendors or third-party testing laboratories are, and remain, compliant with a recognised standard, the vendors or third-party testing laboratories must be under regular review as part of an accredited activity via for example an ISO 17025 or an appropriate regional equivalent accreditation. 

5.2.3.3
Audit and accreditation

The accreditation is performed by the Certification Body, and consists in: 

· assessing the skills of the vendors or third-party laboratories in conducting an evaluation for conformance to 3GPP SAS requirements for a given network product class or range of classes;

· assessing the compliance to Vendor Development Process Assurance process

· assessing the compliance to Test methodology (for compliance and vulnerability tesing laboratories).

One can be accredited for Vendor Development process, compliance testing or vulnerability testing, or for all three of them. Certification Body monitors the process through an audit. The accreditation is typically performed during a trial evaluation session where the testing laboratory demonstrates its skills to an auditor from the Certification Body by undertaking the tests on a concrete network product.

NOTE: An accreditation might only be applicable to a given LTE network product class, since it assesses the technical skills of the testing laboratories. The definition of the coverage of the accreditation (for one or for several network product classes, for development, and/or for testing) is under the responsibility of the Certification Body which will have to deal with the cost/complexity/assurance trade-off. It should be avoided that laboratories, by a vendor or a third party, should have to obtain a large number of accreditations

5.2.4
Evaluation and evaluation report

Editor’s Note:  The following description is for the initial evaluation and certification of a network product. How to deal with updates of the product over its lifecycle and which steps are to be conducted again to get a new certification is FFS.

5.2.4.1
Development process and SAS instantiation
The vendor shall provide the following documents to the compliance testing laboratories and to the operator:
· the assurance documentation requested by the security assurance process, e.g.

· The design documentation [free-form]

· The operational guidance [free-form]

· The version management plan [free-form]

· The flaw remediation documentation [free-form]

· an instantiation of SAS (see below)

The SAS instantiation will include at least the following information:

· Identification of the SAS being instantiated

· Description of the 3GPP network product

· Identification of the 3GPP network product by means of model / type numbers, brand names and manufacturer details

The Security Assurance documentation will include at least the following information:

· Complete technical description of the 3GPP network product to be evaluated: block diagram, services running, operating system type, firmware build version, service pack levels, network applications running and so on

· Any special instructions to setup the 3GPP network product in a secure way (e.g. a user guide and installation measures)

· Features and specifications

· Control of changes in hardware and/or software configuration (e.g. version management)

· Description of the management of 3rd party vulnerabilities, vulnerabilities discovered within the vendors’ development cycle and vulnerabilities discovered in customer networks
· Description of the secure software assurance lifecycle in place to maintain and product evidence of the quality of the code. It encompasses software code that has been developed by a vendor, delivered by a 3rd party contractor and 3rd party applications or products including open source software
5.2.4.2
Compliance testing

The compliance testing laboratories shall provide the following documents to the vulnerability testing laboratories and to the operator:
· The test procedures [following SAS]

· The test results [following SAS output format indications]

The security compliance of a network product is its compliance to a defined set of security requirements. The security requirements set will be provided in the security assurance specification following the template of 5.2.2.1. Many examples of requirements are available in Annex A.2. It is worth noting that a test case is defined for every security requirement. 3GPP SAS specifications provide guidelines for the type of tools to be used for the validation of these tests. This test case describes the validation technique to be used by the compliance testing laboratories as well as the expected outputs to provide in the evaluation report. 

Compliance testing laboratories execute the tests contained in the 3GPP SAS for the evaluated network product as described in the test cases, collect evaluation evidences and include them in the final security compliance report, which will include at least:

-
Declaration about who carried out the tests (e.g. self-evaluation or third party Evaluators).

-
Copies of other security related third party certificates and test reports of previous evaluation (internal and/or third party), if appropriate and available.

-
Test data and list of test tools and used methods as well as a rationale for declaring the tests as passed or not considering the outputs. 
-
Network products/features tested and reasons for not testing where applicable.
-
List of the security requirements of the 3GPP SAS not compliant and associated gap. 

-
Remediation plans for each of the identified gaps in the security compliance testing.

-
A prioritised list of the vulnerabilities discovered during phase 2 with the associated risks to which the operator can be exposed to.

-
Remediation plans (workaround, patches, new feature, release date…) for each of new identified vulnerability in phase 2.

-
A list of new requirements for security compliance and associated test results if applicable (see note below)

NOTE: Additional security requirements may be added in the evaluation report by the vendor/operator where the 3GPP SAS has not included the requirement. These new security requirements will be evaluated for information but will not influence compliance with the 3GPP-defined SAS. These new security may be submitted to 3GPP for inclusion an update of the relevant SAS.

Vendors, operators or other bodies can propose new security requirements for addition to 3GPP standards (SAS) if a new threat or vulnerability has been identified. This gives SA3 the flexibility to continuously review and improve their security compliance checklist. 

5.2.4.3
Vulnerability testing

The vulnerability testing laboratories shall provide to the operator:

· The test procedures  [following Test methodology]

· The test results [following SAS output format indications]

Editor’s note: Threat assessment data and description of key assets of network products provided by the vendors will help the evaluator in understanding the product under evaluation. It is FFS which documents are needed to fulfil this need.

5.2.5
Operator security acceptance decision

The operator examines the network product, the compliance reports and the testing laboratories certificate published by the Certification Body and decides if the results are sufficient according to its internal policies. In particular, the operator can perform a sample of the compliance or vulnerability tests, based on the delivered test procedures.

5.2.6
Certification

5.2.6.1
Monitoring

The Certification Body monitors three kinds of accredited actors within the scheme:

· Vendors development processes, which are expected to comply with the Security Assurance Process

· Compliance testing laboratories, which are expected to comply with the Test Methodology and skills requirements

· Vulnerability testing laboratories, which are expected to comply with the Test Methodology and skills requirements

Monitoring activities lead the Certification Body to maintain the status of these actors (accredited or not accredited)

5.2.6.2
Dispute resolution

The Certification Body must provide a process to resolve conflicts when an accredited operator shows evidence of inconsistencies in:

· Vendor Development process activities (inconsistencies in analysis of compliance against Security assurance process);

· Compliance testing laboratories activities (inconsistencies in analysis of compliance against SAS);

· Vulnerability testing laboratories activities (inconsistencies in analysis of residual vulnerabilities).

The Certification Body typically performs a supplementary audit on vendor / third-party laboratories premises and updates their accreditation records.

In the event that evaluation findings in the evaluation report are in dispute for a certified network product (for example: by re-doing the tests an operator finds opposite results to the ones provided by the vendors or third-party laboratories in the evaluation report), this methodology also provides a conflict resolution and revocation mechanism. This case is believed to be rare and would arise if one or several of the actors (vendor or third-party laboratories) are cheating in the evaluation or compilation of evaluation results of a 3GPP network product. 

The entity responsible for deciding that a certificate declaration should be revoked, based on the evidences and the details of the dispute procedure, is the certification body. GSMA might be a good candidate as they are already involved in GCF and GSMA SAS scheme (http://www.gsma.com/technicalprojects/fraud-security/security-accreditation-scheme).

At the end of the dispute procedure, if the entity responsible for it decides so, the network product certificate would be revoked and added to the network product certification revocation list.

5.2.7
Summary of SECAM deliverables

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	· 
	Consensus on threats [temporary document]
	3GPP

	
	· 
	Security Assurance process
	

	
	· 
	Security Assurance Specifications for the network product class listed in section 4.4

· eNodeB

· H(e)NB

· Mobility Management Entity (MME)

· Serving GPRS Support Node (SGSN)

· Serving Gateway (S-GW)

· PDN Gateway (PDN GW)

· Security Gateway

· Home Subscriber Server (HSS)

· PCRF

· AAA server
	

	
	
	Testing laboratories accreditation and monitoring rules

Test methodology and skills requirements
	Certification Body / GSMA

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Evaluator audit and accreditation
	Compliance testing laboratories certificate

Vulnerability testing laboratories certificate
	Certification Body / GSMA

	Evaluation
	SAS instantiation
	Instantiation of SAS
	Vendor

	
	Vendors Development process compliance
	Design documentation [free-form]

Operational guidance [free-form]

Version management plan [free-form]

Flaw remediation documentation [free-form]

Developer security measures [free-form]
	

	
	Security compliance testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	Vendor or third-party



	
	Security vulnerability  testing
	Test procedures  [following Test methodology]

Test results [following SAS output format indications]
	

	Certification
	Operator security acceptance decision
	Operator security acceptance decision
	Operator

	Dispute resolution
	 -
	Operator claims


	


