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1. Overall Description

1.1 Direct Service Delivery

SA3 would like to thanks SA5 for their clarification request related to privacy and user consent handling for new MDT use cases of SON. SA5 requested clarification of the term direct service delivery
The privacy protection is related to the service the user has signed up to in a contract with the operator. The operator can collect and process data needed to be able to deliver such service. 

Therefore in the first mentioned scenario:

“in a case where the interference for a session must be decreased (automatically), otherwise the session will be dropped. This would not need user consent, as direct service delivery is affected.”

The service (i.e. session in this scenario) can not be continued, i.e. the service can not be delivered without the operator collecting and process the MDT/SON related user data. Therefore the data collection is directly linked to a service delivery.

For the second scenario, 
“A second interpretation is that it is related to the maintenance of overall network quality: E.g. in the case where detection of a hole in the LTE coverage must be possible, otherwise it would lead to handing over UEs to another RAT like GSM. This would not drop the session, but the bit rate is most probably severely decreased. But to detect this condition and to (automatically fix it) might take much longer time than the session itself.”

if the user (customer) has subscribed to a service, then the operator can collect customer network data to be able to deliver this service. If there is a problem that can directly be linked to a problem of delivering a service to a specific user, then the network can take needed measures to fix this. But collecting data “just to see if a problem appears” without user consent is seen as excessive data collection and is not advised.
A third interpretation in SA5 was that network data collected for the purpose to improve the network can be considered as related to service delivery (and thereby does not need user consent), as long as the data is not delivered or sold to third party or used for other business purposes. 

This generic privacy interpretation, that the user related network data collection can be done for the purpose of improving the network and the network service, may pose a too wide interpretation, even if the data is not used with third companies. The generic data collection can not be directly linked to a delivery of a service to the user. If one would follow this line of argument to allow without user consent generic service related user data collection, any shop would be allowed to collect whatever data that is somehow potentially relevant for their products (e.g. a clothing shop could use a camera to guess your age and store the information). Therefore SA3 believes that this can not be done without user consent.
1.2 Identity
The TMSI was introduced as an eavesdropping protection, but in the SON/MDT case the MME has already the TMSI to IMSI binding, hence usage of TMSI does not make a difference here from privacy perspective. 
It is suggested, if nodes contain that data and use it for MDT/SON, to pool the data to make individual measurement non-linkable to a particular user or identity. To achieve the “link” between the broken and the non-broken session, new identifiers are suggested that have no linkage with existing user identities like IMEI/ISMI or TMSI.

If data is fully anomized, then user consent is not needed. If the device / user is still identifiable (even if it requires some effort), then the “service relationship” above should be taken into account.
SA3 recommends also to consider the definition of a storage time of the MDT and SON related data and to restrict it to the minimum time technically feasible and legally possible.

2. Actions:

To SA5 group:
SA3 kindly asks SA5 to take the provided information into account.

3. Date of Next TSG-SA3 Meetings:

TSG-SA WG3 Meeting #72
8-12 July 2013
Qingdao, China

TSG-SA WG3 Meeting #73

11-15 Nov 2013
US
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