-


3GPP TSG SA WG3 (Security) Meeting #71 
(S3-130311
Valencia, Spain, 8-12 April 2013

revision of S3-13abcd
Source:
Ericsson, Deutsche Telekom
Title:
Clarification regarding the term self-certification
Document for:
Discussion and decision

Agenda Item:
8.3 Study Item on Security Assurance Methodology for 3GPP Network Elements
Work Item / Release:
FS_SECAM / Rel-12
1
Introduction
The term "self-certification" was frequently used in SA3 during the initial discussions on SECAM. Due to the confusion of the terms meaning, SA3 decided to use a more exact terminology which makes a clear distinction between certification and declaration. 

An attempt was made to capture this in a note below the definition of a Certificate Authority. However, the note is not entirely clear, and does not capture that different combinations of the processes self-evaluation, evaluation without accreditation, third-party evaluation and self-declaration more accurately describe the intended function.

Those places in the TR that still use the term "self-certification" are updated accordingly.

It is proposed that the note is deleted and that the text below is agreed for inclusion in TR 33.805.
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*** BEGIN CHANGES ***

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

Security Assurance Specification: For convenience and neutrality of method, the document describing the security assurance requirements produced by the method in this study item will be referred to as a Security Assurance Specification (SAS).

3GPP Security assurance methodology: Security assurance methodology is a process used to measure the security features of 3GPP network products studied and described in this document.

Accreditation: Formal recognition by an accreditation body that a testing laboratory is impartial and competent to carry out specific tests or types of assessments. In the context of SECAM, it would be recognition that a testing laboratory is competent to assess the 3GPP network product against the requirements from the 3GPP SAS and to produce an evaluation report.

NOTE: If an accreditation body is not chosen for SECAM by 3GPP or GSMA (TBD), it will not be possible to know how widely the evaluation results will be recognized. For example, if the accreditation lab chosen by a vendor for evaluation (self-evaluation or third-party evaluation) is not recognized by a country where the products are to be sold, then the evaluation results would become equivalent to self-evaluation without accreditation in this country.
Self-declaration: Self-declaration is a declaration of the claims made on the network product by the vendor. It means that a vendor issues a statement that its network product meets all the requirements from the 3GPP SAS and went through  the 3GPP SAS test cases. In a self-declaration the vendor may provide evidences proving this statement but it does not have to.
Evaluation without accreditation: Evaluation as defined below in self-evaluation or third-party evaluation but without accreditation of the labs in the country where the Security Assurance process is required.
Self-evaluation: Self-evaluation is an assessment of the network product by the vendor. It means that the vendor has an accredited evaluation lab in its organization that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure.
Third-party evaluation: Third-party-evaluation is an assessment of the network product by an independent third-party. It means that a third-party has an accredited evaluation lab that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Third-party evaluation is similar to self-evaluation. The only difference is that the party performing the evaluation is different from the vendor.
Certification: Certification is the confirmation by an independent Certification Authority that the evaluation has been properly carried out. That is, a confirmation that the evaluation criteria, evaluation methods and other procedures have been correctly applied and that the conclusions of the evaluation report are consistent with the evidence adduced. The Certification Authority does not test the network product or verify the security functionality of the network product. The Certification Authority examines the evaluation report. If the Certification Authority finds the evaluation report satisfactory, it issues a certificate stating this fact.
Certificate: The certificate is the official document attesting that the evaluation of the 3GPP network product against the 3GPP security assurance specifications was conducted correctly and was successful. This document is provided by the third-party certification authority. The certificate provides the value that an operator that trusts the Certification Authority can feel more assured about that the network product fulfils the claimed security level.
Evaluator: evaluates the network product and produces an evaluation report. The vendor, the operator, GSMA, NVIOT, 3GPP, GCF or some other party, could take the evaluator role. 

Auditee: The Auditee is the 3GPP network product vendor who is to be evaluated. The Auditee is responsible for supplying all necessary information to the evaluators at the beginning of the evaluation.

Certification Authority: the entity responsible for the certification process.

Accreditation Authority: the entity responsible for the accreditation process.

Network product class: A network product class is the generic class of network products that all implements a set of 3GPP defined functionalities. A network product (TBD) refers to the concrete implementation of this product class by a given vendor.

Editor’s Note: The term ‘node’ is still used in many places. A clarification of its use with respect to the terms ‘network product ’or ‘network product class’ may be needed.

*** NEXT CHANGE ***
4.5.2
Security assurance process

The security assurance process describes how the operator gets assurance regarding the security of the network product. The process is depicted in Figure 4.5.2.1-1. If there are any regulatory requirements on security assurance of the network product, they will for the purpose of this process model be considered being included in the acceptance requirements of the operator.

When a vendor is ready to provide security assurance w.r.t. a given network product, the vendor obtains one or more Security Assurance Specifications that the network product is aiming to fulfil. Choice of which SASes to select may depend on operator and/or regulatory input. Then the product is evaluated against the Security Assurance Specification(s). During this step, information may need to be exchanged between the evaluator, the vendor and/or the operator. The evaluation results in an evaluation report. The roles are described in clause 4.5.3; see that clause for a definition of the evaluator role. 

There are two alternatives how to proceed from this point. The choice of alternative depends on whether the operator requires a certification to accept the evaluation or not. If the operator requires certification of the evaluation, a certification authority has to examine the evaluation report and issue a certificate if satisfied. If, on the other hand, the operator does not require certification, the certification can be ignored and the operator receives only the evaluation report. Note that the party doing the evaluation may be the same party that issues a certificate. However, since certification is only an optional addition in the process, it is beneficial to separate the evaluator role and the certification authority role; see clause 4.5.3 for further descriptions of the roles.

Editor’s note: The content of the evaluation report and the confidentiality issues associated to it are FFS.

Once the operator received the evaluation report, and possibly an indication of whether the network product passed certification, the operator takes a decision to either accept the security assurance level of the network product or not. The operator's acceptance decision may depend on external forces such as regulatory requirements.
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Figure 4.5.2.1-1 Security assurance process. The text "- OR –" in the figure indicates that the evaluation report may be provided directly to the operator or that it may be subject to certification first.
Note that the certification step is optional for use in addition to being optional to be defined by the methodology.
NOTE: a commonly used term in the context of certification is so called "self-certification". Since this technical report needs to use more granular concepts, such as self-evaluation with and without accreditation in combination with self-declaration, third-party evaluation in combination with self-declaration etc., the term "self-certification" is too coarse and hence not applicable. However, this does not rule out that self-evaluation without certification can be performed. 
Naturally, this is an idealized process description. In reality, there may be iterations of the process or iterations of parts of the process. For example, when the vendor provides an update of certain dignity to the network product, the existing evaluation report may have to be updated. Following that, possibly a re-certification and a new operator acceptance decision has to be taken.

*** NEXT CHANGE ***

6 Criteria for the evaluation of the methodologies

Editor’s Note: This chapter will list the criteria that will be used to evaluate the proposed solution (type of attacks conducted, reproducibility of the tests, costs, international recognition, need for coordination with other bodies ...) 

Editor’s note: Part of the methodologies relates to producing SAS another part of the methodologies relates to evaluating how product are fulfilling requirements of these SAS. Criteria’s addressing both aspects have to be defined.

The 3GPP security assurance methodology under consideration should be evaluated based on the following evaluation criteria: 
NOTE: Effort required for security assurance should be commensurate with confidence gain. Therefore candidate methodologies may not necessarily need to meet all the criteria of this section in order to be considered viable.

· Reproducibility – ability of a particular 3GPP security assurance methodology to produce identical results when applied to the same target at a different time, place, or by a different actor
· Repeatability (or test-retest reliability) – ability of a particular 3GPP security assurance methodology given identical inputs and conditions to produce identical test results
· Ability to model different attacker potentials and different operational environments, allowing traceability and verification of security requirements’ sufficiency with respect to attacker/environmental assumptions.
· Current as well as anticipated international recognition – an official acknowledgement and mutual acceptance of a particular 3GPP security assurance methodology as well as its evaluation results by various agencies, consortia, and standard bodies belonging to more than one country. Anticipated international recognition, as well as current international recognition have to be considered when evaluating a particular 3GPP security assurance methodology

· Coordination with other standards bodies – established use or consideration for certification by standard bodies other than 3GPP 

· Expandability – ability of a particular 3GPP security assurance methodology to be expanded to a different industry

· Component isolation and the ability to reuse pre-certified components – ability to isolate a component of a system for its certification and subsequent re-use as a pre-certified element of another system

· Duration and complexity (cost) of testing cycle – each 3GPP security assurance methodology has anticipated complexity and duration of its testing cycle. In many circumstances, shorter anticipated duration and lower levels of complexity are preferable
· Ability to offer incremental testing, as well as the duration and complexity (cost) of such incremental testing cycle – each 3GPP security assurance methodology might have an anticipated complexity and duration of its testing cycle when an already certified 3GPP product is updated or modified.

· Current as well as anticipated adoption rate – some methodologies have better adoption rate in the telecom industry than others. Anticipated adoption rate, as well as current adoption rate have to be considered when evaluating a particular 3GPP security assurance methodology

· Third party or self testing options – some methodologies allow self-evaluation and self-declaration by manufacturers, while some other schemes allow only of independent, third-party testing by dedicated agents. This property has to be considered when evaluating a particular 3GPP security assurance methodology

· Ability of the 3GPP security assurance methodology to provide measurable results – measurable results of the process is considered to be one of the important properties which has to be considered when evaluating a particular 3GPP security assurance methodology
Editor’s note: The use of the word “measurable” is still to be defined.

· Ability of the 3GPP security assurance methodology to allow specifying a set of tests to be performed on the target nodes – this possibility is fundamental to verify if security requirements are correctly implemented on the target nodes.
· Ability of the 3GPP security assurance methodology to support different security assurance levels. The level states at what depth and rigor the network product was evaluated.  The intent of the higher levels is to provide higher confidence that the network product’s principal security features are reliably implemented.

Editor’s note: Elaboration on what security assurance level means is FFS. The levels need to capture both assurance levels and security levels independently.
· Ability of the 3GPP security assurance methodology to support different categories corresponding to the hardening levels of the network products. The intent of this distinction is for the security objectives to reflect the differing security requirements due, for example, to the exposed or unexposed location of a network product. A network product is to be evaluated under one hardening level or another, but not to be evaluated and certified under multiple different levels.
NOTE: Whether it is desirable for a higher hardening level to be inclusive of, and incremental to a lower one is TBD. Such level inclusiveness is to be defined by each methodology.

Editor’s Note: Definition of exposed or unexposed location of a node is FFS.
· Ability of the 3GPP security assurance methodology to focus on the part of the network product which is relevant for the evaluation of the network product according to SECAM (‘scoping of network product’).
Editor’s Note: It is FFS what is relevant for evaluation according to SECAM, in particular whether it suffices for such an evaluation to evaluate against SASs, or whether the evaluation can go beyond this and consider threats not addressed by any SAS.
· Ability of the 3GPP security assurance methodology to support metrics for measuring and comparing improvement in product security from release to release
· Agility - Ability of the 3GPP security assurance methodology to adapt quickly to new development of attack vectors, tools and techniques.
· Effort, e.g. "time", "money", "human resource", required for the continuous usage and maintenance by 3GPP of the security assurance methodology.
*** NEXT CHANGE ***

Annex C:
Self-evaluation and Self-evaluation with Third-party Certification Analysis
As shown in section 4.5.2 and figure 4.5.2.1-1 copied below, the vendor can take the Evaluator  role and issue a self-declaration; this is what sometimes referred to as "self-certification", but for clarity of definitions, this term is not used in the present document. The Certification Authority role can be taken by an independent entity, e.g., GSMA, NVIOT or CCRA, which would in this case be a third-party certification.
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Figure 4.x.3.1-1 Roles involved in the security assurance process. The text "- OR –" in the figure indicates that the evaluation report may be provided directly to the operator or that it may be subject to certification first.

As it can be seen on the diagram above, the self-declaration step corresponds to giving directly the self-evaluation report from the vendor to the operator. So the wording “self-certification” is a synonym to “self-evaluation” plus self-declaration. As this wording is not used anywhere else in the Security Assurance world, it is proposed not to use the wording “self-certification” anymore in the TR to avoid confusion.


The following text and table will clarify the differences between “self-evaluation” plus "self-declaration" (formerly called self-certification) and self-evaluation with third party certification of the evaluation results.

(1)
Should supporting certification be a criterion for evaluation of methodologies?
Some methodologies can support third-party certification; other methodologies support only self-evaluation without certification of the results. In order to select the methodology, supporting certification should be a criterion since it will impact the methodology selection.  
(2)
Should self-evaluation be a requirement for all methodologies?
Not all existing methodologies accept self-evaluation. For example, when the CCRA recognition is needed, the CC framework only supports third-party evaluation and certification. Thus methodologies that only support third-party certification will be excluded if self-evaluation is a requirement. 
Therefore support of self-evaluation should not be a requirement for evaluation of the methodologies.
(3) What is the difference between self-evaluation and self-evaluation with third party certifications?

The analysis of the two approaches considers the following dimensions: certification authority, time and cost effectiveness, confidence of assurance level. 

NOTE: 
This analysis  is not intended to value self-evaluation based methodologies or self evaluation + third-party certification based methodologies but to look at what the trade-off in terms of cost, time and assurance level is, in case there is a third party certification at the end of the process or not.

The analysis is as follows:
	No.
	Dimension
	Self-evaluation 
	Self evaluation + Third-party certification 

	1
	Certification Authority
	None
	Authorized existing certification authorities (e.g., GSMA, NVIOT or CCRA)

	2
	Time and cost for certification
	Not applicable
	The third-party certification authority needs and to be able to decide if the evaluation report gives sufficient evidence that a proper evaluation of the network product has been conducted. 

Cost and time is increased due to the third-party certification, but can be fixed as the evaluation is carried out by the vendor.

	3
	Confidence of assurance level
	The assurance level can be abused. More confidence in the assurance level can be achieved if the methodology mandates accreditation of the evaluator in order to demonstrate they have the skills, working practices and resources to conduct the evaluation (e.g. using quality/security standard ISO 17025, etc.)
	High confidence in compliance with the assurance level. 




It can be seen from the above table that addition of third-party certification at the end of the process provides a higher confidence of the assurance level but increases time and cost. 
*** END OF CHANGES ***
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