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Abstract of the contribution: 
This contributon gives an analysis of the current authentication and key agreement procedure for non-3GPP access in EPS, and proposes a solution to minimize the impact of fake SSID/OUI.
1 Introduction
To solve the key issue 1 proposed in TR 23.865, ANDSF selection policies is recommended to be extended to support selection policies based on Realms and/or Organizational Unique Identifiers (OUIs) which are supported by Hotspot 2.0 compliant WLAN networks . Using these parameters and SSIDs in WLAN selection policies may create several attacks which are detailed in TR33.865 section 4.2 Support WLAN access through roaming agreements.
This proposal gives an analysis of the current authentication and key agreement procedure for non-3GPP access in EPS, and a probable solution is given to minimize the impact of fake SSID for the key issue in section 4.2 of TR33.865.
2 Analysis 

In current specification TS33.402, the EAP-AKA’ procedure is used for mutual authentication and key agreement when the non-3GPP access is treated as trusted non-3GPP access network. In this case, the UE and HSS will derive a new authentication vector by using the access network identity as one of input parameters. The UE checks that the identity it has received over the air is the same as the identity the AAA server has given via EAP-AKA’. So it becomes impossible for the access network to tell one identity to the AAA server and another one to the UE. The use of EAP-AKA’ can prevent fake access network attacks which describes in section 4.2.2 of TR33.865.

However, if the UE does not choose a trusted access network, the EAP-AKA’ procedure will not be performed. Then the UE cannot be able to check the identity it has received over the air matches the identity the access network has given to the AAA server. The attacker could then act as a lying access network and use fake SSID/OUI and cause the threats in key issue of section4.2.2.Therefore, a method should be provided to gurantee the UE to select a tusted access network as much as possible for implementing the EAP-AKA’ procedure at the access network selection stage. The following candidate solution can be considered.

It can be achieved by extending the ANDSF selection policies to support security parameters of selection policies. When the UE sends a request to ANDSF server for selection policies, the ANDSF sends a response to UE which includes the security related information and the policy.The security related information can be the trust relationship of non-3GPP access network which can be used to indicate that for example “trusted WLAN have the higher access priority than untrusted WLAN”. The UE stores the received security related information and the policies based on it if these information is not stored or changed in UE. Based on these stored information, the UE selects the most suitable trusted WLAN access network for accessing and initiates EAP-AKA’ authentication procedure for establishing connection with the selected WLAN access network. In addition, the security related information and the corresponding policies can also be transmitted to UE by policy update procedure which is triggered by ANDSF.
3 Proposal

It is kindly proposed to include the following PCR in TR33.865.
***************************** Start of changes ******************************
X
Solutions
X.1 Solution: Solution of supporting security parameters of selection policies 
X.1.1 Description

In current specification TS33.402, the EAP-AKA’ procedure is used for mutual authentication and key agreement when the non-3GPP access is treated as trusted non-3GPP access network. In this case, the UE and HSS will derive a new authentication vector by using the access network identity (i.e., “WLAN” as the access network identity for WLAN AN) as one of input parameters. The UE can check that the identity it has received over the air is the same as the identity the AAA server has given via EAP-AKA’ which is specified in TS33.402[] and TS24.302[].
However, if the UE does not choose a trusted access network, the EAP-AKA’ procedure will not be performed. Then the UE cannot be able to check the access network identity.. 
It can be achieved by extending the ANDSF selection policies to support security parameters of selection policies. When the UE sends a request to ANDSF server for selection policies, the ANDSF sends a response to UE which includes the security related information and the policy.The security related information can be the trust relationship of non-3GPP access network which can be used to indicate that for example “trusted WLAN have the higher access priority than untrusted WLAN”. The UE stores the received security related information and the policies based on it if these information is not stored or changed in UE. Based on these stored information, the UE selects the most suitable trusted WLAN access network for accessing and initiates EAP-AKA’ authentication procedure for establishing connection with the selected WLAN access network. In addition, the security related information and the corresponding policies can also be transmitted to UE by policy update procedure which is triggered by ANDSF. 
Editor’s Note: It is FFS how to extend ANDSF policies for security selection preferences. It is FFS which threats this solution solves. 
Editor’s Note: The analysis should take into account that an ANDSF security policy to prefer trusted WLAN accesses may be in contradiction with other preferences for network selection. 
Editor’s Note: Untrusted WLAN access network may also use EAP-AKA’ procedure which is specified in clause 6.4 in TS33.402 [].It should be analysed if that has impact on the proposed ANDSF security policy.
X.1.2 Impacts on existing nodes or functionality

The ANDSF access selection policies need to be extended in order to include additional selection preferences.
X.1.3 Evaluation
***************************** End of changes ******************************
