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1 Introduction and proposal
This contribution is a merge of S3-130313 and S3-130462. It proposes to address an LS received from GSMA SG during the last meeting. The LS from GSMA SG was document number S3-130182 replied to in S3-130251.
S3-130182

“SG would like to see small cell equipment included as these elements pose an emerging threat as they have been the subject of much security researcher and hacker attention in recent times.”
Response in S3-130251

“SA3 would like to confirm that it will be decided in the course of this work which, if not all, network elements would be subject to 3GPP network element security assurance and hardening requirements. There is no reason to assume that SECAM results would not be applicable to specific form factors of base stations. But it might be needed to coin accurate technical definitions (specifically, the split of functions) for marketing terms like femto/pico/small cells in order to select suitable requirements.”
“small cell” is not defined in 3GPP specification where the split is made between eNodeB and Home(e)NodeB. The form factor of the eNodeB itself (micro, pico, ...) is not considered in the security architecture. The Small Cell Forum defines “small cell” as follow:
“Small cells provide improved cellular coverage, capacity and applications for homes and enterprises as well as metropolitan and rural public spaces. 

Types of small cells include femtocells, picocells, metrocells and microcells – broadly increasing in size from femtocells (the smallest) to microcells (the largest). Any or all of these small cells can be based on ‘femtocell technology’ - i.e. the collection of standards, software, open interfaces, chips and know-how that have powered the growth of femtocells.”
http://www.smallcellforum.org/aboutsmallcells-small-cells-what-is-a-small-cell
As long as the split of function is not clear, it will not be possible for SA3 to undertake the risk analysis for these equipments. It is assumed than GSMA SG meant Home(e)NodeB when talking about small cells.
China Mobile, China Unicom pCR seems to advocate for the inclusion of H(e)NB device in the scope of SECAM. The changes to the original pCR proposed below do not change the intention but clarify the proposal.

***
START OF CHANGES
***

4.4 3GPP Network Products subject to Security Assurance Specifications
4.4.1 Access Network

For this study the following access network product is in the scope:

1.
eNodeB
NOTE: SECAM Security Assurance Specification will cover network product classes. There is no reason to assume that SECAM evaluation would not be applicable to specific form factors of base stations (metrocells, microcells) as long as the functions and interfaces of theses small form factor base stations are the same as the ones of an eNodeB network product class.
2. H(e)NodeB
NOTE: Considering that H(e)NBs rely on a different security architecture with a different functional split, they are considered as a different network product class for SECAM.
***
END OF CHANGES
***
