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Abstract of the contribution:
This is a pCR implementing the findings in the companion discussion paper in S3-130408.

Here revisions of the text from S3-130410 are shown. For the clean pCR, see below.
6.2.5
Verification of PWS warning notification message

6.2.5.1 
Enabling and disabling of warning notifications processing according to TS 22.268
<<Note to editor, here text from 6.2.5 >>

6.2.5.x Lack of integrity-protected signalling from the network



There are at least two cases where no integrity-protected NAS signalling from the network is available: 

· The UE cannot establish any signalling connection with the network as the UE is in limited service state.

· The UE is connected to a GSM network.

NOTE: Solution 5 proposes enhancing GSM networks with integrity-protected signalling at the NAS layer. It should be noted, though, that solution 5 would provide only partial protection to users with a SIM, and would, even if agreed, apply to GSM networks from Rel-12 onwards only. 

When integrity-protected NAS signalling is lacking then only the following three options are possible to avoid the above-mentioned attacks: 

· Option A): All countries introduce PWS security at the same time.
· Option B): A UE with PWS security enabled is required to discard all unprotected warning messages when it cannot authenticate the network.
· Option C): A UE with PWS security enabled is required to discard all unprotected warning messages when it determined through a verification process other than through 3GPP-defined signalling that the network should support PWS security. 

Hereby, the local verification process for option C) rests on the following three assumptions: 

· Ci): Whether PWS security is supported or not is not a property of an individual network, but of a regulatory domain, e.g. a country, and would then apply to all networks in that regulatory domain.

Editor’s Note: this assumption needs to be checked with SA1. 

· Cii): Information about the regulatory domains that support PWS security has been securely provided to the UE. 

Editor’s Note: Possible means for this secure provision include lists managed by the home operator in the USIM or the non-volatile part of the ME memory. Other means are ffs. 

· Ciii): A UE, possibly with the support of the human user, is able to tell, in which regulatory domain it currently is, independent of any messages from the network.

Editor’s Note: A possible means to realise Ciii) is GPS support in the UE, which, however, may not be assumed for all terminals. Another means is that human users are aware of the regulatory domain, e.g. the country they are currently in, and give corresponding feedback to the terminal. The precise nature of this feedback is ffs.  
The local verification process for option C) then proceeds as follows: A UE determines by means of Ciii), in which regulatory domain it currently is, then checks whether PWS security should be supported by means of Cii). 

NOTE: Ciii) may be needed even if an integrity-protected message from the visited network is available as this message could have been relayed from a network in a different country. This would be possible even for UMTS. 

NOTE: Option A) may be difficult to achieve. Option B) would lead to a secure PWS security solution, but it would seriously restrict the usefulness of PWS as it may prevent the reception of life-saving warning messages.

Considerations on public key distribution: 

If UEs cannot receive public keys from the network through any form of signalling or user plane interaction, e.g. when the UE is in limited service state, the required information for verifying signed warning messages has to be provided by other means, e.g. through various forms of previous interactions between UE and network. The required information would be available at least for the implicit-certificate-based approach (solution 6 in the present TR) where root CA public keys are installed in the UE at manufacturing time or when the UE is switched on for the first time, and the CBE public keys are implicitly distributed by broadcast as part of the warning message. 

Editor’s Note: For other solutions in clause 7 of the present TR, public key distribution in a situation where the UEs cannot receive public keys from the network through any form of signalling or user plane interaction is ffs.  
Pseudo Change Request

*************************START OF CHANGES*********************************
******* Start of Change 1 *****
6.2.5
Verification of PWS warning notification message
6.2.5.1 
Enabling and disabling of warning notifications processing according to TS 22.268
<<Note to editor, here text from 6.2.5 >>
******* End of Change 1 *****

******* Start of Change 2 *****

6.2.5.x Lack of integrity-protected signalling from the network

There are at least two cases where no integrity-protected NAS signalling from the network is available: 

· The UE cannot establish any signalling connection with the network as the UE is in limited service state.

· The UE is connected to a GSM network.

NOTE: Solution 5 proposes enhancing GSM networks with integrity-protected signalling at the NAS layer. It should be noted, though, that solution 5 would provide only partial protection to users with a SIM, and would, even if agreed, apply to GSM networks from Rel-12 onwards only. 

When integrity-protected NAS signalling is lacking then only the following three options are possible to avoid the above-mentioned attacks: 

· Option A): All countries introduce PWS security at the same time.

· Option B): A UE with PWS security enabled is required to discard all unprotected warning messages when it cannot authenticate the network.

· Option C): A UE with PWS security enabled is required to discard all unprotected warning messages when it determined through a verification process other than through 3GPP-defined signalling that the network should support PWS security. 

Hereby, the local verification process for option C) rests on the following three assumptions: 

· Ci): Whether PWS security is supported or not is not a property of an individual network, but of a regulatory domain, e.g. a country, and would then apply to all networks in that regulatory domain.

Editor’s Note: this assumption needs to be checked with SA1. 

· Cii): Information about the regulatory domains that support PWS security has been securely provided to the UE. 

Editor’s Note: Possible means for this secure provision include lists managed by the home operator in the USIM or the non-volatile part of the ME memory. Other means are ffs. 

· Ciii): A UE, possibly with the support of the human user, is able to tell, in which regulatory domain it currently is, independent of any messages from the network.

Editor’s Note: A possible means to realise Ciii) is GPS support in the UE, which, however, may not be assumed for all terminals. Another means is that human users are aware of the regulatory domain, e.g. the country they are currently in, and give corresponding feedback to the terminal. The precise nature of this feedback is ffs.  

The local verification process for option C) then proceeds as follows: A UE determines by means of Ciii), in which regulatory domain it currently is, then checks whether PWS security should be supported by means of Cii). 

NOTE: Ciii) may be needed even if an integrity-protected message from the visited network is available as this message could have been relayed from a network in a different country. This would be possible even for UMTS. 

NOTE: Option A) may be difficult to achieve. Option B) would lead to a secure PWS security solution, but it would seriously restrict the usefulness of PWS as it may prevent the reception of life-saving warning messages.

Considerations on public key distribution: 

If UEs cannot receive public keys from the network through any form of signalling or user plane interaction, e.g. when the UE is in limited service state, the required information for verifying signed warning messages has to be provided by other means, e.g. through various forms of previous interactions between UE and network. The required information would be available at least for the implicit-certificate-based approach (solution 6 in the present TR) where root CA public keys are installed in the UE at manufacturing time or when the UE is switched on for the first time, and the CBE public keys are implicitly distributed by broadcast as part of the warning message. 

Editor’s Note: For other solutions in clause 7 of the present TR, public key distribution in a situation where the UEs cannot receive public keys from the network through any form of signalling or user plane interaction is ffs.  
******* End of Change 2 *****
*************************END OF CHANGES*********************************
