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1. Overall Description:

SA3 wishes to thank SA3-LI for bringing the IMEI based Lawful Interception requirements to SA3’s attention. This topic was discussed, including the concept described in SA3-LI’s LS attachment and SA3 is inviting contributions proposing possible solutions for consideration in the next meeting.
In the interim, several key security related points were raised that SA3 would like to bring to SA3-LI’s attention and invite SA3-LI to provide further clarification or guidance on these issues.

1. There was some concern regarding the security of some of the device or interface identifiers being considered in this capability.  There are opportunities to modify these identifiers after manufacture or cause the ME to replace the identifier with a false one when requested by the securing element (such as when reported by the ME to the UICC). Is there still a need to secure the transmission of these identifiers to the core network when the security of an identifier can’t be assured?
2. The question of backwards compatibility in the user’s service behaviour – what is expected for pre-release 12 MEs attempt to attach to a network which supports an IMEI targeted LI, but does not deliver its IMEI in a secure fashion?  Is the user supposed to be denied service in this scenario?
3. Confirm that these requirements only apply to MEs which are operating on a 3GPP RAT and not apply to MEs operating through non-3GPP RATs?  If this is not the case, provide other access technologies which also must be considered.

4. The question was raised regarding the use of existing IMS GRUU’s Instance ID (TS 24.229) – can this be used as the basis of IMEI based IMS Lawful Interception.  If it cannot, what are the LI limitations for the use of this IMS capability?
2. Actions:

To SA3-LI.

ACTION: 
SA3 kindly requests SA3-LI to take this information into account and to consider the above issues and provide clarification or guidance on the requirements for IMEI based Lawful Interceptions in IMS to assist SA3.
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