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1
Introduction
Hardening is discussed in S3-130431, with a pCR for a new subsection, 5.1.X ‘Hardening’ and corresponding discussion content. The reason why the section is needed is not explained. We have concern with the spirit and with the text content of this new subsection. 

1.1 
General comments

While S3-130431 touches concept topic, what is “hardening” and what is “that which is not to be called hardening”, but it does not at all answer this question. Correctness in such separation-labelling is maybe not so important. Important however is that (what is normally termed as) hardening is not downgraded inside the scope of SECAM-type standardisation.

General comments:

· What is the purpose of inserting this new subsection; on only hardening, and what does it bring to the methodology choice? No motivation is given. The impression one gets, therefore, is that ‘hardening’ is a special, hard-to-standardise subject, therefore outside the core targets for SECAM and security assurance work.

· The impression one furthermore gets from S3-130431 is that hardening should, to a sufficiently large extent, remain a vendor-proprietary area. This would be in contrast to industry-efficiency targets of SECAM, namely to align as much as possible e.g. (different operators’) hardening requirements for 3GPP network equipment.
1.1 
Specific comments

Specific comments on text parts in S3-130431:
· Hardening is very platform specific. For example hardening actions differ widely between different types of operating systems. 
Comment:  Are not ‘very’, and ‘widely, to exaggerate? Such statements need to be supported by enough detailed examples, showing approximately how % the actions differ (or are in common). Our experience is that a vast majority of actions are or could well be (formulated) in common. Also, when and if they do differ:  How many types of operating systems are there? We feel that the amount # is not difficult to handle. Therefore, to use that as an argument for keeping hardening measures inside the proprietary domain should be kept to a minimum.
· Typically, hardening is performed by following current best practices for how to lock down equipment.

Comment:  ‘Current best practices’, which are they? Reference? The sentence sounds as if hardening requirements are outside SECAM-type-of-work scope.
· It is up to the vendor to decide how these hardening activities are collected.
Comment:  This statement is not workable. The operator community should be allowed to have hardening requirements for the security in their networks – alignment within SECAM would be a good thing.
· 5.1.x.2
Time of performing hardening

Hardening can be performed in several phases. During the development phase, parts of the hardening that is independent of the environment can be performed. For example, removing unused user accounts. However, some hardening tasks can only be performed when the deployment environment is known. This could be during the deployment phase. An example of this is configuration of filtering rules in a packet filter where the rules need to take into account which addresses should be reachable from the network product and which should not be. 
Comment:  Unclear purpose of this section. Examples given are of poor relevance. ‘Removing unused user accounts’ is, to us, not a hardening measure (rather it points to a lack of a hardening measure; automatic locking of unused user accounts). ‘Configuration of filtering rules’ (addresses) is more of basic deployment activity (when wrt addresses), than being called a hardening measure. A section of this type, if wanted, needs to better state example of which hardening measures cannot be built-in before deployment.
· 5.1.x.3
Hardening information provided by the vendor

Hardening guideline

The vendor shall provide a hardening guideline for the network product.  The hardening guideline shall contain hardening activities are performed before installation of the network product. The hardening guideline shall further contain activities performed during installation. 

If hardening of third party components in the network product is necessary, e.g., for third party closed operating systems, the hardening guidelines may be obtained from the third party.

The hardening guideline may be provided to the evaluator and operator.

Hardening checklist

The hardening checklist consists of a list of hardening activities from the hardening guideline. Each item shall be ticked off when the activity has been performed. The hardening checklist may be provided to the evaluator and operator.

Comment:  Unclear purpose of this section. What is the difference, in SECAM and further, for addressing ‘hardening actions’ compared to addressing other ‘security functions’? Vendor’s proprietary hardening Guideline for the former, and openly standardised and diligently addressed SASs (and certifications) for the latter? Why not handle these on the same footing?
2
Proposal and way forward
It is proposed that S3-130431 is Noted for reasons of the major concerns described. As a way forward, future wise, we propose that ‘hardening actions’ and ‘other security functions’ should be handled the same footing in SECAM. It is not wrong to perhaps describe what is ‘hardening’ and what is e.g. ‘other security functions’, in case a separation of concepts is needed. However, ‘hardening’ needs to be an accepted part of SECAM security assurance work - in accordance with SID and Scope descriptions. The above commented pCR in S3-130431 does not leave this impression.

If S3-130431 is still asked be pursued further in meeting, a suggested revision is shown below (including some comments). It shows also an adjacent subchapter entitled ‘Other security functions’. The intention is to show an equal need to describe ‘Hardening’ as to describe ‘Other security functions’ – if such separation descriptions are needed at all in the Methodology study.
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1
Introduction
This pCR describes hardening in the context of methodology 2
. It is proposed that SA3 agrees the pCR below.
2
pCR
*** BEGIN CHANGES ***
5.1.x
Hardening


The purpose of hardening is to contribute to reduce the attack surface of the network product. This can be achieved by both software,hardware and configuration  methods. Examples of software methods are to remove unnecessary services. An example of a hardware method is to physically remove unused USB ports. An example of a configuration method is to prevent the local access  to a eNB.
Hardening can be platform specific. For example hardening actions might differ somewhat between different types of operating systems. Further, hardware, operating systems and applications may be proprietary. This may or may not affect what a SAS list of concrete hardening actions can contain. 










5.1.(x+1)
Other security functions
Editor’s Note: Text here is FFS (e.g. checks on known vulnerabilities, security testing on 3GPP-specific features, secure coding).
*** END OF CHANGES ***

�As a general comment, we do not understand if the original proposal is intended to be against methodology n.2 as written here or if it is meant  against  methodology n.1 as we could guess from the heading’s numbering 5.1.x. 


�Regardless of the methodology considered by Ericsson when the original contribution was written,  this section seems to limit the scope of SECAM. Hardening is just a part of the security tests that  a vendor should perform, as well as the hardening guidelines just a subset of the evidence a vendor should supply. 


We are fine to add this section if also the other you suggested on “Other security functions” is agreed.  





