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1
Introduction
There is need for security in telecom products, systems and operations. However, different people and organisations may interpret security differently. Not only w.r.t. what is considered secure enough but also the nature of being secure. The current state of affairs is that different vendors interpret product security differently and also evaluators may have different standards for determining when product security requirements are met. Different users and organisations have different views on the security needs, but unless there is a common, transparent and an agreed upon way to state and measure these needs, there is also no way to know that or how they are met.
In this document, “stage 1” seems to refer to SECAM work (definition if needed, and agreement on a methodology) and “stage 2” designates further normative work (like security requirements definition per network product class). The proposal from Ericsson on what to choose for stage 1 and stage 2 are not consistent with what was agreed to be the scope of SECAM. The proposal to choose CC for stage 1 (i.e for the entire SECAM approach) is not justified as methodology 1 still provide no concrete instantiation of CC in the context of SECAM.
We made many comments along this discussion paper and proposed a new conclusion and proposal.
2
Analysis
2.1
Existing models
The model used by the Common Criteria has been developed and enhanced over the last three decades. It is a well-defined terminology and model that has been developed within the security community. Not only has the requirements been iteratively refined over the past 30 years using feedback from real-world use, they have been made into international standards. This means that what once were national requirements such as TCSEC (the Orange Book) have been developed into ITSEC, Federal Criteria and later into Common Criteria (ISO/IEC 15408). What was once the UK DTI Code of Practice has been turned into the BS7799 and later into the ISO/IEC 27001. Similarly the standard security management is used by the data centers, trust centers and IT hosting services.

This terminology and concepts is established and used by ISO, NIST, BSI, and this have provided the world, and in particular the IT security community, with well-defined terms that allow us to describe security requirements and properties in a consistent manner. There is no reason for the telecom sector not to take advantage this development.
It should however be noted that the use of standard terminology and concepts is only a marginal part of what has to be performed when building a certification scheme.

Within the communities where CC is considered “standard”, e.g. in the smartcards industry, the general framework of CC is completed with many supporting documents, built over years in different workgroups (the most visible being in that case the Joint Interpretation Working Group – JIWG). An example of this can be found with the “smartcard” and “POI” supporting documents on SOG-IS website: http://sogis.eu/uk/supporting_doc_en.html
It should also be noted that many “community” supporting documentations are not public: how numerous they might be, documents freely available regarding CC adaptation for a community are thus just a part of the corpus needed to make CC work.

Consequently it would be misleading to describe CC as a turnkey standard that would be usable “as is” with only a marginal effort for domain-specific adaptation.

2.2
Benefits of re-using existing models
Using the existing components will allow the vendor, operator and evaluator to share a common terminology, and it will provide a model for describing security functionality and assurance, i.e. describing product security. So, using this existing methodology it becomes easier for SA3 to analyse security problems, formulate threats and countermeasures, determine what potential vulnerabilities and what exploitable vulnerabilities exist, perform risk analysis and identify and formulate accepted risks, etc.
This means that SA3 or any other community is given the tools for communicating and discussing security issues and security requirements.

The model provided for Information Security Management Systems relies on the model provided by the ISO/IEC 27000 series. The model is independent of whether certification is done or not. The ISO/IEC 27001 provides an example of risk analysis method (ISO/IEC 27005), but it does not prescribe it. But it does not say which risks should be accepted. It only explains the need to identify and accept any residual risks. 
In a similar way the Common Criteria provides a catalogue with security functionality and assurance measures, but does not prescribe any requirements or methods to capture these requirements. It does not say what threats a product shall counter, but it provides a way to characterise any threats. It provides a method for evaluation and certification, but it does not require any. Instead the concept of Protection Profiles and Security Targets are used as tools for specifying the security requirements for product types and products (which corresponds closely to the concepts Network Product Class and Network Product used by SA3).

This also means that SA3 is given standard terminology to describe the results of a 3GPP domain-specific threat analysis. However, regarding threats, CC merely require them to be expressed as adverse actions performed by attackers on assets. Such a standard terminology actually could be used in any certification scheme, and does not specifically impacts the threat analysis process.
Furthermore, before threats are expressed in a CC protection profile or security target,SA3 still needs the model to describe the security properties of our products or perform risk assessment for our organisation.



There have been a large number of national initiatives to develop national security standards instead of using the ISO/IEC 15408 or ISEO/IEC 27001. Many attempts have in the end been reduced to a limited tuning of the standards ISO/IEC 15408 or ISEO/IEC 27001. This means they still rely on the model used by these international standards. This is also the reason why many non-CCRA nations are using the CC model. They have sometimes extended the security requirements beyond the catalogues of the CC (Part 2 and Part 3) just as foreseen by the CC model.
However some national schemes have adapted CC notions in different certification frameworks, enabling them to bypass some CC limitations, like:

· performing evaluations in fixed delay and costs (e.g. CSPN) 

· issuing certificates with 2-years validity instead of certificates related to a single version (e.g. CPA)

· forbidding evaluations based on security targets without compliance to a certified PP (e.g. CPA, which uses mandatory Security Characteristics instead of PPs)

· etc.

It should also be noted that some organizations have successfully used proprietary certification schemes which are not related to CC at all, e.g. EMVCo or PCI DSS, which shows evidence that the CC paradigm is not the only possible way to achieve confidence within a domain.


3
Conclusion


It is always better to re-use existing and time-tested methodologies and techniques when they are available they fulfil the needs. However Common Criteria do not provide time-tested methods or techniques that would be a consensus between actors of telecommunication, as it is the case in smartcards.
It is very difficult and complex to define security assurance models, and historically there have been several failed attempts at this. However, adapting Common Criteria to a given domain has proven to be as costly as building a new certification method. Furthermore, even if the CC catalogue and PP structure can obviously be re-used, the certification method itself (relying on CCRA and local certification bodies) raises specific issues for 3GPP.

Consequently, our proposal would be re-using as many components of CC as possible within the frame of an ad-hoc certification method. Some re-usable elements could be found in CC part 2 (Security Functional Requirements catalogue) or the protection profile structure, and will have to be completed with compliance tests description for each requirement. Methodology 2 describes this approach whereas methodology 1 is still unclear on many of these points. S3-130115r1 submitted by Ericsson for the last meeting but not approved in the email approval process gave some initial description of part of the steps but was not submitted to SA3#71.
There are two different things in CC:

· The requirements catalogue (SFR), which can be used by anyone as a classification / normative basis for security requirements

· The certification method which is the way a user gains confidence in a product, by the means of accreditation, evaluation and certification method, and which relies on national schemes, ITSEFs and CCRA

SECAM has to address both problems, and it is possible to use the first bullet without the second one. For example, the APACS scheme used a non-certified CC protection profile without using the CC certification method. 

One can even have good reasons not wanting to rely on national schemes for its certification method, e.g. 

· When several national schemes are not considered experts in the considered technological domain

· When the industry community feels national schemes could have a negative impact on time-to-market

· If 3GPP prefer to keep the whole responsibility of technical content in SASs and supporting documents, without having to rely on, or negotiate with CCRA or local certification bodies;

· If 3GPP prefer to enable self-evaluation by vendors, 

· Etc.

Many 3GPP concerns do not advocate for CC certification method, including the need for self-evaluation and independency from national schemes. In that sense, stage 1 seems to be useful in defining an alternative way to obtain confidence, which is “methodology 2”.

Stage 2 will include the requirements definition. As a matter of fact, 
even “methodology 2” could use some part of the CC part2 catalogue to describe security requirements. Difference between SAS in “methodology 2” and CC PPs are:

· The assurance requirements, which do not match CC SARs

· The expressed need for test case definition in the SAS 

4
Proposal



At present time, methodology 1 does not describe the necessary adaptation of CC in the context of SECAM. Considering SECAM deadlines, methodology 1 evolution of the last SA3 meeting cycles and completeness and support of methodology 2, we propose to choose methodology 2 as a conclusion of the TR


�Tachographs are well covered by CC but it does not seems that there are many more car applications where CC is standard at present time.


�CC can hardly be called a “standard” yet regarding smartgrid. Local schemes have other concerns when it comes to national critical infrastructures. 


There is actually a CC PP in Germany for smart meter gateways, but CPA is a credible alternative in UK, many countries seem not having expressed their need, and smartgrid infrastructures seem to have have more support in NIST 800-series


�This paragraph seems misleading. Many schemes do not use CC “model” for security properties.


�There is a concern on whether 3GPP can directly use CC part3 security assurance catalogue “as is”, since there are many structural obstacles, e.g. the requirement to enable self-evaluation which contradicts ATE as well as many other aspects of CC or CEM.


However we would recommend to stay as close as possible from the assurance requirements of CC, since it would ease the translation of SASs in CC protection profiles, which could help communication with other security-related entities, such as local certification bodies.





