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Abstract of the contribution: This document presents detail security solution using MTC-IWF for small data and device trigger communication.Overview of the solution is given in S3-130458 and pCR in S3-130460. 
1 Proposal
In this document we discuss solution detail covering key derivation and negotiation, security mode command, and small data transmission and delivery. Solution evaluation is given at the end of the section. We propose SA3 to approve the pCR to TR 33.868 given in S3-130yzw.
1.1 Key Derivation and negotiation
We propose a new key hierarchy shared between UE and MTC-IWF. This new key hierarchy contains a master key K_iwf, and a pair of subkeys (for confidentiality and integrity protection separately) derived from K_iwf. The messge sequence of how the K_iwf and subkeys are derived in network during Attach procedure is depicted in Figure 1 and discussed below. 
[image: image1.png]MTC UE]

eNB] MME/SGSN HSS

MTC-IWWF|

e

1: Attach Request

(IMSI, UE capalbmty MTC.SD)

2 Authentication Request

6: Authentication Response

& Authentication data feciest

4 derive K_iwf
from Kasmme

5 Authgntication data response

5: Update Subscriber Infgrmation
(UE capabilities, K_wf)

7: verify UE

capabilties

9 NAS SMC carries WF SMC:

UE derive K_

10: Attach Accept

_inf, subkeys

8: store K_jwf,
derive subkeys





Figure 1. Key derivation in Attach Procedure
1. UE sends Attach Request, contains IMSI and UE capability of MTC communication and sending/receiving Small Data.
2. UE sends Authentication Request to MME. 

3. MME sends Authentication data request to HSS.
4. HSS derives K_iwf from Kasme (in case of E-UTRAN). 
5. HSS sends Authentication data response to MME and th same time sends MTC-IWF the UE capabilities and K_iwf in a new message for example Update Subscriber Information
6. MME sends UE the Authentication Response.

Note: Step 2, 3, 5, and 6 follow the normal Authentication procedure.

7. MME verifies whether UE is a MTC device and is allowed to send/receive Small Data, according to the information it retrieved from HSS.
8. At MTC-IWF, K_iwf is stored and subkeyes are derived.
9. We propose a new IWF SMC procedure, which is carried in NAS SMC. After the procedure, UE shares the same K_iwf and subkeys with MTC-IWF. The detail of IWF SMC procedure is depicted in Figure 2. This is an optional step and it is FFS whether it is needed.
10. MME sends Attach Accept to UE.
1.2 Security Mode Command
In this section, Step 9 in Figure 1 of IWF SMC carried in NAS SMC procedure is discussed. During the procedure, MTC-IWF can inform UE the algorithm for key derivation. UE and MTC-IWF can perform integrity check with the integrity subkey. After IWF SMC procedure, UE and MTC-IWF will share the K_iwf and subkeys. The details are given in Figure 2. 
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Figure 2. IWF SMC procedure carried in NAS SMC
1. MTC-IWF sends integrity protected IWF SMC message or the necessary parameters for UE to perform key derivation, with UE ID to MME.

2. MME carries the IWF SMC message with NAS Security Mode Command message and sends it to UE.

3. UE performs NAS integrity verification. 

4. If NAS integrity verification fails, UE sends NAS SMC Reject message carrying IWF SMC Reject message to MME, MME forwards the IWF SMC Reject message to MTC-IWF.

5. If NAS integrity verification is succesful, UE derives K_iwf and subkeys. UE uses the Kasme indicated by the eKSI in NAS Security Mode Command.

6. UE performs integrity verification on the IWF SMC, using the integrity subkey derived by UE.
7. UE sends the NAS SMC Complete carrying IWF SMC Complete to MME, IWF SMC Complete message can be integrity protected.

8. Or UE sends IWF SMC Reject message carried in NAS SMC Complete, if the verification in Step 6 fails. 

Or MME forwards the IWF SMC Complete or IWF SMC Reject message to MTC-IWF. 

9. MTC-IWF can perform integrity verification on the IWF SMC Complete message. 
10. Security association is established between UE and MTC-IWF and they can start secure communication. If MTC-IWF received IWF SMC Complete, and integrity verification is passed at Step 9 (when it is carried).
1.3 Small data and device trigger communication
We consider the procedure can be the same for MTC device trigger and Small Data MT transmission. It is assumed that MTC-IWF has UE serving node information. If not, it can retrieve the information upon receiving Device Trigger/Small Data Submission Request, by sending Subscriber Information Request to HSS, and receives a Subscriber Information Response from HSS that contains the serving node information.
Note: As per TR 33.868 small data should be integrity protected and maybe confidentiality protected.
1.3.1 MT small data when UE is IDLE
 This section presents secure MT small data transmission when UE is idle. It can also apply to device trigger. MTC-IWF upon receiving the small data or trigger will perform SCS authorization and submit it to MME. Paging procedure is used for the SD or DT delivery. The detail is depicted in Figure 3 given below.
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Figure 3. MT Small Data Transmission
1. SCS sends Small Data Submission Request to MTC-IWF.
2. MTC-IWF performs SCS and UE authorization, to see if SCS can send Small Data and if UE can receive Small Data.
3. MTC-IWF submits the Small Data to MME, with UE ID, message type as small data, integrity protection with integrity subkey (IWF-MAC), and confidentiality protection with confidentiality subkey if needed.
4. MME sends to eNB the Small Data in Request Paging message, contains S-TMSI, message type as small data, and IWF-MAC.

5. eNB sends to UE the Small Data in Paging message.
6. Upon receiving, UE can skip NAS integrity check, if the message type is small data.
7. UE performs IWF integrity check, with the integrity subkey.
8. – 10. RRC Connection is setup. The Small Data Receive confirm can be sent in RRC Connection setup complete in Step 10., or
9. UE sends the Small Data Receive confirm in Service Request to eNB.
10.  – 12. Submit Small data confirm can be sent from eNB(MME(MTC-IWF.
1.3.2 MO small data when UE is IDLE
This section presents secure MO small data transmission when UE is idle.It requires MME to store the routing information for UE, such that UE does not need to contain MTC-IWF identifier in the Small Data. The detail is depicted in Figure 4 given below
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Figure 4. MO Small Data Transmission
1. UE uses the subkeys to integrity and confidentiality (if necessary) protect the Small Data.
2. UE sends Small Data in Service Request to MME, with SCS ID.
3. MME can skip NAS integrity check, if the message type is small data.
4. MME retrieves the routing for UE and finds out to which MTC-IWF the Small Data should be sent. 
5. MME forwards the Small Data to MTC-IWF.
6. MTC-IWF performs integrity check with its subkey and performs UE authorization, to see if the UE is allowed to send Small Data towards the given SCS.
7. MTC-IWF can also detect if there are too many small data being sent to the same SCS.
8. If the verifications in Step 7 and 8 are successful, MTC-IWF delivers the Small Data to SCS.
9. If the verifications in Step 7 and 8 failed, MTC-IWF can inform MME/eNB by sending Small Data Reject message, to block communication from the given UE and/or to the given SCS.
1.3.3 Small data and device trigger when UE is CONNECTED
We consider the procedure can be the same for MTC device trigger and Small Data MT transmission when UE is CONNECTED. The SD or DT can be protected with subkeys and carried in NAS message of DOWNLINK GENERIC NAS TRANSPORT. This is to show that the proposed solution can be applied to UE in CONNECTED. The details are depicted in Figure 5 given below.
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Figure 5. Trigger and Small Data Transmission
1. SCS sends Device Trigger or Small Data Submission Request to MTC-IWF.
2. MTC-IWF performs SCS authorization.
3. MTC-IWF submits the Trigger or Small Data to MME, with UE ID and also integrity protection with integrity subkey, and confidentiality protection with confidentiality subkey if needed.
4. MME carries the Trigger/Small Data in Generic message container of DOWNLINK GENERIC NAS TRANSPORT message.

5. Upon receiving, UE sends Trigger/ Small Data Received confirm to MME.
6. MME sends to MTC-IWF the Submit confirm.
7. MTC-IWF sends the Submit confirm to SCS.
1.4 Solution Evaluation
The solution can be used for MT and MO small data transmission and trigger delivery. This section gives the solution benefits and impacts to existing system. 
1.4.1 Benefits
The solution can provide security for SD and DT communication, even when there is no AS and NAS security context, meanwhile it can reduce the network signalling and offload NAS protocol. 

This solution fulfils the following security requirements. 
1. Small data and trigger protection: authentication, integrity and confidentiality
2. Small data and trigger protection in case AS and/or NAS security is not available
1.4.2 Impacts to existing system
The proposed solution requires support from HSS, MTC-IWF and UE It has the following impacts:

· New keys derivation at UE and HSS, new keys handling in UE and MTC-IWF.
· Needs an indicator of small data / trigger transmission to provide message type.

· Change to NAS protocol messages for AKA and SMC. 
1.4.3 Open issues
The following issues are still open and should be studied in SA3.

· Details of key handling.
· Key management in UE mobility.
