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This PCR proposes to add detailed call flow for the Section 8.3.2 of TR 33.sso

1. Background
This PCR is based on its companion Discussion Paper in S3-130456.
2. PCR
[bookmark: _Toc346872290]***********  Begin First Change  *******************
8.3.2	Solution description
Editor’s note: Re-use of existing SSO solutions such as GBA –OpenID interworking should be analysed as well.
Editor’s note: The need for a new interface or the re-use of existing interfaces in step 5 between the MNO and OTT needs to be further studied.
Example high-level Flow
A User attempts to login to an over-the-top application service (or to an enterprise network) requiring two-factor authentication.
Upon verification of the first authentication factor by the over-the-top application service, the over-the-top application provider initiates a second factor authentication (token-based) with the user’s MNO.
When the second factor authentication is completed, the results of the two authentications (from the over-the-top application service based on the first factor and from the user’s MNO based on the UICC-based second factor) are bound together. Such authentication binding may be achieved either cryptographically or on the protocol level.
1) User UID/Password Authentication: OTT performs first factor authentication e.g. using UID/Password, and decides, based on its policy, whether to proceed with a second authentication factor;
2) Second Factor Authentication: OTT forwards a request to the Browser for second factor authentication;
3) UE Authentication Request: Browser forwards authentication request to the UE;
4) UICC based Authentication: GBA based authentication occurs based on AKA  credentials;
5) Send Result to OTT: Upon successful completion of Step 4, MNO forwards the result to the OTT;
6) Conclude Second Factor Authentication: OTT receives confirmation of second authentication factor. 
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Figure 8.3.2-1 

Steps 2 through 5 create a “proof of possession”, thus providing two-factor authentication for the OTT.
Editor’s note: It is FFS how to handle caching/storing user ID and password pair in the browser (e.g., adding freshness indication, using policy decisions, etc.) since such caching can potentially interfere with confirming the presence of the “registered user”.
8.3.2.X	Call flow for the proposed solution
Variant 1, 
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Detailed call flow description
After the OpenID setup as per specification:
1. Initial HTTPS request following OpenID redirect (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
2. HTTP Unauthorized Response (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
3. User proceeds with the First Factor authentication to OP (e.g., user ID and password). Note that the first factor freshness, e.g. password being cashed in the Browser, etc. has to be addressed by the OP policy. To enforce such policies, Trusted Execution Environment, similar to the UICC may be needed.
4. Upon successful first factor authentication, OP maps UE (AA) and the Browser (BA) (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
5. OP creates TicketUserAuth (e.g. a nonce) and forwards it to the Browser (BA) protected by HTTPS
6. GBA is triggered by Message 6, carrying TicketUserAuth from the Browser (BA) to the UE (AA). This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3)
7. HTTPS request start GBA authentication (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
8. HTTPS GBA challenge (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
9. HTTPS GBA challenge Response carrying TicketUserAuth with B-TID from the UE (AA) to the NAF/OP. This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3). At this time NAF/OP received TicketUserAuth and is able to verify that the second factor authentication (UICC-based) is bound to the first factor in Step 3.
10. Steps 10-13 are reproduced here only for referential integrity with the Solution 3 from TR 33.924. They are not germane for the purpose of this Section.
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After the OpenID setup as per specification:

1. Initial HTTPS request following OpenID redirect (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
2. HTTP Unauthorized Response (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
3. User proceeds with the First Factor authentication to OP (e.g., user ID and password). Note that the first factor freshness, e.g. password being cashed in the Browser, etc. has to be addressed by the OP policy. To enforce such policies, Trusted Execution Environment, similar to the UICC may be needed. Upon successful first factor authentication, OP maps UE (AA) and the Browser (BA) (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
4. OP generates a TicketUserAuth  (e.g. a nonce) and forwards it to the Browser (BA) protected by HTTPS
5. GBA is triggered by Message 6. This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3)
6. HTTPS request start GBA authentication (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
7. HTTPS GBA challenge (same as in TR 33.924, Section 4.4.2.4, Scenario 3)
8. HTTPS GBA challenge Response with B-TID from the UE (AA) to the NAF/OP. This message is corresponding to the (analogous to message in TR 33.924, Section 4.4.2.4, Scenario 3). 
9. NAF/OP responds with a NonceNAF
10. The AA uses the NonceNAF in order to generate a password.
11. The password is copied over a local link to the BA.
12. The TicketUserAuth is copied into the Username field while the password received over local link is copied into the Password field of the HTML form
13. Steps 14-15 are reproduced here only for referential integrity with the Solution 3 from TR 33.924. They are not germane for the purpose of this Section.


***********  End First Change  *******************

3. Conclusion
It is proposed to agree on the above PCR to TR 33.sso.
