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Abstract of the contribution: 

This contribution discusses the possible tunnel termination points for firewall traversal and proposes that a tunnel for TCP based firewall traversal be terminated at a single entity in the 3GPP architecture reference model. It further proposes that the ePDG is the entity that is enhanced to support TCP based traversal mechanisms.
1
Introduction

At the last SA3 meeting, contribution S3-130091 proposed that the TCP based tunnel endpoint for IMS firewall traversal be terminated either at a stand-alone network entity (TSCF or Tunnelled Service Control Function) or at the P-CSCF. However, that contribution did not address the tunnel termination point for SMURF. Based on subsequent email discussions on the SA3 exploder and per our understanding, adopting a similar approach for SMURF would result in two more possible tunnel termination endpoints:  a stand-alone node or the ePDG. Such an approach would result, in the worst case, the UE having to support at least four different tunnel termination endpoints for TCP based traversal mechanism, thus resulting in four different architecture/deployment options. Such an outcome is certainly not preferable for various reasons. In this contribution, we analyse whether the TCP based tunnel for both SMURF and iFIRE cases can be terminated at a single entity in the 3GPP network, preferably an existing entity such as the ePDG in the 3GPP architecture reference model.
2
Discussion

The primary use case for supporting the TCP based traversal seems to be the untrusted non-3GPP access. For the untrusted non-3GPP access, the deployment of ePDG is mandatory.  It is also possible that, in certain cases, a trusted non-3GPP access network has a restrictive firewall/proxy that is not configurable by the operator. In both cases, if the TCP based traversal is required using port 80/443, then the IP traffic for both iFIRE/SMURF services has to be tunnelled using TCP to a node in the EPC.  
Since SA2 has clearly indicated that SMURF shall reuse functionality from ePDG as much as possible (please refer to S3-130309) and that the tunnel termination point for SMURF shall be the ePDG. 

In the same LS, SA2 also indicate that they agree with SA3 conclusion “to provide a solution for iFire that is based on a subset of functionality of SMURF”.
Terminating the tunnel for iFIRE also at the same termination point as for SMURF (i.e., at an ePDG that is enhanced to support TCP based tunnelling) has many benefits in terms of maximum reuse of existing capabilities for iFIRE. Some of them are:

· Selection of tunnel termination point for the UE – reuse of the same UE procedures that are used for ePDG selection.

· Transparent to the IMS core – terminating the tunnel for iFIRE at P-CSCF does not meet this transparency requirement
· Re-use of tunnel IP address allocation capabilities
· Re-use of existing access system discovery / selection, traffic offload and other related operator policy framework for trusted / non-trusted non-3GPP accesses
· Possibility to use single tunnel to support both iFIRE and SMURF use cases, thus minimizing the need to maintain additional  TCP based tunnels at he UE
Furthermore, there doesn’t seem to be any reason why the tunnel for iFIRE case also cannot be terminated at ePDG.
3
Conclusion

Based on the above discussion, it is proposed that the TCP based tunnelling for both iFIRE and SMURF be terminated at the same entity in the 3GPP architecture reference model. If this proposal is agreed, we kindly request SA3 to endorse the following as the working assumptions for further specification work in 3GPP for TURAN:
Assumption#1: The TCP based tunnel for supporting restrictive firewalls is terminated at the same entity for both iFIRE and SMURF in the 3GPP architecture reference model.

Assumption #2: ePDG is enhanced to support TCP based traversal mechanisms for both iFIRE and SMURF.
