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1
Introduction
This pCR provides text for the structure of a SAS for methodology 1. It is proposed that SA3 agrees its inclusion in the SECAM TR.
2
pCR
*** BEGIN CHANGES ***
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*** NEXT CHANGE ***

5.1.2    Content of a Security Assurance Specification

5.1.2.1 Overview of SAS 

The purpose of a Security Assurance Specification (SAS) is to specify the overall security requirements for network product classes. There will be one SAS for each network product class. An SAS will consist of three different parts covering different aspects:

· A Protection Profile, that specifies the scope of the TOE, the security functional requirements and the assurance requirements.

· Software hardening requirement (e.g., disabling or removing network services).

· Hardware hardening requirements (e.g., disabling or removing external ports).

The first part is covering the TOE, which means that should cover the security functions of the network product class. The software and hardening requirements are primarily to remove or reduce the attack surface of the network product. Just as for the PP vs ST relationship, the hardening requirements consists of generic security objectives as well as specific requirements. The specific requirements are typically specific for each specific for a certain platform.

The difference between the PP and the hardening requirements for software and hardware may be illustrated as in the picture below.


[image: image1]
Figure 1 Network product class and the security requirements

The software hardening guides may not limited to operating systems or COTS products. Depending on the scope of the TOE it cannot be excluded that some parts of the TOE that will be covered by hardening guides. However, the hardening guides are addressing potential attack surfaces provided by these parts and not any security functionality provided.

Note: The distinction between the software and hardware hardening guides is not that they are restricted to hardware or software measures, but that they are related to the hardware interfaces and software interfaces. This means that deactivating a hardware interfaces may include software measures and vice versa.

Although, it is possible to have to have all SAS requirements for a certain network product class in one document, it may is also possible to have each part in separate documents. By having separate documents it is easier to build modular SAS’s. Below is a description of each part.
Editor's note: It is not important for the methodology how the information is portioned in one or more documents. The best way to do it can be resolved once SA3 has decided on a methodology.
5.1.2.2 Description of the PP part 

The concept of Protection Profiles was first developed with the Federal Criteria in 1992. Since then it has been evolved with the Common Criteria and the latest revision CC3.1R4 [CC] is specifying the requited structure and content in Part 1, Appendix B.

By following the standard and the latest version of the standard, it is possible to take advantage of the on-going development of the standard. It specifies the following chapter of a PP:

1. PP introduction – Providing a narrative description of the product type and its intended use, the scope of the TOE and its major security features.

2. Conformance claims – Stating whether the PP claims conformance to any specific version of the CC, any specific PPs and/or packages (such as a specific EAL).

3. Security problem definition – Identifying the threats, organisational security policies (OSPs) and assumptions that are relevant to the TOE.

4. Security objectives – Specifying how the security problem is addressed by a division between security objectives for the TOE and security objectives for the operational environment of the TOE.

5. Extended components definition – The definition of any extended functional and assurance requirements, beyond the ones defined in CC Part 2 or CC Part 3.

6. Security requirements – The applicable security requirements for the TOE, i.e. the functional requirements as well as assurance requirements are given here in this chapter. They are the requirements that are necessary to meet the security objectives for the TOE. These security requirements are using a common and well-defined structure and language. These security requirements may contain adaptions such as instantiations and refinement of the requirements provided in the CC Part 2 and CC Part 3, as well as the extended requirements in chapter 5.

The most interesting part for 3GPP is probably chapter 1 and chapter 6. Chapter 1 has to specify the network product class, the scope of the TOE, summarise the security features, as well as the intended use. This chapter is essential for the rest of the PP. Chapter 6 specifies the security requirements. Although the generic functional requirements may be taken from CC Part 2 or may be defined in chapter 5, they have to be instantiated and refined, at least to the extent that they are meaningful to fulfil and still remain applicable to all network products of the network product class. It is possible for a vendor in a ST to any include additional information or security features, but not to remove any. So the PP shall only contain the necessary (minimum) security requirements, not anything more.

An example of audit generation FAU_GEN.1.1 taken from the OSPP v3.9 [OSPP) and NDPP v1.1 [OSPP]:
	CC3.1R4 Part 2
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified] level of audit; and

c) [assignment: other specifically defined auditable events].

	OSPP v3.9
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

c) all modifications to the set of events being audited;

d) all user authentication attempts;

e) all denied accesses to objects for which the access control policy defined in the OSPP base applies;

f) explicit modifications of access rights to objects covered by the access control policies; and

g) other specifically defined auditable events as defined in the table in FAU_GEN.1.2.

	NDPP v1.1
	FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All administrative actions;
d) Specifically defined auditable events listed in Table 1.
Table 1 – Auditable events and audit record content:

FIA_UIA_EXT.1
All use of the identification and authentication mechanism. (Provided user identity, origin of the attempt, e.g., IP address).

FPT_STM.1
Changes to the time. (The old and new values for the time. Origin of the attempt, e.g., IP address).
[…]


This means that the ST author may add additional auditable events to this list. This may even be necessary if additional security features are included.

The assurance requirements, unlike the security functional requirements, must not be refined. However, they can be refined by describing how a certain network product class shall be documented or its security functionality tested.
5.1.2.3 Description of the software hardening part 

The whole principle of hardening is not (only) to remove services or features that are known to have vulnerabilities, but to identify and remove any services or features that are not necessary and to reduce the remaining services to the minimum required. After that one has to identify if the remaining services or features have any vulnerabilities.

Software hardening is typically done for COTS products such as operating systems and applications that may be installed with a lot of services and features that are not necessary for the network product to run, and will provide an attack surface.

On a high level the software hardening is divided into the identification of unnecessary properties and features, and the elimination of them. For certain products there may exist hardening guides that will help with the elimination of them.

At the first level all external visible attack surface, functionality that is not necessary for the network product must be identified. This can be done by identifying services and processes, but also by testing which services are visible on the external interfaces. Privileged applications (e.g., set user-ID programs) are also considered to be potential risks and should be reduced to a minimum of necessary services. Also configuration files must be analysed to identify accounts, access rights and privileges and limited to the minimum required.

There are two ways to deal with unwanted services and features. The first and best is not to install them in the first place, since this will prevent them from being activated later, by mistake or by an insider. The second approach is to deactivate the service by changing the configuration. The second approach will only be effective if these services cannot be activated by unprivileged users or automatically, e.g. by restarting the system.

There is a third way to deal with unwanted services and features. This is to make assumption or restrictions in how the product is suppose to be used. This may include reducing the exposure to services by imposing firewalls or filtering mechanisms in the environment of the network product.

For systems that are under maintenance it has to be ensured that the hardening remains also after system maintenance or upgrade has been performed. Experience has shown that upgrading or installation of applications may change the hardening. Installation or even the installation process for installing new applications may also require a deviation from the hardening. Sometimes maintenance may require more functionality or access rights to the users performing maintenance. All services interfaces are very good attack surface candidates.
5.1.2.4 Description of the hardware hardening part 

Hardware hardening is on a high, principal level, very similar to software hardening. An attack surface is an attack surface independent of it is a hardware or software interface. However, a physical access may limit the possible attackers. Also the steps and security measures taken in hardening are different. There may be a more milted set of hardware security measures taken than for software security measures when performing hardening.

5.1.2.5 Environment of the network product class 

There are certain aspects of the operational environment for a network product that are relevant for security. The relevant aspects are divided into threats that have to be addressed (by the network product) and needs on the environment from the network product in order to effectively address these threats. These needs are formulated as assumption on the environment that has to be fulfilled. In addition to the threats the environment may have policies resulting in security requirements on the network product. These policies are called organisational security policies. In addition to the threats there is also an assumed attack potential to an attacker behind the identified threats.

By having a well-defined description of the environment it will be possible to identify if there exist additional threats that are relevant, if there is an attack potential that is beyond the one assumed, or if it is not possible to meet the assumptions, i.e. to satisfy the need of the network product class.
*** END OF CHANGES ***
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�To editor: Same reference as inserted by S3-130433. Both pCRs use [CC] to refer to these documents.





