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Introduction
This pCR provides an introduction for methodology 1. It is proposed that SA3 agrees its inclusion in the SECAM TR.
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pCR
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5.1.1    Introduction

This methodology is based on the well-established practice for specifying and providing security assurance that has evolved over more than 20 years of scrutiny from many of the best security assurance professionals. 

The Common Criteria ISO/IEC 15408 [CC] provides three different aspects: 

· It provides a common structure and language for expressing product security requirements (CC Part 1), a catalogues of standardized security requirement components and packages (CC Part 2 and 3)

· It provides the concepts of Protection Profiles (security requirements for types of products) and Security Targets (security requirements for specific products that may or may not claim compliance to certain Protection Profiles.

· It also provides the methodology and framework (CC Part 3) for the evaluation of products against known and understood requirements to gain confidence in the effectiveness of the security measures.

The methodology does not preclude certification, but certification is not part of the methodology as such. All provisions for certification is present, should it be desired. 

Unlike its early predecessors such as TCSEC that specified the requirements for a certain type of products, the CC is intentionally flexible, allowing the evaluation of products with a wide range of security properties, using different assurance methods. Over the years this has allowed CC to be used for many types of products and environments.
This flexibility also means that a security evaluation may be performed with almost any product scope and for any type of security functionality. This flexibility means that a security evaluation (and certification) may have a very different content and qualities depending on the actual scope and security requirements applied for a specific product evaluation. Therefore the use of Protection Profiles is a way to ensure that different products will be assessed with at least a certain scope, security functionality and security assurance requirements. It is good way to utilise and control this flexibility that the CC gives us.

Below is a short description of the CC model, such the assurance model. This description is to large extent extracted from the Common Criteria [CC] and adapted for this report.

5.1.1.2
The assurance paradigm

Necessary for the discussion of the benefits and using the Common Criteria model is to understand the philosophy that underpins the CC approach to assurance. An understanding of this will permit the reader to understand the rationale behind the assurance requirements to better apply the CC model.

Critical for the understanding of the CC model is the concept of the TOE. The TOE is the scope of the assessment (Target Of Evaluation) that will provide security functionality.

The CC philosophy is that the threats to security and organisational security policies (i.e. policy requirements) should be clearly articulated. These will be translated into security objectives for the TOE and the TOE environment, such as the TOE together with the TOE environment must be able to address all the threats and organisational security policies. The TOE should then provide the security measures called TSF (i.e. TOE Security Functions) and they must be demonstrably sufficient to for their intended purpose, i.e. to satisfy the TOE security objectives and thereby (together with the TOE environment) to address all the threats and organisational security policies.

5.1.1.3
The assurance approach

The CC philosophy is to gaining assurance based upon an evaluation of the product that is to be trusted. Evaluation has been the traditional means of providing assurance and is the basis for prior evaluation criteria documents. In aligning the existing approaches, the CC adopts the same philosophy. The CC proposes measuring the validity of the documentation and of the resulting product by expert evaluators with increasing emphasis on scope, depth, and rigour.

The CC does not exclude, nor does it comment upon, the relative merits of other means of gaining assurance. Research continues with respect to alternative ways of gaining assurance. As mature alternative approaches emerge from these research activities, they will be considered for inclusion in the CC, which is so structured as to allow their future introduction.

The flexibility of the CC also allow for additional assurance measures to be used in the CC framework.

Assurance can be derived in many different ways. However, the CC provides assurance through active investigation. Active investigation is an evaluation of the product in order to determine its security properties.

One of the main purposes of the evaluation is therefore to active search for potential vulnerabilities. This is done during all parts of the evaluation, such as the evaluation for the correctness.

Evaluation techniques can include, but are not limited to analysis of processes and procedures; analysis of design documentation; analysis of guidance; analysis of develop testing; independent testing; vulnerability analysis and penetration testing.
Unlike safety and quality control, the evaluation of the product is a means to gain assurance that the product is able to withstand accidental threats as well as intentional threats performed by hostile attackers.

The prime factor to consider when establishing confidence in security countermeasures is trust in the source of the countermeasure. Therefore particular attention shall be paid to the selection of the vendor or any other entities involved in the development of the product.

What might be considered a trustworthy for a operator or environment may depend on the operator and environment. It is up to the one writing the protection profile to decide upon this.

5.1.1.5
The CC evaluation assurance scale

The CC philosophy asserts that greater assurance results from the application of greater evaluation effort, and that the goal is to apply the minimum effort required to provide the necessary level of assurance. The increasing level of effort is based upon:

a) scope – that is, the effort is greater because of a larger scope of the evaluation aspects and evidence of the product is included;

b) depth – that is, the effort is greater because it is deployed to a finer level of design and implementation detail;

c) rigour – that is, the effort is greater because it is applied in a more structured, formal manner.

The CC defines seven different assurance levels. The evaluation assurance levels (EALs) provide an increasing scale that balances the level of assurance obtained with the cost and feasibility of acquiring that degree of assurance. Although the assurance requirements are described separately they are in most cases referred to as the package defined in an EAL. There is nothing preventing authors of PPs or STs to add existing CC Part 3 requirements to an EAL (this is called augmentation) or to add new PP or ST specific assurance requirements (this is called extended).

In many cases existing assurance requirements are simply refined with additional detail on how testing or vulnerability analysis should be performed, or what is required from the design documentation (in addition to what CC requires). This is a good way for the PP writer to be more specific and is all considered to be valid refinements as long as the existing requirement has not been weakened.

5.1.1.4
CC assurance and the significance of vulnerabilities

It is assumed that there are threat agents that will actively seek to exploit opportunities to violate the security objectives both for illicit gains and for well-intentioned, but nonetheless insecure actions. Threat agents may also accidentally trigger security vulnerabilities, causing harm to the organisation. Security breaches arise through the intentional exploitation or the unintentional triggering of vulnerabilities in the use of the product.

Vulnerabilities can arise through failures in:

a) requirements – that is, an product may possess all the functions and features required of it and still contain vulnerabilities that render it unsuitable or ineffective with respect to security;

b) development – that is, an product does not meet its specifications and/or vulnerabilities have been introduced as a result of poor development standards or incorrect design choices;

c) operation – that is, an product has been constructed correctly to a correct specification but vulnerabilities have been introduced as a result of inadequate controls upon the operation.

Assurance is grounds for confidence that a product meets its security objectives. This means that the product provides the security functionality in such a way that they are correct (as described) and effective (meet their purpose).

The vulnerability assessment activity covers various vulnerabilities in the development and operation of the product. Development vulnerabilities take advantage of some property of the product, which was introduced during its development, e.g. defeating the self-protection through tampering or defeating non-bypassability by circumventing (bypassing) the security functions. Operational vulnerabilities take advantage of weaknesses in non-technical countermeasures to violate the security objectives, e.g. misuse or incorrect configuration. Misuse investigates whether the product can be configured or used in a manner that is insecure, but that an administrator or user of the product would reasonably believe to be secure. This means that a product can will satisfy the security requirements only if it is free from any exploitable vulnerabilities.

One of the main purposes of the evaluation is therefore to active search for potential vulnerabilities. This is done during all parts of the evaluation, such as the evaluation for the correctness.

This means that during all evaluation activities, using the information the evaluator has to gain experience and understanding of the product, and actively search for potential vulnerabilities (against the security objectives) that may exist in the intended operation environment of the product. In a separate vulnerability analysis activity the evaluator will try to identify additional potential vulnerabilities and finally also assess whether or not any of these potential vulnerabilities can be exploitable in the intended operational environment. Some of the vulnerabilities may not be exploitable at all, while other may be exploitable only with certain effort (attack potential).

For a product to pass the evaluation there must be no exploitable vulnerabilities for the product in the intended operational environment. This means that the attack potential must be known and part of the intended operational environment.

There are several factors determining the quality of the vulnerability analysis or the risk for any exploitable vulnerabilities. First, our ability to find vulnerabilities depends on the availability of information of the product and its development environment (e.g. design information, source code, delivery process, etc.). Second, the rigour and formalism of the vulnerability analysis is also relevant to our ability to find vulnerabilities. Third, we have to judge each vulnerability against an attack potential to determine which of the vulnerabilities may be considered exploitable and which may be considered residual (i.e. exploitable only with an increased attack potential). These factors are determined by the evaluation assurance level (EAL).

5.1.1.6 The concept of the ST and PP

Since the CC in itself never says which security requirements a certain security product or types of products shall meet, this has to be specified. The security specification may specify any scope, any security functional requirements (SFRs) and security assurance requirements (SARs). The CC require that the security specification has standardised security specification in order to (among others):

· mandate specific content needed to assess a product against the security specification;

· allow comparison of security specifications of different products.

There are two types of specifications in CC: Protection Profiles (PPs) and Security Targets (STs). The PP is the specification for a certain type of product while the ST is the security specification for a specific product. Such as there might be a PP for firewalls and a ST for Firewall XYZ. The ST for the Firewall may claim compliance with the firewall PP. There may be different PPs for different types of products or properties and one ST for a product may claim compliance with none, one or multiple PPs.

The advantage of this is that we can specify only the minimum requirements in one PP for a certain type of products in one document, without having to provide more details than necessary. At the same time we can ensure that vendors can claim compliance with the PP and also ensure that the ST provides the additional informational to make it into a complete ST.

This means that a PP is less complete than an ST and has less detailed information than an ST. The PP will never describe an implementation, but a PP author may want to give more or less freedom to the implementation of the security functionality. An ST may also extend the requirements beyond the requirements in the PP.

The CC provides a catalogue of security functional requirements (SFRs) and the security assurance requirements (SARs) in CC Part 2 and Part 3. The PP and ST writers may use these catalogues to select the requirements for the PP and ST, but may also define their own. However, it is not only very useful to rely on the catalogue of SFRs since readers of STs will be familiar with these SFRs. The CC also requires that new SFR should only be introduced if the available SFR from CC Part 2 are not sufficient. There is also much experience and know-how that has gone into these requirements. Still it is up the ST and PP writer to select and instantiate (complete) the SFRs that are provided in CC Part 2.

Since both the PP and the ST are formal documents there are several different guides available how to write these documents. In addition to the CC Part 1 there different guides available one example is the ISO/IEC TR 15446 “Guide for the production of Protection Profiles and Security Targets”.

5.1.1.7 Specific issues on the PPs and STs

A PP is a security specification for an ST and an ST is the security specification for a product. This means that the product should meet the security specification of the ST. But, unless we perform an evaluation we will not know if a product will be able to meet the security requirements in the ST.

There are also requirements on PPs and STs. A PP must be complete, consistent and technically sound and suitable for use as a template on which to build another PP or an ST. In a similar way an ST must be complete, consistent and technically sound and suitable for use as a basis for a TOE evaluation. This is determined by the evaluation of PPs and STs. PP can be evaluated and certified independent of any product, while the ST evaluation is only performed as the first step in any TOE evaluation.

These strict requirements on PPs and STs will ensure the quality and consistency. It has the benefit that unnecessary nice-to-have requirements that do not really provide any increase in security can be easily avoided since there must be a security objective behind all security requirements. Therefore "feature bloat" is less likely to happen. The security objectives also require the appropriate threats or organisational security policies. Also the PP and the ST are mainly concerned with the TOE. Any parts that are outside of the TOE, i.e. the TOE environment, is not subject to the same assessment. The development environment is addressed by the assurance measures for life-cycle (ALC) and the operational environment is addressed by the guidance (AGD). Still they are considered in the vulnerability analysis.
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