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1.

Introduction

The implicit certificate approach is currently being considered as a means to providing security for PWS. As with any PKI approach trust is derived from CAs and passed down to the message signer, in this case the CBE. Due to their central role, provisioning a list of allowed CAs and managing any needed updates therefore deserve proper consideration.

In SA3#70 clarification was sought related to updating of CAs, change in a UEs home network, use of timestamps and use of a CAs identifier. This contribution seeks to provide further details on these topics.
2.
Certificate Authorities
In the implicit certificate approach, trust is derived from CAs a UE is provisioned with. This trust is passed from the CA to the CBE in the form of an implicit certificate. The CBE can use the implicit certificate to sign PWS messages by including the signature and implicit certificate in the security portion of a PWS message.

As discussed in previous meetings, different regions are free to share or not share CAs with other regions. For example CBEs in region B share CA5 with CBEs in region C while no region shares CAs with region A below.
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Figure 1 - Certificate Authorities mandated across various regions
To simplify the manufacturing process it can be assumed UEs are provisioned with public keys of all CAs globally. In this way UEs will be capable of displaying secured PWS messages even when in limited service state. 

However, just as CBEs in a particular region should supported by one group of CAs similarly a UE in that region should only display warning messages verified by a public key from the same group of CAs once it enters service. 
Several approaches can be considered in identifying the relevant group of CAs.
Approach 1: User controlled CA list
An option is available for the user to select the location of his home network. This could be used to select CAs allowed by the user’s home government from the current global list of CAs. CAs outside this selection can be marked as inactive.
While the option of the user setting his home network location would always be available as an option, a user could be explicitly prompted for this information when a new SIM is used.
Approach 2: PWS test message type
As previously described a new type of PWS message can be used to modify available CA information. Shown below, this message could contain a field indicating the set of CAs used in the home region of the PWS broadcast.
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Figure 2 - PWS CA key update test message
Once a UE has received such a message it can use the CA Set-ID to select CAs allowed by the user’s home government from the global list of CAs. CAs outside this selection can be marked as inactive.

To allow for a change in a UEs home location, if a UE receives a test message with PWS security but indicating an inactive CA-ID the UE could be allowed to verify the signature using the inactive CAs public key. While no-action on key updating would be taken unless verification occurs with active CAs, in the event several test messages are verified over an extended period of time using inactive CAs, the user could be prompted to confirm his home region based on the CA Set-ID via the user controlled CA list approach described in approach 1. 
Approach 3: USIM

While UEs can be provisioned at manufacturing with the CAs in use globally as a step in satisfying limited service state requirements, once a USIM is inserted into the UE the ME could read the list of allowed CAs mandated by the government of its home network from the UICC. 

This can be enabled by asking CT6 to create an additional file in TS 31.102 containing the list of CAs and their public keys. Additionally, CT1 and CT6 could be requested to create an update mechanism along the lines of (U)SIM Toolkit to securely update this CA list.

While offering a clear unambiguous solution to updating the CA list in case of change in the home network, this approach does place a clear responsibility on the operator in maintaining the active list of CAs mandated by the regional government that the other two approaches do not.
4.
Roaming

Roaming is of concern to all approaches to PWS security. That is when a UE whose home network supports PWS security roams onto a network supporting PWS but without security and in particular one that does not authenticate itself to the UE, then the UE must reject all PWS messages or leave itself open to attack.
Two niche cases more highlighting security arrangements at the national and operator level may however be worth discussing. 

In the first case two operators in different regions have no security arrangements between each other while the governments have agreed to obtain implicit certificates from the same set of CAs. In this case as governments bear the responsibility of bearing roaming agreements, PWS messages with security can be received in both regions by both roaming and non roaming UEs.
In the second case, governments’ in two regions requiring PWS with security have decided to obtain implicit certificates from CAs not provisioned in UEs in each others regions and operators in these regions do have security agreements in place between their networks. While not currently proposed in the implicit certificate approach it is possible in principle for the CAs a UE uses for verification to be dependent on the network it is authentically attached to while roaming. However to date we have not made this proposal as in essence the home government now needs to trust security agreements operators in its region made with operators outside its region thereby placing greater liability on operators.

5.
Timestamp

Details of the contents for the PWS security field are described in section 7.7.3.3 of TR 33.869 and shown below for convenience. 
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Figure 3 – Implicit certificate security contents

The final two bytes of the security contents consist of a timestamp provided by the message signer and indicating the validity period for the PWS warning message for the purposes of replay protection. 
Although the timestamp may potentially take the form of a counter, it is preferred an actual coarse timestamp be used. If automatic synchronisation between the UE and network is available then advantage can be taken of this by the UE in validating PWS messages. 

In the case where automatic timing is not available between the UE and network, the UE could instead indicate the receipt of a PWS message with an expired certificate if one is received and present the user with the current time understood by the UE and the option of proceeding or discarding the message.
6.
Usage of the CA-ID

A high level view of the validation process carried out at the UE is shown in Figure 4. The UE combines information contained within the implicit certificate with the public key of the appropriate CA to produce the message signer’s public key. As several CAs may and indeed should be supported, a means is needed to distinguish which public key is used.
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Figure 4 – UE perspective of Implicit Certificate in PWS

This is achieved through use of the one byte CA-ID field described in section 7.7.3.3. Each CA public key would be assigned a CA-ID value which the UE can read from the implicit certificate. Using the CA-ID the UE can look up the CA public key tied to that CA-ID in its provisioned list of CAs.
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Figure 5 – Example list provisioned CA public keys with associated CA-IDs
7.
UE impact

As with all PWS security proposals the implicit certificate approach has an impact on the UE. This includes, provisioning a list of CA public keys, enabling implicit certificate and signature algorithm and support of ancillary functionality necessary for PWS security such as key update mechanisms.
8.
Conclusion
This contribution provides additional on several aspect of the implicit certificate approach.
It is kindly proposed the associated pseudo CR contained in S3-130422 be included in the PWS study contained in TR 33.869 and the associated editor’s notes be removed.
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