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Abstract of the contribution:

Introducing more flexibility into the verification procedure of PWS warning messages by giving the UE reliable PWS status information about the visited network.
1. Introduction

For the motivation of this pCR, see the companion discussion paper in S3-130404.

 We kindly ask SA3 to consider this pCR for conclusion into the TR 33.869.
2. Pseudo Change Request

*************************START OF CHANGES*********************************

6.2.5
Verification of PWS warning notification message
6.2.5.1 
Enabling and disabling of warning notifications processing according to TS 22.268
The UE shall support the verification of the signature and a USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards as required by TS 22.268 [2]).
-
HPLMN PWS disable field disables PWS support in HPLMN and PLMNs equivalent to it.

-
Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.

And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.
If the "unsecured PWS disable" field in the USIM for PWS is set, the UE shall ignore all PWS warning messages that are received without security protection. If the "unsecured PWS disable" field in the USIM is set, the UE shall verify the "digital signature" and "timestamp" when it receives a warning message with security protection. UE shall silently discard the warning message if the verification of "digital signature" and "timestamp" fails.

Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.
Editor’s Note: This section should reflect the requirements in TS 22.268 for Rel-12. Note, however, that the requirements in TS 22.268 for Rel-12 differ from those for Rel-11 and are not in line with the USIM fields defined for PWS in TS 31.102 for Rel-11. In particular, the Rel-12 requirements do not allow addressing the behavior with respect to VPLMNs, something that may be useful also when PWS security has been introduced in Rel-12. Therefore, depending on the further progress of PWS security, the requirements in TS 22.268 for Rel-12 may have to be enhanced and in this section to be updated accordingly.
6.2.5.X 
Introducing more flexibility into the warning notifications processing 

It is not expected that PWS, with or without security, is introduced in all countries, certainly not at the same time. Thus, in order to ensure that PWS can be used in a flexible way, while taking maximum advantage of PWS security where it is available, means of expressing policies with respect to the handling of protected and unprotected PWS warning message are required that go beyond what has been specified in TS 22.268 [2] for Rel-11. 

One example of such a policy could be that the UE was instructed by its home provider to ignore all warning messages when roaming as specified in TS 31.102 [2]. But then the UE would also ignore all PWS warning messages that are received with security protection. Thus, also genuine warning messages would not be processed even if they were protected by PWS security. Another example of such a policy that seems reasonable is given in the following:

•
The UE shall discard all unsigned warning messages in visited networks that support PWS security, and accept unsigned warning messages in visited networks that support PWS, but not PWS security. 
NOTE: The UE has the capability to verify the warning message.
This policy takes a pragmatic approach with respect to PWS security: accept the additional protection afforded by PWS security when it is available, and give priority to the benefit of genuine warning messages otherwise. It also takes into account that the introduction of PWS security may be gradual at a global scale, and that complete protection will be available only when all countries will have introduced PWS security. Such a policy requires that the UE knows whether the visited network supports PWS or PWS security (called PWS status information in the sequel). 
Editor’s Note: It is for further study how to provide such policy to the UE. One possibility to consider is that the home operator provides and manages it on the USIM. 

Editor’s Note: SA1 should be asked to include a corresponding requirement in 22.268.
Therefore, a secure means of providing the PWS status information of the visited network to the UE is required.
Editor’s Note: Mechanisms how to securely provide PWS status information to the UE are ffs. One possibility to consider is that the home operator provides and manages it on the USIM. 

Description of attack to be avoided 

In cases where it was not possible to securely provide the PWS status information to the UE, an attacker could pretend that the visited network uses PWS without security. If an attacker then sends unsigned warning messages, the UE would process a fake unsigned warning message, if it is configured to accept unsigned warning messages in countries where no PWS security is enabled (cf. above policy), even though the visited network would distribute genuine warning messages only with a signature. 

In contrast, if to consider that PWS status information was delivered securely and an attacker now sets up a false base station over which the attacker sends unprotected false warning messages and makes the UE believe that the network or country does not support PWS security, the UE would be able to recognize this fraud and discard such false warning messages if the UE has a means to verify the current network or country independently of information from the false network. This is possible because the UE would know from the PWS status information provided to the UE that PWS security was indeed enabled in that network or country and, hence, unprotected warning messages were not admissible.
*************************END OF CHANGES*********************************


